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Abstract

CONSTRUCTING NEW SUPERCLASSES OF BENT FUNCTIONS
AND FURTHER CONSTRUCTIONS OF CRYPTOGRAPHICALLY
SIGNIFICANT MAPPINGS OUTSIDE M

This thesis introduces results which lead to new secondary constructions
of (vectorial) bent functions outside the completed Maiorana-McFarland
class M7 . It consists of roughly three parts.

The first part considers a new construction method for vectorial bent
functions via the so-called (Py) property, which is obtained as a gener-
alization of the construction methods provided by Tang et al. [82] and
Zheng et al. [90]. We extend the number of infinite families of vectorial
bent functions and provide a modification of the mentioned construction
to obtain instances of vectorial Boolean functions with maximal number
of bent components. The same method was further extended to the p-
ary case to obtain instances of p-ary weakly regular bent and plateaued
(n, m)-functions, where p is an odd prime. We also showed that the
(Py) property can be characterized via second-order derivatives, as it
was done in [90] for the binary case.

The second part addresses the construction of two new superclasses of
bent functions SC (superclass of C and D) and CD (superclass of C and
D), and their applications in the design of related combinatorial objects.
We provide sufficient conditions for which these functions are outside
M# . Furthermore, we obtain new instances of bent (n,k)-functions
weakly /almost strongly /strongly outside M#. Unfortunately the output
dimension is not maximal (k < n/2), however our instances provide the
largest known output dimensions in the literature. We also used the
notion of these classes to characterize (n, m)-functions with maximal
number of bent components outside M# where m > n/2, and for n = 6
we give a complete characterization. We also obtained new instances of
bent 4-decompositions via the SC and CD classes.

The third part addresses some known secondary constructions of bent
functionsc, like the direct and indirect sum as well as 4-decompositions.

vii



viii ABSTRACT

We provide conditions for which these construction methods yield bent
functions outside M#*. We also construct several classes of (homoge-
neous) cubic bent functions (without affine derivatives) outside M# and
show that one of the obtained classes is non-decomposable (inseperable).

Math. Subj. Class. (2020): 94A60, 06E30, 11T71

Keywords: (vecotorial) bent functions, class inclusion, complete
Maiorana-McFaralnd class, MNBC functions, secondary constructions,
weakly /almost strongly/strongly outside M7, 4-decomposition, (Py)
property, SC and CD class, direct and indirect sum



Povzetek

KONSTRUKCIJE NOVIH SUPERRAZREDOV UKRIVLJENIH
FUNKCIJ IN NADALJNJE KONSTRUKCIJE KRIPTOGRAFSKO
POMEMBNIH PRESLIKAV IZVEN M#

Doktorska disertacija predstavlja rezultate, ki vodijo do novih sekun-
darnih konstrukcij (vektorskih) ukrivljenih funkcij izven poplnega
Maiorana-McFarland razreda M?¥. Sestavljena je iz okvirno treh delov.

V prvem delu doktorske disertacije obravnavamo novo metodo konstruk-
cije vektorskih ukrivljenih funkcij z uporabo tako imenovane (Py) last-
nosti, ki je pridobljena kot posplositev konstrukcijskih metod, ki sta jih
uvedla Tang et al. [82] in Zheng et al. [90]. V tem delu razsirimo mnozico
neskoncénih druzin vektorskih ukrivljenih funkcij in modificiramo omen-
jeno konstrukcijo, da dobimo primere vektorskih Boolovih funkcij z
najvec¢jim Stevilom ukrivljenih komponent. Isto metodo razsirimo na
problem p-arnih funkcij (p je liho prastevilo), kjer dobimo primere p-
arnih sibko regularnih ukrivljenih in platojskih (n, m)-funkcij. Pokazemo
tudi, da je mogoce (Py) lastnost karakterizirati z odvodi drugega reda,
podobno kot je bilo za binarni primer storjeno v [90].

V drugem delu doktorske disertacije obravnavamo konstrukcijo dveh
novih superrazredov ukrivljenih funkcij SC (superrazred razredov C in
Dy) in CD (superrazred razredov C in D) ter njune uporabe pri nacr-
tovanju njima sorodnih kombinatori¢nih objektov. Zagotovimo tudi za-
dostne pogoje, pod katerimi leZijo te funkcije izven razreda M7*. Po-
leg tega predstavimo nove primere ukrivljenih (n, k)-funkeij sibko/skoraj
mo¢no/mono izven M#. Zal izhodna dimenzija ni najvecja (k < n/2),
vendar nasi primeri zagotavljajo najvecje znane izhodne dimenzije v lit-
eraturi. Pojem teh razredov uporabimo tudi za karakterizacijo (n,m)-
funkcij z najve¢jim stevilom ukrivljenih komponent izven razreda M7,
kjer je m > n/2. V posebnem primeru, kjer je n = 6, podamo tudi
popolno karakterizacijo. Preko razredov SC in CD pridobimo tudi nove
primere ukrivljenih 4-dekompozicij.

Tretji del doktorske disertacije je obravnava dolo¢enih znanih sekun-
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X POVZETEK

darnih konstrukcij ukrivljenih funkcij, kot sta neposredna in posredna
vsota ter 4-dekompozicije. V tem delu podamo pogoje, pri katerih te
konstrukcije generirajo ukrivljene funkcije izven razreda M7 . Konstru-
iramo tudi ve¢ razredov (homogenih) kubi¢nih ukrivljenih funkecij (brez
afinih odvodov) izven M7 in pokaZemo, da je en izmed pridobljenih
razredov nerazgradljiv (nelocljiv).

Math. Subj. Class. (2020): 94A60, 06E30, 11T71

Kljuéne besede: (vektorske) ukrivljene funkcije, vkljucitev razreda,
popoln Maiorana-McFaralnd razred, MNBC funkcije, sekundarne kon-
strukcije, §ibko/skoraj mo¢no/moéno izven M7#, 4-dekompozicija, (Py)
lastnost, razreda SC in CD, neposredna in posredna vsota
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Chapter 1

Introduction

People’s desire of wanting to keep some information confidential in phys-
ical form marks the beginning of cryptography - the discipline that by
today’s definition enables two parties to securely communicate via an
insecure channel. Naturally, wanting to keep something secret will not
work for everyone, who would like to know what lies behind this secrecy.
This resulted in the development of cryptanalysis - the science of break-
ing ciphers and revealing the original message. Together, cryptography
and cryptanalysis form the field of cryptology, whose study and impor-
tance has grown exponentially with the development of modern science
as we know it today.

At first, before the modern era, the main purpose of cryptography was to
ensure secrecy in communications related to war and diplomatic affairs,
whilst in recent decades the field has expanded beyond confidentiality
to the concerns of checking message integrity, sender/receiver identity
authentication, digital signatures, interactive proofs, and secure compu-
tation, among others. The information we want to send has to travel
through insecure channels via some servers over which we have no con-
trol, but despite that, we want the information to remain private.

A key objective of cryptography is to enable two parties, usually referred
to as Alice (sender) and Bob (reciever) to communicate safely over an
insecure channel. This means that no third party, known as the adver-
sary, usually referred to as Eve, is not able to derive any information
about the plaintext from the observed ciphertext. The message they
want to exchange is called plaintert and the message they send through
the channel is called ciphertext. Alice encrypts the plaintext m and ob-
tains the ciphertext ¢ via some encryption key Kp. The ciphertext is
then transmitted to Bob, who uses a decryption process together with
the ciphertext and decryption key Kp to obtain the original message.
A classic example of such a cryptosystem is depicted in Figure 1.1. If
both the encryption and decryption key are the same (Kp = Kp), we
are talking about symmetric-key crpytography. On the other hand, if the
encryption key is public, in other words, if everyone is able to send Bob a
ciphered message which only he can decipher using his secret decryption

1



key, we are talking about public-key cryptography. The main advantage
of symmetric-key cryptography over public-key cryptography is that it is
fast and efficient for large amounts of data. On the other hand, public-

key cryptography can be used not only for safe communication but also
for authentication with digital signatures.

Key Kg Key Kp

@ 0

‘_ :\ ATTACKER

|’

Figure 1.1: Scheme of a classic cryptosystem

When simulating attacks on cryptosystems, it is assumed that Eve knows
both encryption and decryption algorithms. That is, the security of a
cryptographic system should not rely on the secrecy of the algorithms

and methods but only on the secrecy of the keys. These principles were
stated by A. Kerckhoffs in [42].

We will focus mainly on symmetric cryptography, as the topics in
the thesis adress properties of cryptographic primitives related to it.
Symmetric-key cryptography contains two large families of cryptographic

primitives, namely, block ciphers (Figure 1.2) and stream ciphers (Figure
1.3).

PLAINTEXT Stream
[ TTTTTITT] — Cipher
Block cipher Keystream
’ encryption
E PLAINTEXT
HEEEEEEE v
CIPHERTEXT CIPHERTEXT
Figure 1.2: Example of a block cipher Figure 1.3: Example of a stream cipher

Stream ciphers generate a pseudorandom sequence (appears to be sta-
tistically random, despite having been produced by a completely deter-
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ministic and repeatable process) of bits, called keystream, that is usually
XOR-ed (added modulo two) to the plaintext to obtain the ciphertext.
Some of the well-known encryption algorithms that belong to the family
of stream ciphers include SEAL [76], SNOW |[34], ISAAC [40], Trivium
[26], and Grain [35].

On the other hand, the general idea in the design of block ciphers is
to divide the plaintext into blocks (of length 2, usually it equals 64,
128 or 256) and encrypt each block individually, thus obtaining a cipher
comprised of ciphertext blocks. Two popular structures used within the
design block are Feistel-based or alternatively a substitution-permutation
network. Modern designs of block cipher employ an iterative application
of several identical rounds to produce a cipher text block. A key aspect
is that these rounds implement the concept of confusion and diffusion,
which were introduced by C. E. Shannon in his classified report [80].
The role of confusion is that each bit of the ciphertext should depend
on the plaintext and secret key in a very complicated manner. On the
other hand, diffusion can be roughly interpreted as the property that the
ciphertext bits, after applying one encryption round, depend on many
input bits. In other words, the change of one single bit in the plaintext
should result in the change of roughly half of the bits in the ciphertext.

In the substitution-permutation network (SPN) we note two notions: S-
box and P-box. The substitution box (S-box) employs Shannon’s prin-
ciple of confusion and substitutes a small block of input bits by another
block of bits. In general it is a mapping that maps n bits to m bits,
where n is not necessarily the same as m. For example, the S-box used
in DES (see below) mapped 6-bit inputs to 4-bit outputs. Another com-
ponent in the SPN is the so-called permutation box (P-box), which takes
the outputs of all S-boxes and permutes them. In principle, the P-box
employs Shannon’s principle of diffusion.

One of the first block cipher is considered to be Lucifer, developed at IBM
in the 1970s based on work done by Horst Feistel. Later, a revised version
of Lucifer was adapted as a US government FIPS (Federal Information
Processing Standard) standard, which was called the Data Encryption
Standard (DES, which was publicly released in 1976 and has been widely
used by both governmental and private organisations.

As soon as the specifications of DES were made public, the cipher became
the subject of controversy. Doubts about the security of DES arose
from the fact that Lucifer’s original 128-bit secret key had been reduced
to 56 bits, and also that the design principles of its substitution and
permutation tables were never made public.

In 1992, Matsui introduced the concept of linear cryptanalysis [54] and
applied it to DES. A few years later, the DESCHALL project publicly
broke a DES enciphered message. It became clear that due to the small
keylength of DES, it was susceptible to brute force attacks and hence,
a new encryption standard had to be chosen. DES has been superseded
as a United States Federal Standard by the Advanced Encryption Stan-



dard (AES), adopted by National Institute of Standards and Technology
(NIST) in 2001 after a 5-year public competition. It was developed by
Joan Daemen and Vincent Rijmen, and submitted to the competition
under the name Rijndael |25]. Some other well-known block ciphers are
for instance IDEA [47], Blowfish [78], RC5 [75], PRESENT [9], to name
a few.

In general, when considering cryptanalytic assumptions, there are four
main scenarios of applying cryptanalysis with respect to what kind of
information is at the attacker’s disposal.

* In the weakest ciphertext-only scenario, the attacker only has access
to several ciphertext that were generated by a targeted block cipher
using the unknown secret symmetric key. Their goal is then either
to recover parts (or entire) plaintexts or alternatively to recover
(a portion of) the secret key. This type of scenario is the most
practical, but on the other hand the cryptanalysis is hardest to
perform.

* In the case of known-plaintext scenario, the attacker has at his dis-
posal many plaintext /ciphertext pairs and his goal is to deduce (a
portion of) the secret key.

* The chosen-plaintext scenario is similar to the known-plaintext at-
tack with the difference that the attacker has the access to the
encryption device and can encrypt any messages (plaintexts) of his
choice. The goal is, again, to recover the secret key or a portion of
it.

* The chosen-ciphertext scenario is similar to the latter scenario
though the attacker decrypts the ciphertexts of his choice thus ob-
taining the corresponding plaintexts.

In order to ensure high security, the functions in block ciphers have to
satisfy various conditions/properties. In what follows we will mainly
address the security of S-boxes, which can be viewed as a collection of
mappings from F5 — F,, known as Boolean functions. Here, with 5, we
denote the n-dimensional vector space over F, = {0,1}. As mentioned
earlier, Matsui developed the notion of linear cryptanalysis which breaks
the full 16-round DES cipher with 2% plaintext /ciphertext pairs.

To ensure high enough protection against these types of attacks the no-
tion of nonlinearity was introduced (cf. Chapter 2). Boolean functions
which are at the maximal possible distance to the set of all affine func-
tions (mappings [, : Fy — F, defined by l,(z) = a-x®b, a € F}, b € F,)
have the highest nonlinearity and are called bent functions, a term intro-
duced by O. Rothaus in 1976 [77]. Aside from high nonlinearity, other
cryptographically important properties of a Boolean functions are con-
nected with the notion of balancedness, strict avalanche criterion and
propagation criterion, algebraic degree, correlation immunity, to name
a few. For more details on these properties we refer the reader to the
books [19, 24]. Throughout the thesis, the notion of nonlinearity and
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bent functions will be of main interest for us.

In the last fifty years, a lot of research was done on bent functions and
their applications. In coding theory, the task of determining the so-called
covering radius for the Reed-Muller code RM (r,n) of order 1 is equiva-
lent to the task of finding certain bent functions [41, 50]. Some special
instances of quadratic bent functions can be used to construct Kerdock
codes [43] that are optimal and have large code distances, which grow
with the code lengths [27, 81|. The problem of constructing Hadamard
matrices is a well-known combinatorial problem, which remains unsolved
since 1893. If the matrix size is N = 2" (n is even), then this problem can
be transformed (with some restrictions) to the task of constructing bent
functions in n variables [77]. Bent functions can also be characterized via
strongly regular graphs with parameters (v, k, A, ). This means that the
graph contains v vertices each of degree k and for any vertices a and b the
number of vertices incident to a and b simultaneously is equal to A or u,
which depends on the presence or absence of the edge between a and b,
respectively. In [8] it was shown that a Boolean function f is bent if and
only if its Cayley graph G is strongly regular and A = p. Bent functions
have also been studies because of their connection with difference sets.
Let (G, +) be an Abelian group of order v. A subset D C G of size k is
called a difference set with parameters (v, k, A) if every nonzero g € G
can be represented as g = b—d in exactly A ways, where b,d € D. In [28]
it was proved that a Boolean function f in n variables is bent if and only
if the set D = {(z, f(x)) : x € F}} is a difference set with parameters
(271 2 271) in the additive group Z5*!. Although they seem like a
perfect choice for secure cryptographical mappings, their main crypto-
graphic drawback is that they are not balanced. However, even though
they cannot be used directly, bent functions can be modified to obtain
new functions which still have high nonlinearity and are applicable in
the construction of block and stream ciphers. For example, the ciphers
CAST [1] and Grain [35] as well as the hash function HAVAL [93] use
certain modifications of bent functions in their construction. For more

details on bent functions we refer to the books of Carlet, Sihem and
Tokareva [19, 59, 83] and to the paper of Zhang and Pasalic [87].

Although a lot of research in the field of bent function has been done,
there are still a lot of open problems. Among those, we note the prob-
lem of determining the number of bent functions for a fixed number of
variables, their design and characterization. The construction methods
of vectorial bent functions can be divided into two classes: primary and
secondary, referring respectively to the designs that build these functions
form scratch and alternatively using the known ones, respectively.

When considering classes of bent functions, there are two primary classes
referred to as partial spread (PS) class due to Dillon [29] and the
Maiorana-McFarland (M) class [55]. The term primary refers to the
design that does not employ known bent functions to generate new ones
(giving rise to the so-called secondary methods), it rather uses a suitable



set of affine functions (typical for the Maiorana-McFarland method [55])
or a collection of disjoint n/2-dimensional subspaces to construct a bent
function on F% (typical for the partial spread class introduced by Dillon
29]). Another generic class, denoted by N, was proposed by Dobbertin
30| and it includes both M and a subclass of PS commonly denoted
PS.p- A non-exhaustive list of various secondary constructions can be
found in the following works [17, 18, 22, 37, 57, 92]. In 1993, Carlet [17],
motivated by the results of Dillon, introduced two secondary classes of
bent functions, which will be of great interest throughout the thesis, de-
noted by C and D, which are derived through a suitable modification of
bent functions in the M class. The main problem with the secondary
constructions is the difficulty to answer the question about the classifi-
cation of such generated bent functions. More precisely, it may happen
that some of these secondary constructions simply generate bent func-
tions which belong to the known primary classes of bent functions in
which case only their explicit representation is of importance. Neverthe-
less, showing the non-inclusion into the completed primary classes (for
the definition of a completed class see Definition 2.2.3) is usually a hard
task, especially in the case of the so-called PS class due to the lack of
efficient indicators. Essentially, the problem can be reduced to identify-
ing cliques in a graph, which is known to be NP-hard [88]. In the case
of the completed M class such an indicator exists (cf. Lemma 2.2.4),
howe)ver it becomes computationally inefficient for n > 14 (cf. Section
7.2.1).

An explicit subclass of D, named Dy, was introduced by Carlet in [17]
and its cardinality is of approximately the same size as of M. It was
shown that this subclass contains bent functions that do not belong to

the completed classes M# or PS*. A complete characterization of the
Dy class with respect to its intersection with M, extending a partial
characterization of Carlet, has recently been given in [44]. This does not
substantially help in achieving a complete classification of bent functions,
as the two primary classes stand only for a portion of ~ 27 of bent
functions on F§, whereas their totality is around 2% [48]. In recent
articles |89, 88, 45|, the analysis of these two secondary classes has been
taken further towards specifying a sufficient set of conditions so that
the resulting bent functions are also provably outside M™, where the
superscript “#” in general denotes a completed version of the considered
class (cf. Definition 2.2.3). Due to the hardness of overall conditions,
ensuring that at the same time the specified bent functions are indeed

in C or D and additionally outside M# (possibly also outside PS¥) is
a rather difficult task. One of the main objectives of this thesis is to

further extend the number of bent functions lying outside the M7 class.

The bentness property has been extended to general (n, m)-functions,
i.e. mappings from Fj to F5" (cf. Section 2.3). As shown by Nyberg
[64], these functions exist only for m < n/2. The construction meth-
ods of vectorial bent functions can also be divided into two classes:
primary and secondary. For some known constructions (primary and
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secondary) of both Boolean and vectorial bent functions, we refer to
[21, 31, 58, 61, 62, 63, 68, 86]. Another goal of this thesis is to addi-
tionally address the design of vectorial bent functions that are weak-
ly /strongly or almost strongly outside M# (cf. Definition 2.3.5), a no-
tion which was introduced in [67]. Most of the constructions are based
on a generlized construction inspired by the works in [82, 90| via the
so-called (P;) property (we will refer it as the (Py) property, cf. Lemma
3.1.5). Similarly to the Boolean case, these vectorial objects may pro-
vide better understanding related to more complete classification of these
structures.

The rest of the thesis is organized in the following way. In Chap-
ter 2 we give basic notations, definitions and some well-known results
used throughout the thesis. However, certain notions will be introduced
throughout the thesis when deemed appropriate and needed.

Chapters 3 and 4 introduce a new method for the secondary construction
of bent (n, m)-functions and p-ary weakly regular bent (n,m)-functions
(for definition see Section 2.4) via the so-called (Py) property. This
construction will be of great importance for obtaining functions weakly,
strongly or almost strongly outside M.

Chapter 5 addresses the construction of two new superclasses SC (super-
class of C and Dy) and CD (superclass of C and D) as well as providing

sufficient conditions for which these functions are outside M#. In the

end of the chapter, we provide explicit definitions of the duals of certain
functions in SC and CD.

In Chapter 6, we give an overview of the applications of the newly con-
structed classes SC and CD for the construction of vectorial bent func-
tions weakly /strongly /almost strongly outside M7# as well as so-called
vectorial MNBC functions (cf. Definition 3.3.1) weakly/strongly outside

M*.

Chapter 7 further extends the number of bent functions outside the M7
class viewed as so-called 4-decompositions. We also obtain instances of

so-called bent 4-decompositions outside M# via the SC and CD classes.

Chapter 8 considers two well-known secondary constructions - direct
and indirect sum, and we provide conditions for which these functions
lie outside M#. We also give instances of (homogeneous) cubic bent
functions (without affine derivatives) and greatly increase the bounds of
[71] for the dimensions in which they exist. We also show that one of
the constructed classes is non-decomposable (inseperable) and we also

provide vectorial bent functions strongly outside M7 of relatively large
output dimension.

At the end of the thesis we provide some concluding remarks. The results
of this PhD Thesis are published in the following articles:



* A. Bapi¢ and E. Pasalic. A new method for secondary construc-

tions of vectorial bent functions. Designs, Codes and Cryptography,
volume 89(11), pages 24632475, 2021.

* A. Bapi¢ and E. Pasalic. Constructions of (vectorial) bent functions
outside the completed Maiorana—McFarland class. Discrete Applied
Mathematics, volume 314, pages 197-212, 2022.

* A. Bapi¢, E. Pasalic, F. Zhang, and S. Hodzi¢. Constructing new
superclasses of bent functions from known ones. Cryptography and
Communications, SI Boolean Functions and Their Applications VI,
pages 1-28, 2022.

* A. Bapi¢, E. Pasalic, A. Polujan, and A. Pott. Vectorial boolean
functions with the maximum number of bent components outside
the M% class. Submitted manuscript. —Available at: https:
//www.wcc2022.uni-rostock.de/storages/uni-rostock/
Tagungen/WCC2022/Papers/WCC_2022_paper_9.pdf

* A. Bapi¢. Secondary constructions of vectorial p-ary weakly reg-
ular bent functions. Submitted manuscript. Available at: https:
//arxiv.org/submit/4600103/view

* E. Pasalic, A. Bapi¢, F. Zhang, and Y. Wei. Explicit infinite fam-
ilies of bent functions outside the completed Mairona-McFarland.

Submitted manuscript. Available at: https://eprint.iacr.org/
2022/1126

* F. Zhang, E. Pasalic, A. Bapi¢ and B. Wang. Applications of the
indirect sum in the design of several special classes of bent functions
outside the completed M class. Submitted manuscript. Available
at: https://eprint.iacr.org/2022/8697



Chapter 2

Preliminary concepts

In this chapter, we give most of the definitions and concepts related to
(vectorial) Boolean functions that will be used throughout the thesis.
Some specific concepts will be also introduced in the corresponding sec-
tions when deemed appropriate due to simplicity and overall structure
of the thesis.

Let F,» denote the Galois field of order p”, where p is a prime number.
Its cyclic group F . is a multiplicative group with p" — 1 elements, con-
taining all the elements of the finite field Fj» except the zero element.
It is generated by a primitive element o € F,» and once such an ele-
ment is fixed, we can use it to express the basis of the finite field as

{a® o, ... a"1}. Consequently, any element w in [Fy» can be expressed
as

w = vpa® + viat + -+ vy
where vy, ...,v,-1 € F,. From this, we note a natural isomorphism 7

between the finite field Fy» and the vector space I of p-ary n-tuples
such that

voc® + vt + -, € Fpn = (vo, ..., Up—1) € IFZ.

Because of this, we will often use both the notion of finite fields as well
as vector spaces. With “@®” we will denote the summation when working
with vector spaces and “+” when considering finite field notation.

Apart from Chapter 4, we will be considering the binary case, i.e.
p = 2, throughout the thesis. The Hamming weight of a vector
r = (xg,21,...,2,-1) € Fy, denoted by wt(z), is defined as

wt(z)=[{i€{0,1,....n—1}:2; =1}|.

The Hamming distance d between two vectors z,y € Fy is the num-
ber of positions in which their coordinates differ. That is d(z,y) =
{i : x; #y}|. Forx = (21,...,2,), y = (y1,...,yn) € Fy the usual
scalar (dot) product over I, is defined as

xy:xlyl@@xnyn’

9
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wheras in the finite field notations it is characterized via the trace func-
tion Tr)! : Fon — Fom, m|n, defined with

m 2m (n/m—1)m
Tri(z) =z + 2 + 2% + - + 2

9 X e IFQH.

If m = 1, this function is called the absolute trace function. For
x,y € Fon, their scalar product (using a suitable basis of Fan over Fs)
the following connection can be established (see [19]) as

x -y =Tr{(zy).

2.1 Boolean functions

Any mapping from F} (or Fon) to F, is called an n-variable Boolean
function and the set of all such functions will be denoted with B,. The
support of the function is defined as Sy = {v € Fy: f(x) = 1}. The
distance between two Boolean function f and g on the same number
of variables n is measured as the number of places in which their truth
tables differ, i.e. d(f,g) = [{z € Fy: f(x) # g(z)}|. A function on n
variables is said to be balanced if exactly half of its output bits are zero
and half are one; that is if |Sy| = 2"~!. There are many ways on how to
represent a Boolean function f € B,:

e truth table. The (0, 1)-sequence defined by

Tf - (f(UO)7 f(v1)7 SRR f(v2”—1))

is called the truth table of f, where vy = (0,...,0,0), v; =
(0,...,0,1),..., vonq = (1,...,1,1) are ordered by lexicograph-
ical order ({eg,...,em-s_1} C Fj is ordered lexicographically if
lei] < |ejv1| for any @ € [0,2"7% — 2], where |e;| = Z;:& €in—1-;2°
denotes the integer representation of e; € F}). For higher values
of n such sequences are very long and they are often presented in
hexadecimal or base32 form (cf. bent functions in the Appendix).

e algebraic normal form. The algebraic normal form (ANF) of f is
a multivariate polynomial in Fy[xg, ..., 2, 1] \ (23 ® zg, ..., 22 | &
x,—1) of the form

flzo,...,xp_1) = @ Ay, (2.1)
uclFy

n—1 _uj

u
where a, € F, and 2" = [[Z; ;.

The following theorem gives us an explicit formula on how to com-
pute the values a, in the ANF (2.1).
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Theorem 2.1.1. [19] Let f be a Boolean function defined on F%.
Then the algebraic normal form of f is unique. Moreover, the coef-
ficients of the ANF and the values of f satisfy the following

a =P fx) and f(u)=EPa.,

r=u U

where x <y if and only if x; < y;, for all0 <1< n—1.

An important notion that we have to mention here is the so-called
algebraic degree of a Boolean function. Let f be a Boolean function
in algebraic normal form (2.1). The algebraic degree of f is defined
as

deg f = max{wt(u) : u € F}, a, # 0}.

e trace representation. The trace representation of f is not unique
unlike the previous two representations. Every Boolean function
can be presented as

2n—1
x = Tr} (Z 6Z-xi> :

i=0
where 0; € Fon.

Throughout the thesis, especially when considering the inclusion /exclu-

sion in the M7 class (cf. Lemma 2.2.4), the notion of derivatives of
Boolean functions will be of great importance.

Definition 2.1.2. The deriwative of f € B, in the direction of a € Fy,
denoted by D, f, is again a Boolean function in B,, defined by

Du(f) = fe®a) @ f(z), z € F}.

For any k > 1 we can define the k-th order derivative of a Boolean
function at aj,aq,...,a; € Fy with

Dal,ag,...,akf = DalD(ZQ s D(lkf

Specially, with A,,, we will denote the class of all affine Boolean functions,
i.e. functions of the form z +— a-x@¢, for a € Fy, e € [F,. For a Boolean
function f € B,, we define its nonlinearity Ny as the minimal Hamming
distance of f from the set of all affine functions, that is,

Ny =min{d(f,g) : g € Au}.

Aside from nonlinearity, another imporant tool we will need to intro-
duce bent functions and describe important cryptographic properties of
Boolean functions is called the Walsh-Hadamard transform, which is
defined as follows.
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Let f be a Boolean function defined on Fy. The Walsh-Hadamard trans-
form (WHT) of f is the map W : F§ — Z, defined by

Wiu) = > (=1)/@ y e Fy, (2.2)

zelFy

where - u = zoug ® ... ® x,_1u,_1. The sequence of the 2" Walsh
coefficients given by (2.2) as u varies is called the Walsh spectrum of
f. Similarly, we define the inverse Walsh-Hadamard transform (inverse
WHT) at a point u € F} with

(1) =27y " Wy(a)(=1)"". (2.3)

r€lFy

In terms of the Walsh-Hadamard transform, the nonlinearity of f can
be defined as |

Ny =2""1 — Zmax|W;(u)|.

uclky

The concept of (extended) affine equivalence proves to be very important
in the analysis (i.e., classification) of Boolean functions, since it preserves
various properties (it permutes the spectrum of a function, preserves the
degree, etc).

Definition 2.1.3. For two Boolean functions f and g defined on Fy we
say that they are extended affine equivalent (EA equivalent) if there is a
nonsingular n X n matrix A over the field Fy, vectors b and ¢ in Fy, and
a constant A\ € [F, such that, for every z € [y,

g(z) = f(Az ®b) Dc-z @ A
If A\ =0and c=0,, the functions f and ¢ are said to be affine equivalent.

We see that affine equivalence is a special case of EA equivalence. When
we talk about equivalent Boolean functions, we will mean EA equiva-
lence, if not stated otherwise.

In the following section we introduce the notion of bent functions as well
as some primary and secondary classes of bent functions which will be
the core topic of the thesis.

2.2 Bent functions

The term “bent function” was introduced by Rothaus in 1976 [77]. These
functions have a wide range of applications in cryptography, coding the-
ory, maximum length sequences, theory of difference sets, and many
more. For more details on bent functions and their applications we refer

to [19, 24, 59, 83].
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One of the many important cryptographic properties a Boolean functions
has to have is high nonlinearity to provide resistance against so-called
linear cryptanalysis [54]. The functions that have maximal nonlinearity
are exactly bent functions, i.e., they are at maximal Hamming distance
from the set of affine functions. There are many characterizations of bent
functions. To summarize, we state just a few that will be of interest to
us.

For a function f € B, the following statements are equivalent:

e f is bent.
o Wi(u) = 42"2 for all u € Fy.
e D,f is balanced for all a € F} .

e v — f(r)@a-xis bent for any a € F}.
° Nf — 9on—1 _ 271/2—1.

When a Boolean function f is bent, the Boolean function f* € B, such
that

Wi(u) =22 (—1)7"®),

for any u € F3, is also bent and is called the dual of f (see [19]). Aside
from bent functions, we will be also interested in so called s-plateaued
and 5-valued spectra Boolean functions.

A function f € B, is called s-plateaued if its Walsh spectra only takes
three values 0 and £2°%" (the value 2°%" is called the amplitude), where
s > 1if nis odd and s > 2 if n is even (s and n always have the same
parity).

A class of 1-plateaued functions for n odd, or 2-plateaued for n even,
corresponds to so-called semi-bent functions.

The Walsh support of an s-plateaued function has cardinality #S5; =
2"7% [14, Proposition 4]. A dual function f* of an s-plateaued f € B, is

n+s

defined through Wy(w) = 2% (—=1)7"®@) for w € S;. To specify the dual
function as f* : F5~° — [, we use the concept of lexicographic ordering,
which was introduced in Section 2.1.

Since Sy is not ordered in general, we will always represent it as S
v®E, where E is lexicographically ordered for some fixed v € Sy and ¢

0,. A direct correspondence between Fy~* and Sy = {wo,...,wons_1
is achieved through E so that for the lexicographically ordered F5~*
{xg,z1,...,Tom-s_1} we have

—

*

F)=fweea)=f(w), (2.4)

where ; e Fy% e; € E, 1€ [0,2"7° —1].
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Remark 2.2.1. Throughout the thesis, the dual of an s-plateaued func-
tion f : Fy — Fo will be denoted by f* and is considered as a function on

Sy (that is f* : Sy — Fy). However, as specified in (2.4), the notation f
associates this dual to a function defined on F5™ %, that is 7* :Fo7% — Fo.

Throughout the thesis, several special forms of bent functions will be of
interest for us, which is why we summarize their notion in the following
section.

2.2.1 Classes of bent functions

Till today, the number of bent functions in n variables is only known for
n < 8. For n > 10 this remains an open problem. In n = 2,4 and 6 bent
functions have been completely classified under the action of the general
linear group.

For n = 8 there are approximately 2% [48] bent functions. If we were to
imagine all these bent functions as an enormous garden, the bent func-
tions classified for n = 8 could fit on a single flower(whose cardinality is
c.a. 2). Thus, it is natural to ask, what are the remaining "owers".
The solution is to study constructions of bent functions. One approach
of designing "new" bent functions, on the same or on a larger variable
space, uses already known bent functions. these methods are commonly
referred to as secondary constructions. These are called secondary con-
structions. The two known primary constructions are direct in the sense
that they do not use bent functions as building blocks, and most likely
there do not exist other primary methods. Therefore, to classify and
enumerate bent functions, the secondary construction methods are of
great importance. In what follows we present the two main primary
classes M and PS, as well as two secondary classes C and D, which will
be of great interest throughout the thesis.

Bent functions in M and PS

When considering classes of bent functions, there are two primary classes
referred to as partial spread (PS) class due to Dillon [29] and the
Maiorana-McFarland (M) class [55]. The term primary refers to the
design that does not employ known bent functions to generate new ones
(giving rise to the so-called secondary methods), it rather uses a suitable
set of affine functions (typical for the Maiorana-McFarland method [55])
or a collection of disjoint n/2-dimensional subspaces to construct a bent
funﬁtion on Fan (typical for the partial spread class introduced by Dillon
29]).

The Maiorana-McFarland class M is the set of n-variable (n = 2m)
Boolean functions of the form

(M) : flz,y) =z -7(y) ®gly), =,yecFy
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where 7 is a permutation on F5', and g is an arbitrary Boolean function
on [F5'. This is one of the few classes where the explicit construction of
the duals is known. For f € M |, we have that its associated dual bent
function f* € M (see also Remark 7.2.1 for the fact that f* is in M) is
given by

fay) =y -7 (z)®g(x ' (z), v,y € Fy,

where 7! denotes the inverse permutation of 7. Quite often we will
describe these functions using finite field notation:

f,y) = Tr"(zm(y)) + 9(y), 2,y € Fom,
where T'r]" denotes the absolute trace.

In order to introduce the partial spread construction of bent functions
functions, we first give a definition of a partial spread.

Definition 2.2.2. A partial spread of order s in Fj with n = 2k is a
set of s vector subspaces Uy, ..., U of Iy of dimension k each, such that

U; N U; = {0} for all i # j. The partial spread of order s = 2F + 1 in F}
with n = 2k is called a spread.

In the following, we denote by 1y : Fy — Fo the indicator function of
U CFy ie, 1y(x) = 1if x € U, and 0 otherwise. Using the notion
of a partial spread, Dillon [29] introduced a partial spread construction
of bent functions, which splits the PS class into the following two sub-
classes:

e The PS™ class is the set of Boolean bent functions of the form

k=141

(PSH) : f(z) = Z 1y,(z), = € Fy

where the vector spaces Uy, ..., Uy-1,; of Fy form a partial spread
in [F5.

e The PS™ class is the set of Boolean bent functions of the form

2k—1

(PS7): flz) =) 1y:(z), x € Fy
i=1
where the vector spaces Uy, . .., Uy-1 of 5 form a partial spread in
F? and U} := U; \ {0}.

The Desarguesian partial spread class PS,, C PS™ is the set of Boolean
bent functions f on Fyx X Fyr of the form

(PSap) i f: (z,y) € Fox x For = h(x/y),

where x/y = 0 if y = 0 for x,y € Fyr and h: For — Fy is a balanced
Boolean function with h(0) = 0.



16 2.2. BENT FUNCTIONS

Bent functions in C and D

In 1993, Carlet [17] introduced two additional secondary classes of bent
functions, denoted by C and D, which are derived through a suitable
modification of bent functions in the M class. One explicit class derived
by Carlet, containing instances that do not belong to M or PS, is named
Dy and its cardinality is of approximately the same size as of M. This
does not substantially help in achieving a complete classification of bent
functions, as the two primary classes stand only for a portion of a2 27
of bent functions on F§, whereas their totality is around 20 [48)].

The C class of bent functions contains all functions of the form

C€): flz,y) =2 -7(y) © Lpe(2), (2:5)

where L is any linear subspace of Fy', 1. is the indicator function of
the space Lt = {z € Fy' : -y =0, Vy € L}, and 7 is any permutation
on [F5' such that:

(C) 7 l(a® L) is a flat (affine subspace), for all a € F".

The permutation 7—! and the subspace L are then said to satisfy the
(C) property, or for short (771, L) has property (C).

Another class introduced by Carlet [17], called D, is defined similarly as

(D) : flz,y) = 2 - 7(y) © 1p, ()15, (y), (2.6)

where 7 is a permutation on Fy' and Ej, Fy two linear subspaces of Fy'
such that 7(FEy) = Ef.

Class inclusion of bent functions

As we want to have non-equivalent bent functions, we note the following
definition in connection with the EA-equivalence (cf. Definition 2.1.3)

Definition 2.2.3. Let F C B, be any class of bent functions. Its com-
pleted class F* C B, is defined as follows:

F*={f(Az@b)@c-a®e: f€F, A€ GL(n,Fy), bc €Fy e €Ty},

i.e., it contains the primary class and all the other bent functions that
can be derived from the primary class using some affine transformations.

Showing the non-inclusion into the completed primary classes is usually a
hard task. For M# there exist an inclusion indicator due to Dillon (1974)
(cf. Lemma 2.2.4), but it becomes computationally inefficient for n > 14.

For PS*, there are no such inclusion indicators and consequently proving
that a function is outside PS* becomes an extremely difficult task.

Lemma 2.2.4. [29] A bent function f in n variables belongs to M¥* if
and only if there exists an g-dimensional linear subspace V' of Fy such
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that the second order derivatives

DoDgf(x) = f(x) @ flz ) @ [z @ P) D flra®p)

vanish for any a, B € V.

In recent articles [89, 88, 45], the analysis of the C and D classes has been
taken further towards specifying a sufficient set of conditions so that the

resulting bent functions are also provably outside M#. Due to the hard-
ness of overall conditions, ensuring that at the same time the specified

bent functions are indeed in C or D and additionally outside M?# (possi-
bly also outside PS¥) is a rather difficult task. These conditions involve
the concept of linear structures which is defined below.

Definition 2.2.5. An n-variable Boolean function f is said to have a
linear structure if there exists a nonzero a € F} such that f(z@®a)® f(x)
is a constant function.

We note the following useful results for confirming if a function is in C
and D outside M7,

Theorem 2.2.6. [88, Theorem 1] Let n = 2m > 8 be an even integer
and let f(x,y) = m(y)-x® L. (x), where L is any linear subspace of FY'
and 7 is a permutation on FY such that (7=, L) has property (C). If
(m=1, L) satisfies:

(C1) dim(L) > 2;
(C2) w7 has no nonzero linear structure for all u € F3",

then f is a bent function in C outside M.

Theorem 2.2.7. [88, Theorem 2] Let n = 2m > 8 be an even integer
and let f(z,y) = n(y) -z @& 1g,(x)1g,(y), where ™ is a permutation on

F2 . and By, Fy are two linear subspaces of F5 such that w(Es) = Ei. If
(m, B, Es) satisfies:

(D1) dim(FEy) > 2 and dim(FEy) > 2;
(D2) w -7 has no nonzero linear structure for all u € Fy;
(D3) deg(m) < m — dim(E»),

then f is a bent function in D outside M.

2.3 Vectorial Boolean (bent) functions

Similarly to Boolean functions, one can define the Walsh-Hadamard
transform, non-linearity, algebraic degree, etc. of functions F' that map
from Fy to F3', where n and m are arbitrary positive integers. These
functions are called (n,m)-functions or wvectorial Boolean functions or
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S-boxes. Clearly, any vectorial Boolean function F' : F§ — [F3' can be
presented in the form

F([I?) = (fo(x)vfl(x)n'"7fm—1(x))7 VS Fga

where f; : F§ — Fy, 9 =0,...,m —1, are called the coordinate functions
of the function F. Properties of an (n,m)-function F may be char-
acterised by the 2™ — 1 non-zero linear combinations of its coordinate
functions, called component functions.

Definition 2.3.1. Let F' be an (n,m) function. The functions x €
F2 — v- F(z),0 # v € F}" are called the component functions of F.
Equivalently, in the finite field representation, let F' : Fon — Fom. The
component functions of F' are the functions Tr{*(bF(x)), b € F;...

Let F be an (n, m)-function. The function Wy : F3 x F3" — Z defined
by
We(u,v) = Z(—l)v'F(x)@“'x, uweFy, velFy,
r€lFy

is called the (extended) Walsh-Hadamard transform of the function F

and the Walsh support of F is the set of those (u,v) € F% x F3" such
that Wg(u,v) # 0, denoted by Wg. The algebraic degree of an (n, m)-
function F' is defined by

deg F = max{deg(v- F) :v € Fy" }.

The non-linearity N of an (n,m)-function F' is defined as

_ 1
Np=2"1—_"  max
u€ly wer”

We(u,v)|.

Similarly as in the Boolean case we can define bent (n, m)-functions as
follows.

Definition 2.3.2. An (n, m)-function is said to be bent if all of its com-
ponent functions are bent, i.e., |W,.p(u)| = 22, for all u € F§,v € Fj".
As it was shown by Nyberg [64], these functions exist only for m < n/2.

When talking about equivalent vectorial Boolean functions, we note the
following equivalences.

Definition 2.3.3. [13] Two (n, m)-functions F' and F" are called:

e affine equivalent if F' = A; o F o Ay, where the mappings A; and
Ay are affine permutations of Fom and Fon, respectively;

e cxlended affine equivalent (EA-equivalent) if F/ = Ajo F o Ay + A,
Whel"e the mapplngs A . F27l % ]F2’m, Al . Fzm % F2T}'L’ A2 B ]F2n —>
Fyn are affine, and where A; and Ay are permutations;
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e Carlet-Charpin-Zinoviev equivalent (CCZ-equivalent) if for some
affine permutation £ of Fon X Fom the image of the graph of F'is the
graph of F’, that is, L(I'r) = I'pr, where I'p = {(z, F'(2)) : € Fon}
and I'p = {(z, F'(z)) : x € Fan }.

Although different, these equivalent relations have a connection. Obvi-
ously, every affine equivalence is a particular case of EA-equivalence. In
20] it has been shown that EA-equivalence is a particular case of CCZ-
equivalence and every permutation is CCZ-equivalent to its inverse.

Remark 2.3.4. In [12] it has been shown that when considering bent
(n, m)-functions, CCZ- and EA-equivalence coincide.

Similarly as for the Boolean case, we distinguish primary and secondary
classes of vectorial bent Boolean functions.

Let us define F' : Fom X Fom — Fom with F(z,y) = z7(y) + g(y), where
7w : Fom — [Fom is a permutation and g : Fom — Fom is an arbitrary
function. A function defined in such a way belongs to the class of vecto-
rial bent Maiorana-McFarland functions. Similarly to the Boolean case,
the Desarguesian partial spread class PS,, of bent (n, m)-functions with
m = n/2 is defined as the set of (n,m)-functions F' on Fom X Fam of
the form F': (z,y) € Fom X Fom — H (x/y), where z/y = 0 if y = 0 for
x,y € Fom and H is a permutation on Fom such that H(0) = 0.

For some known constructions (primary and secondary) of both Boolean
and vectorial bent functions, we refer to |21, 31, 58, 61, 62, 63, 68, 86].
Similarly as for the Boolean case, the (partial) exclusion of a given (n, m)
bent function from a considered completed class is a difficult task. Since,
in contrast to M#, there are no class inclusion criteria for the PS*
class (similar to Lemma 2.2.4 of Dillon), throughout this thesis we will
consider (partial) exclusion from the M# class. With respect to this, we
note the notion of functions weakly and strongly outside given completed
version of some primary class introduced in [67] as well as a new notion
of functions almost strongly outside a completed class.

Definition 2.3.5. Let F' : Fon — Fom be any bent (n, m)-function,
m < n/2, and let F denote some primary class of bent functions.

e [ is weakly outside F#* < (Ju € Fy") u- F ¢ F7 .
e F is strongly outside F# < (Vu € Fy' ) u- F ¢ F7.
e [ is almost strongly outside F# < (3lu € F3"') u - F € F*.

More details on vectorial bent functions and their class inclusion will be
introduced in Chapter 6. In the following section we give a brief overview
of p-ary functions which will be discussed in Chapter 4.



20 2.4. p-ARY FUNCTIONS

2.4 p-ary functions

A function from Fy. to IF), is called a p-ary function and the set of all such
functions is denoted by Bp Any p-ary function f € BP can be uniquely

expressed as a polynomlal in F,[x, ..., 201 \ (2 —x,...,20 | — 1) as
n—1
flzoy ..., xp_1) = Z A Hl‘?i,
a€ly 1=0

where A\, € I,. The algebraic degree of f is defined as

deg(f) = max{wt(a) : A\, # 0},

where wt(a) = [{i : a; # 0,0 < i < n — 1}| is the weight of a € F}.
The generalized Walsh-Hadamard transform (GWHT) and its inverse of
a p-ary function f € B} at a point a € [ are defined by

— Z SIJ;(SC)—(a x

xeF;

a) ::p—ﬂ/EZ:?{f(x)fgzx

xEFg

and

respectively, where §, = e’» denotes the complex primitive p-th root
of unity and (a,b) denotes an inner product on F}. For convenience,
if we are considering functions in vector space notation, we will define
(x,y) = >.i, xy;, and if are considering finite field notation, we will
define («, B) = tr,(af), where

m(n/m—1)

tr' (@) =a+ao” +a”" + -+

denotes the trace function from Fy. to Fym, m|n. For simplicity we will
use the notation tr, := tr{.

A function f € BP is said to be bent if |H;(a)]* = p" for all a € Fy.
Furthermore [ is said to be regular bent if for every b € F, p /2y 7(b) =

fp " for some mapping f* € B, which is then called the dual of f. The
bent function f is said to be weakly reqular if there exists a complex

number z with |z| = 1, such that zp™"/?H;(b) = Sp " for all b € Fy. As

noted in [59], regular bent functions can only be found for even n and for
odd n with p mod 4 = 1. Moreover, for a weakly regular bent function,
the constant z (defined above) can only be equal to £1 or +i. Weakly
regular bent functions always come in pairs, since the dual is bent as well.
Moreover, it holds that f**(z) = f(—x), f**(x) = f*(—=z), f**(x) =
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f(x) (see [59]). For a p-ary function f € BP, we define its derivative
D,f € BE at a point a € Fy. as

D,f(x) = f(x+a)— f(z), x € Fpn.

Similarly, the k-th order derivative of f with respect to ay,...,a; € Fyn
is defined by Dy, 4. f(x) = Dy, D, ... D,, f(z), for all z € Fpyn.

Any mapping F' from F,. to F,m is called a vectorial p-ary function (or
a p-ary (n, m)-function). We say that F' is (weakly regular) bent if for
every u € ., its component function F, € B} defined as F,(z) =
trm(ulF(x)), v € Fpn, is p-ary (weakly regular) bent. Unlike the binary
case, p-ary bent (n, m)-functions exist for all m < n [23].

Another important class of vectorial p-ary bent functions are the so-
called plateaued p-ary (n,m)-functions. Namely, we say that a p-ary

(n,m)-function F is plateaued if #7, (z) € {0,p""*} for all € Fyn and
all A € I, for some s € Ny (which is called the amplitude). Specially,
if s = 0 we are talking about bent functions, and if s = 1, then such
functions are called near-bent. If all the components have the same

amplitude s, then these functions are called s-plateaued p-ary (n,m)-
functions.



Chapter 3

Secondary constructions of vectorial
bent functions via the (F;;) property

In 2017, Tang et al. [82] proposed a secondary construction of bent
functions of the form

f(@) = g(x) + W(Tri(uz), ..., Tri(uw)),

where n = 2m, ¢ is any known bent function in n variables satis-
fying some conditions, h(Xiy,...,X;) is an arbitrary polynomial in
Fy[ X7, ..., Xy, t is a positive integer such that 1 <¢ <m, and uy, ..., u

are suitably selected (distinct) nonzero elements in Fa.. Using this
construction, several new infinite families of bent functions from specific
instances of bent functions (derived from Kasami, Niho and Gold-like
monomials; or taken from the Maiorana-McFarland class) were obtained.

This result has been recently extended by Zheng et al. [90] for
the purpose of specifying vectorial bent functions. Let n = 2m and k
be its positive divisor such that & < m. The authors of [90] proposed a
method of constructing bent (n, k)-functions of the form

F(z) = G(x) + h(x),

where G is a bent (n, k)-function satisfying certain properties and h is a
Boolean function. Using this approach the authors in [90] constructed
three new infinite families of bent (n,k)-functions, as well as new
infinite families of vectorial plateaued (n, k + t)-functions (¢ > 0) having
maximal number of bent components.

In this chapter, we extend the result of Zheng et al. [90] by proposing a
new construction method of bent (n, m)-functions, n = 2m and t|m, of
the form

F(z) = G(z) + H(x), (3.1)

where G is a suitable bent (n,m)-function and H is an (n,)-function
(in difference to the use of Boolean h(x)). More precisely, the assump-
tion on G is that the duals of its components Gy(z) = Tr"(AF(x))

22
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satisfy certain forms of linearity, so that for some nonzero elements
Uy, Us, . .., U € Fom it holds that

Gy (a: + Z uzwz> = G (z) + Z w;gi(x) (3.2)

for all € Fon and (wy, ..., w;) € Fy, where G% denotes the dual of G,.

Remark 3.0.1. In this case, we will say that (G})acr;,, satisfies the (Py)
property (with the defining set U = {uy, ..., us}).

Most notably, specifying H(x) = h(Tr}(uix),...,Tr!(ux)), the func-
tion h : Ff — Fy can be chosen arbitrarily which gives a relatively large
class of different functions for a fixed function G. It is also proved that
the vectorial bentness of F'(x) = G(x) + H(z) implies that H cannot
be bent. We identify several suitable classes of vectorial bent functions
G (satisfying the above mentioned property), which then give rise to
infinite families of vectorial bent functions for any fixed G. The rest
of the chapter is organised as follows. In Section 3.1 we give our main
construction of vectorial bent functions, along with an analysis on EA-
equivalence. Some new infinite families of vectorial bent functions are
derived in Section 3.2. In Section 3.3, we propose a new method of
specifying infinite classes of vectorial (n,n)-functions having maximum
number of bent components.

3.1 Generic construction of vectorial bent functions
Motivated by the results given in [82] and [90], we provide the following
construction of vectorial Boolean functions.

Construction 3.1.1. Let {uq,...,u;} = U C F}, be linearly indepen-
dent elements over Fy, where n = 2m and t|m. Let G : Fan — Fom be any
vectorial bent function such that (G})aer;, satisfies the (Fy) property

(3.2). Let h(Xy,...,X;) be any vectorial Boolean Function from F} to
Fo:. Define F' : Fon — Fom, using G and h, as

F(z) = G(z) + H(x), (3.3
where H : Fon — Fo is defined by H(z) = h(T7r}(uix), ..., Tr}(ux)).
Equivalently, if h is defined using the finite field notation so that h :
[Fo: — Fot, then define

F(z) = G(z) + H(x)
= G(2) + h(Tr(uiz) + aTri (ugx) + - - - + T (wx)), (3.4)

where « is a primitive element of Fo:.
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Example 3.1.2. Let us consider the Kasami function G : Fos — [Fou
defined by G(z) = z2'*1. Tt is well-known that the components of G are
bent whose duals G satisfy (3.2) [57, 82]. We note that (25—1)/(2*—1) =

17 and thus Fj, = (a!7), where « is a root of the primitive polynomial
p(x) =28+ 2* + 23 + 22 + 1 € Fos[z]. As suggested in [90], let us define

S ={x € Fyp : z-2¥ = 1} and assume that {r,..., 74} is a basis of

[Fo:. The so-called defining set, introduced in [90] and required in (3.2),
is U ={mnv,...,qv}, where v € S,v # 1. For example, we can take

U:{ul,...,U4}
={’+’+a,a" +at+aP+a?+1,a" +ad +a*a’ + o’ + 1}

Let h : Fg1 — Fy be defined as h(x) = 2. Then
F(z) = G(z) + H(z)
=7+ (Trf(ulx) + 6TT§(u2x) + 4 BQTrig(uz),a:) + 63TT§(u4x))3,

where 8 = o!. Using the mathematical software Sage and MAGMA, we
confirm that F'is a bent (8, 4)-function and it is CCZ-inequivalent to G
and H.

In connection to Construction 3.1.1 and Example 3.1.2, we state the
following theorem.

Theorem 3.1.3. The function F' generated by Construction 3.1.1 is a
bent (n, m)-function.

Proof. Let A € 3, be arbitrary. Let us consider the component G

and let hy : F5, — Fy be defined as hy = Tr"(Ah). From the inverse
Walsh-Hadamard transform, we have that

For any = € Fon and 1 < i <t < m, taking X; = Tr}(u;x), we obtain

(_1)h,\(Tr?(ulx),...,Tr{‘(utx)) _ Z Wh,\ (wh o )(_1)Tr{b((zzzl wiui)x).

(3.5)

Multiplying both sides of (3.5) by (—1)GA@+7(52) " we have

(_ 1)G,\(x)+HA(x)+TT{’(Bx)

— Z Wh)\(wl, . )(_1)GA($)+TT?<(ﬂ+ZE:1 wzuz)x)
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By summing the previous expression on both sides over all z € [F3» and
using the fact that G is vectorial bent, we obtain that

t
W (B8) = Z Wh,\(wla cow)Wa, (B + Z U W;)
1=1
= om Z Wh, (w1, . . ., wy)(—1) G i) - (3.6)

It follows from (3.2) and (3.6) that

WF)\ (5) = Qm(—l)Gj‘(ﬁ) Z Wh)\ (’lj}l, .. )( 1)2::1 wzgz(ﬂ)
BIS

The sum on the right-hand side corresponds to the inverse Walsh-
Hadamard transform of hy at the point (g1(8),...,9:(5)) and thus we
have

Since 8 € Fon is arbltrary, we have that F) is bent for all A€, In
other words, F'is a bent (n, m)-function. O

Remark 3.1.4. If we have a function f : X — Y, then the number of
possible functions f equals to #Y#¥. Thus, since h is a (¢,t)-function,

there are 22° possible choices for h. Hence, we can construct at most 2
bent (n,m)-functions F' from a fixed bent function G and an arbitrary

function h. In the case when n = 8 and m = ¢t = 4, we have 2%
possibilities.

We note that in [90] the authors characterized the (Py) property via
second-order derivatives as follows.

Lemma 3.1.5. [90] Let g € B,, be any bent function. Then the following
statements are equivalent.

(i) There exist uy,...,us € Fon and g1, ..., 9: € By, such that

(:U + Z wzuz> =g(z) + Z w;gi(x (3.7)

for all w = (wy,...,w) € Fo.
(i) Dy, Dy,g =0 for all 1 <id,5 <t.

For convenience and simplicity we will sometimes consider the (Py)
property via second order derivatives as seen in Lemma 3.1.5.

The following lemma is a straightforward consequence of linearity
of the mapping L : Fon — Fy where L(z) = (Tr{(uix), ..., Tr}(ux))
and uq,...,us € Fo are linearly independent over .
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Lemma 3.1.6. Let ui,...,u; € F, be linearly independent elements
over Fy, n = 2m,t|m. Then the multiset

V =A{(Tr}(wmx),...,Tri(wz)) :x € Fou} = QF% UFS... U th, (3.8)
2"—rsets

contains ezactly 2" copies of every element of .

It is interesting to notice that H : Fon — For in Construction 3.1.1 cannot
be vectorial bent, as shown below.

Proposition 3.1.7. Let uy,...,u, € Fs. be linearly independent ele-
ments over Fo, where n = 2m. The function H : Fon — Fom defined

by
H(x) = h(Tr}(wz),...,Tr(u,z)),

where h : F5" — Fom is arbitrary, cannot be bent.

Proof. Let A € Fs,. be arbitrary. Let us consider the value of Wiy, (0).

WHA(O) - Z (_1)H)\(x) = Z (—1)h>\(T7"{L(U137) ..... Tri (umx))

CEE]FQTL {EEFQn

3.8) .
B guom $ (“1)m) — 94, (0)
XeFy

Since Wy, (0) # %1, it follows that Wy, (0) # £2™. Hence, H) cannot
be bent. Thus, no components of H are bent Boolean functions.

[]

Remark 3.1.8. From [82, Lemma 2.1] we know that if uy,...,u; € F3,
are linearly independent over Fy and f € Fo[Xy,..., X is a reduced
polynomial of algebraic degree d, then f(Tr}(uix), ..., Tri(ux)) is also
of algebraic degree d. Hence, the algebraic degree of H is

deg(H) = max deg(H,)

2

Remark 3.1.9. (CCZ-equivalence) From [12, Theorem 1|, the
CCZ-equivalence between bent (n,m)-functions coincides with EA-
equivalence. Therefore, since H is not vectorial bent it follows that
the functions G and H used in Construction 3.1.1 are always EA-
inequivalent. Moreover, it is interesting to note that the vectorial bent

function F' is obtained by adding a nonlinear non-bent vectorial function
H to a bent function G.

Example 3.1.10. Let us consider the bent (8,4)-function

2r—1

G(z) = Z G S CA VS|
i=1
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with m = 4,7 = 3. (G})acF;, satisfies the (Py) property (3.2) with the
defining set U = {uy,...,uy}, where U forms a basis of Fy: over Fy. We
note that deg(G) = 4. Let us consider the functions hy, hy, hg : Fou —
Fos defined by

hy(X) = X?
hy(X) = X3 + X3,
hy(X) = X° + X7 + X",

where deg(h;) =i+ 1, for i = 1,2,3. Let F; be the bent (8, 4)-function
obtained from Construction 3.1.1 via G and h;. Using Sage and MAGMA
we confirm that deg(F;) = 4. Furthermore, when considering the EA-
equivalence between the functions we observe that F; and G are EA-
inequivalent, for ¢ = 1,2, 3. Moreover, the functions F} and F3, F5 and
F3 are EA-inequivalent, whereas F; and Fy are EA-equivalent.

The following result is a direct consequence of the fact that the algebraic
degree is an EA-invariant.

Proposition 3.1.11. Using the same notation as in Construction 3.1.1,
let F' be a bent (n, m)-function constructed from G and H. If deg(H) >
deg(G), then F' and G are EA-inequivalent.

Proof. The result follows directly from
deg(F) = max{deg(H),deg(G)} = deg(H) > deg(G)

and the fact that the algebraic degree is invariant under EA-equivalence.
[]

We conclude the section with the following two questions.

Question 3.1.12. What can we say about EA-equivalence between F
and G, if F' and G have the same algebraic degree?

Question 3.1.13. Let F; be bent (n,m)-functions obtained from Con-
struction 3.1.1 via G; and H;, for i = 1,2. Assuming that deg(Fy) =
deg(F3), what can we say about the EA-equivalence between Fy and Fy?

From Example 3.1.10, we have observed that among the functions Fj, F5
and F3, the functions F} and F, were EA-equivalent, whilst the other
pairings were EA-inequivalent. Thus, it is natural to ask, what choice of
G or H affects this EA-equivalence.

3.2 New infinite families of vectorial bent functions

In [90], the authors constructed several infinite families of vectorial
bent functions using certain vectorial bent functions G that satisfy the
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property (3.2). The very same functions can be used to construct new
families of vectorial bent functions via Construction 3.1.1. In addition,
we consider vectorial bent functions from the Maiorana-McFarland class
which were not considered in [90], but were considered by Tang et al.[82]
in the construction of bent Boolean functions.

We summarise some useful results from [90] in the following theo-
rem.

Theorem 3.2.1. Let G be one of the following bent (n, m)-functions:
(i) G(z) = 22" n = 2m;

(it) G(z) = S22 g 0" =DH oy — 9 ged(r,m) = 1;

(iii) G(z) = Tr™ (wx®" 1), n =4m, m > 2 and w is a generator of the

cyclic group U = {x € Foom : 2¥" 1 = 1}.

Then (G3)xers, satisfies the (Py) property (3.2) with the defining set
(i) {u1, ... um} C Fsu such that wyui" € Fyn for all 1 <i < j <m;
(11) {uy, ..., un} 1s a basis of Fom over Fy;

(1ii) {u1,...,un} C Fs. such that uzugL e Fs foralll <i<j<m,

respectively.

Theorem 3.2.2. Let G(x) be one of the three bent (n, m)-functions in
Theorem 3.2.1, {uy,...,us} the corresponding defining set for property
(3.2) for (G ))\GF* and let t be a positive divisor of m. Let h(Xy, ..., X})

be any vectorial Boolean function from W% to Fae. Then the function
F(z) = G(z) + H(x), generated by Construction 3.1.1, is a bent (n,m)-
function.

Proof. The result is an immediate consequence of Construction 3.1.1,
Theorem 3.1.3 and Theorem 3.2.1. ]

Let us define F' : Fom X Fom — Fom with F(x,y) = zm(y)+¢g(y), where 7 :
Fom — Fom is a permutatlon and g : Fom — Fom is an arbitrary function.
A function defined in such a way belongs to the class of vectorial bent
Maiorana-McFarland functions. Let A € [}, be arbitrary, we then have
the component F)(x,y) = Tri*(Axm(y) + Ag(y)). Its corresponding dual
is defined with (see [96]):

Fy(z,y) =Tr{" (ym (x/X) + Ag(m ' (/X)) ,

where 77" is the inverse permutation of m. Motivated by [82, Section
El|, we will consider two subclasses of the vectorial Maiorana-McFarland
class which satisfy the (Py) property (3.2).

1
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Following the methodology in [82], we note that (3.2) can be writ-
ten in bivariate form as follows:

t t t
G (:c + ) awny+ Y ﬂiwz) = Gi(z,9) + > wigi(a, 5i)
=1 1=1

1=1

for all (z,y) € TFom X Fom and (wy,...,w;) € T where
0 # u; = (,0;) € Fom X Fom and g¢; is a Boolean function from
Fym X Fyn to Fy, 1 < i < L.

Since each linear function from Fom X Fom to Fs can be written as
Tr"(uz + vy), where (u,v) € Fom X Fom, the vectorial Boolean function
in (4.2) by Construction 3.1.1 can be rewritten as:

F(z,y) = G(z,y) + h (T (qix + Byy), ..., Tr{" (ur + Bry)) -

Lemma 3.2.3. Let u; = (a;, 5;) € Fom X Fom be linearly independent
elements over Fy, where 1 <t < m. Let G(x,y) = ym(zx), where 7 is

a linear permutation over Fom. If Tri" (Bﬂr_l (%) + Byt (0‘7)) =0 for
each 1 <1 < j <t and \ € 5., then the dual component G satisfies
(3.2) with

e =107 (o (3) o () n (3)). G0

Proof. Let X = x + Zle wia; and Y =y + 31 w;B;. It follows from
(3.2) and the fact that 7 is linear that

t t
(S-SR )
i=1 ;

t
= Gio,y) + > wTri (yr (5
=1

t
+ ZTTT (w?ﬁm (%)) + Z wiw; Tri"
i=1

+ Z wiwj;r{” (ﬁﬂr—l (%) + Bt <%

1<i<j<t

= Gi(z,y) + iwigi(%y) + Z wiw; Tri" (ﬁﬂr—l (%) + Bmt (%)) )

; — A
=1 1<i<y<t

where g; is defined by (3.9). The conclusion follows from the assumption

that . .
(o () 3 (3)) -0
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foreach 1 <1< j <t and X € F5,. []

The following result is an immediate consequence of Lemma 3.2.3.

Corollary 3.2.4. Let o, ..., q; € F5,. be linearly independent elements
over Fy, 1 < t < m. Denote u; = (;,0) and let G(z,y) = yn(x),
where 7 is a linear permutation over Fom. Then, the dual component G

satisfies (3.2) with
gilw, y) = Tri" (yr™! (%)) :

The use of non-quadratic vectorial bent functions in the Maiorana-
McFarland class in Construction 3.1.1 is given below.

for any A € Fi...

Proposition 3.2.5. Let s be a positive divisor of m such that m/s is
odd. Let u; = (o, 5;) € Fas X Fos be linearly independent elements over
Fy, where 1 <t < m. Let G(z,y) = zw(y), where n(y) = ay? for a
positive integer d such that d(2° 4+ 1) =1 (mod 2™ — 1) and a € F.. If
a;fB; + a;fi = 0 and Tr’ln(ﬁia? + Bja?) =0 for any 1 <i < j <t and
A € F5,., then the dual component G5 satisfies (3.2) with

25

1 .
gi(w,y) =Tr{" <(a/\)st+1 (af + iz + ayz®’) + Nz (Biciz + Bicix® + BM?)> :

(aA
(3.10)

Proof. Since 77 (x) = 2%+, we have that G (r,y) = Tr{' (y (5)°").

Let X =2 + Zﬁzlwiai and Y =y + Zlewiﬁi. It follows from (3.2)
and the fact that o = «;, 37 = 3;, that

t . N\ 24
GL(X,Y) =Tr] (<y+ZWiBi> <£\+Zwi:;\> )
¢ A\ x ! %
((y—i—szﬁz) ( 2_; 1a)l\> (a)\ +z;wia)\>)

t

=W(y(gf‘““w;w“;) B S ()
t sy _

S () e S S () X () e

—i-zt:w,ﬂi (j;\)ZSH) =G\ (z,y) + Zt:wiTr’ln <(a)\)y23+1 (af + iz + aix28)> +
i=1 =1

t t
1 S
+ Z Z’wiijTﬂln <(a/\)2§+l (ﬁia]’x =+ /Biaj$2 + 51&?))

i=1 j=1
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t
= Gi(z,y) + Z w;Tr}" <(a)\)y2+1 (o + oz + a¢$2s)> +

=1

t
m 1 28 2

+ > T (@ + 2)(Biay + Bjas) + Bio] + Bje})
1<i<j<t
t

=Gz, y) + Y wigiw,y) + Y T (@ +2)(Bicy + Bjou) + Bia] + Baf)

i=1 1<i<j<t

where g; is defined by (3.10). The conclusion follows immediately from
the assumption that o;3; + a;3; = 0 and TT{”(ﬁiaf + B;a?) = 0. ]

Corollary 3.2.6. Let s be a positive divisor of m such that m/s is odd.
Let ay, ..., a4 € F5. be linearly independent elements over Fy, 1 <t < m,
and define u; = (0y,0). Let G(x,y) = x7(y), where n(y) = ay? for a
positive integer d such that d(2° +1) = 1 (mod 2™ — 1) and a € F}..
Then, the dual component G satisfies (3.2) with

m ) s
gi(z,y) =T (m (%2 + o + apx’ )) 5

for any A\ € F..

Theorem 3.2.7. Let ay,...,a; € F5,. be linearly independent elements
over Fy, t|m. Let G(x,y) = ym(x), where 7 is a linear permutation over
Fom, and let h be any vectorial Boolean function from T, to For. Then,
the function F : Fom X Fom — Fom given by

F(x,y) = yr(x) + h(Tr{" (1), ..., Tri"(ax)),
generated by Construction 3.1.1, is a bent (n, m)-function.

Proof. The result follows immediately from Theorem 3.1.3 and Corollary
3.2.4. ]

Example 3.2.8. Let G : Foi X Foi — Fou be defined with G(z,y) = zy.
Let U = {1, 3, 3%, 3}, where 8 = a7, and a be a root of the primitive
polynomial p(z) = 2% + 2% + 23 + 22 + 1 € Fos[z]. Let h : Fys — Fau be
defined with h(X) = X3. From Theorem 3.2.7, the function

F(z,y) = zy + (T (@) + BT} (B2) + BT (B2) + BT (8))”

is a quadratic bent (8, 4)-function EA-inequivalent to G.

Theorem 3.2.9. Let s be a positive divisor of m such that m/s is odd.
Let aq, ..., a4 € S, be linearly independent elements over Fy, t|m. Let

G(z,y) = xr(y), where w(y) = ay? for a positive integer d such that
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d(2°+1) =1 (mod 2™ — 1) and a € Fi., and let h be any vectorial
Boolean function from T, to For. Then, the function F : Fon X Fom — Fon
given by

F(z,y) = azy’ + h(Tr™(oqx), ..., Tri (o)),

generated by Construction 3.1.1, is a bent (n, m)-function.

Proof. The result follows immediately from Theorem 3.1.3 and Corollary
3.2.6. [

3.3 New families of (n,n)-functions with maximal
number of bent components

In 2018 Pott et al. 73| proved that an (n,n)-function, n = 2m, can
have at most 2" — 2" bent components. Furthermore, by studying these
objects, they have found a new infinite class of bent (n, m)-functions of

the form _ 7, .

Fi(z) = Tr" (ax® (x + 2%)),
where v € Fgn \ Fom. Later, Mesnager et al. [60] presented a class
of (n,n)-functions with maximal number of bent components CCZ-

inequivalent to F! and this topic was also treated by Zheng et al. [90)].

A generic method of generating new vectorial plateaued (n,m + t)-
functions with maximal number of bent components, where n = 2m and
t > 1, was given in [90]. More precisely, given a bent (n, m)-function G,
under certain conditions, the (n, m + t)-function

Ti(z) = (G(), fi(x), ... fi(x))
is vectorial plateaued if and only if the (n,t)-function (fi(z),..., fi(x))
is vectorial plateaued. For certain choices of the vectorial bent function

G, it was shown that T} has the maximal number of bent components.
In the same article, the authors also showed that the (n,n)-functions

T, = <G( ), Try(uix), Tri(uix)Try (usx), l_ITr1 U;x > :

under additional conditions and certain choices of the bent (n,m)-
function G, also have the maximal number of bent components.

Definition 3.3.1. F' is said to be an (n,m)-MNBC, m > n/2 function
if it has 2™ — 2~"/2 bent components.

In the rest of this section, we present a new method to construct (n,n)-
functions with maximal number of bent components. We note that the
functions 77 and 75 above are constructed by extending a bent (n,m)-
function G through addition of suitably chosen coordinates, whereas in
our method we are summing a bent (n, m)-function G and some (n,n)-
function H'.
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Construction 3.3.2. Let uy,...,u; € F3, be linearly independent ele-
ments over Fy, where n = 2m and t|m. Let G be a bent (n, m)-function

such that (G3)iery,, satisfies the (Py) property (3.2). Let h(Xy, ..., Xy)

be any vectorial Boolean Function from F} to Fo. Construct an (n,n)-
function F' : Fon — Fon via G and h as follows:

F(r) = G(z) + H(2),
where H': Fon — 9. is defined by
H'(z) = vh(Tr{(wiz),. .., Tr] (ux))

and v € Fou \ Fom. Equivalently, if h is defined using the finite field
notation, then F' can be written as

F(x) = G(z) + H(z)
= G(2) + yh(Tr{ (wz) + oTr] (upx) + - - + o' T (w)),

where « is a primitive element of Fo:.

Theorem 3.3.3. Let F' be an (n,n)-function, n = 2m, generated by
Construction 2. Then, F' has 2" — 2™ bent components.

Proof. Let G(x) = (fi(z),..., fm(x)), where fi,..., fi : Fon — Fy are
the coordinates of G. Without loss of generality, we can extend G to an
(n,n)-function with G(x) = (f1,..., fm,0,...,0). For A € 3., we have
that G is not bent if and only if T} (AG(x)) = 0, or equivalently, if
A € F5.. Hence, the number of bent components is 2" — 1 — (2™ — 1) =
2" — 2™ Let A € Fon such that GGy is bent. We have that

F(x) = G(x) + Tr{ (AH'(z))

is also bent, by the result of Tang et al. [82] and the fact that Tr}(AH’)
is a Boolean function. The number of bent components of F' equals to
the number of bent components of G, which is 2" — 2. Hence F' is an
(n,n)-function with maximal number of bent components. [

Theorem 3.3.4. Let G(z) be one of the bent (n, m)-functions in Theo-
rem 8.1.8, 3.2.7 or 8.2.9 and let éul, oy upt (with tjm) be its correspond-
ing defining set for the property (3.2). Let h(Xy, ..., X;) be any vectorial
Boolean function from F, to Foc. Then the function F(z) = G(x)+H'(z),
generated by Construction 2, is an (n,n)-function with maximal number
of bent components.

Proof. The result follows immediately from Theorem 3.3.3 and Construc-
tion 2. n



Chapter 4

Secondary constructions of
vectorial p-ary weakly regular bent
functions via the (P;;) property

In [74], the results of Tang et al. introduced in Chapter 3, were gen-
eralized for the construction of several infinite families of p-ary weakly
regular bent functions. In this chapter, we further generalize these re-
sults to obtain a secondary construction of vectorial p-ary weakly regular
bent and plateaued functions of the form

F(r) = G(z) + H(z),

where G is a suitable p-ary weakly regular bent (n,m)-function and H
is a p-ary (n,t)-function. Furthermore, we give a characterization of the
(Py) property for the p-ary case via second-order derivatives, as it was
done for the Boolean case in [90]|. The rest of the chapter is orgamzed as
follows. In Section 4.1 we give our main construction of vectorial p-ary
weakly regular bent and plateaued functions. Some new infinite families
of vectorial p-ary weakly regular bent functions via the p-ary Maiorana-
McFarland class are presented in Section 4.2. We also show that certain
monomial p-ary weakly regular bent (n, m)-functions cannot be used for
this construction, as it was the case for p = 2 in [4, 82, 90].

4.1 Generic construction of vectorial p-ary bent
functions

Similarly as in the binary case, with G} we denote the dual of the p-
ary bent component G, A € Fj., of a vectorial p-ary bent function

G . ]Fpn — Fpm, m‘n

Construction 4.1.1. Let uy,...,u; € Fj. be linearly independent ele-
ments over F,, where m|n and t|m. Let G : Fjn — Fym be any p-ary

34
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weakly regular bent function whose components Gy(x) = tr,(AG(x)),
with A € F .., satisty

Gy (x + Z um) = G)(z) + Z w;gi(z) (4.1)

for all z € Fy» and (wy,...,w) € Ff,, where g;(z) is a p-ary function
from Fyn to F,, 1 <4 < t.

Let h(Xy, ..., X;) be any vectorial p-ary function from F}, to . Define
F :Fypn — Fpm, using G and h, as
F(z) = G(z) + H(x), (4.2)

where H : F,» — ¢ is defined by H(z) = h(tr,(wi12), ..., tr,(wz)).
Equivalently, if h is defined using the finite field notation so that h :
Fp: — Fp, then define

F(z) = G(x) + H(x)
= G(2) + h(tr,(u1x) + atr,(uex) + - - - + o', (wx)),

where « is a primitive element of [F.

Remark 4.1.2. Similarly as for the binary case, we will say that
(G3aer - satisfies the (Py) property (with the defining set U =

{Ul, N ,ut}).

Remark 4.1.3. We note that in this case h can be a function in Bj.
This cooresponds to the p-ary case of [90, Theorem 3.3].

Using this construction, we prove the following result which is the p-ary
equivalent of Theorem 3.1.3.

Theorem 4.1.4. The function F' generated by Construction 4.1.1 is a
p-ary weakly regular bent (n, m)-function.

Proof. Let A € F . be arbitrary. Let us consider the component G\ and

let h) : F;; — F,+ be defined as hy = tr,,(Ah). From the inverse GWHT,
we have that

M)t S g () (-1 T

(w1,...;we ) EFE

For any © € F)n and 1 < i <t <m, taking X; = tr,(u;x), we obtain

T (U1 2),... trn (U — try Zzzlwiui x
ghatimalmn) i) — ot N g oy w)E) (( )e)

p

(4.3)
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Multiplying both sides of (4.3) by £ @+#(57) e have

x 2)+tr (Bx _ G +trp( ( B+ f: wiU; )T
¢CA) P HA )i () .t Z M (w1, ) ((B+Eim wits)z)

(w,..., ¢ )EFY

By summing the previous expression on both sides over all z € F;» and
using the fact that G is p-ary weakly regular bent, we obtain that

t
HFA(B) = p_t Z HhA (wlv SR 7wt),HG,\(ﬁ + Z ulwl)

..... ¢)EFY 1=1

_ p—t+n/2z Z Hn, (wh o ’wt)§§§(5+zi:1 uiUJi)’ (4.4)

where z € C such that |z| = 1. It follows from (4.1) and (4.4) that

M (8) = p 22640 Z H, (w1, - .. ,wt)gpzi:l wigi(P),

The sum on the right-hand side corresponds to the inverse GWHT of h)
at the point (¢1(8),...,g:(8)) and thus we have

M (B) = P22 OG0 928)0u(5),

Since 8 € [F» is arbitrary, we have that F) is p-ary weakly regular bent
for all A € F.. In other words, F is a p-ary weakly regular bent (n,m)-
function. ]

Remark 4.1.5. If we have a function f : X — Y, then the number
of possible functions f equals to #Y#X. Thus, since h is a p-ary (¢,t)-
function, there are p? possible choices for h. Hence, we can construct at

most p?" p-ary bent (n, m)-functions F' from a fixed bent function G and
an arbltrargy function h. In the case when p =3,n =4 and m =t = 2,
we have 3'® possibilities.

Similarly, as noted in [90] for the Boolean case, we can use Construction
4.1.1 to obtain new instances of plateaued p-ary (n, m)-functions.

Corollary 4.1.6. With the same conditions as in Theorem 4.1.4, let [ be
any positive integer. Let h; be any reduced polynomial in F,[ X1, ..., X,],
fori=1,...,1. Then

F(z) = (G(x), hy(tr,(uix), ... try(ux)), ... hy(tr,(uz), . .. tr,(usz)))

is a plateaued p-ary (n,m + l)-function if and only if the p-ary (n,l)-
function

v (b (try (), . (), . hu(tr (), . (),
x € [Fyn, is plateaued.
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Proof. For any v € F}, the function (v, (hy,... ,h;)) is again a reduced

polynomial, and thus by Theorem 1, the p-ary function (A, v), F') is bent
for all A € F... Hence, F'is plateaued if and only if all the components

((0,v), (hy,...,hy)) are plateaued for v # 0, or equivalently, if x
(hy, ..., ), © € Fjn, is a plateaued p-ary (n,[)-function. O

Before providing instances of new vectorial p-ary weakly regular bent
functions, we will provide another characterisation of the (Py) property
via second-order derivatives, as it was done by Zheng et. al for the binary
case in [90].

Lemma 4.1.7. Let g € B} be any p-ary weakly regular bent function.
Then the following statements are equivalent.

(i) There exist uy, ... ,us € Fpn and g1,...,g; € B, such that

(x + Z wzuz> = g(z) + Z w;g;(x (4.5)

for all w = (wq, ..., w) € Fy.
(ii) DyDyg=0 forall 1 <i,j <t.
Proof. (i = i) As w is arbitrary, let us take w = e;, where ¢; =

(€o,...,et) with ex = 1 for k =4, and e = 0, otherwise, for 1 < k < t.
Then (4.5) becomes g(x 4+ u;) = g(x) + g;(x), or equivalently,

gi(x) = g(z + ui) — g(x) = Dy,g(x).
Similarly, for any 1 < 14,7 <t, we deduce that
g(x + v +uj) = g(x) + gi(x) + g;(x)
= —g(a) + (gl + ) + (o + )
=D, Dy,g(r) =0, for any z € Fyn

(it = i) Let us define g; := D,,,g,fori =1,...,t. Let g e F,and 1 <i <

t be arbitrary. We will show that that g(x + qu;) = g(x) + unvg( ), f_r
all x € Fyn. From the assumption that D, D,,g = 0 and taking i = j,

we have that

9(x + 2u;) — 29(x + u;) + g(x) =0
= g(7 + 2u;) = —g(v) + 29(x + u;) = g(x) + 2Dy, 9(). (4.6)

If we change z with = + w; in (4.6), then:

g(x + 3u;) — 2g(x + 2w;) + g(x + u;) = 0. (4.7)
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Furthermore, from (4.6) and (4.7), we also note that

g(x + 3u;) = 2(g9(w) + 2Dy, 9(x)) — g(x + ;)
9(w) + 4Dy, g9(z) — Dy,g(x)
- g(l’) + 3Dulg(x) (48

If we continue inductively, we observe that g(z +qu;) = g(x) +3Dy,g(x
holds indeed for all z € F,» and all ¢ € F,. Assume now that 1 <4, j <
and w;, w; € IF, are arbltrary Since g(x + qu;) = g(x) + ¢Dy,g(x) holds
for all ¢ € F, and 1 <7 < ¢, we have that

S~ —  —

((z + wiu;) + wju,)
(2 4+ wiug) + wiDy,g(x + win;)
() + w;Dy,g(x) + w;(g(x + wiu; + u;)
— g(x + wiwy))

(x) +w2 wd(z) +wji (9(x 4+ uj) + w;Dy,g(x + uj)
—9(z) —wiDy,g9(z))

=g(x )+wz g(x )+w3 ( ( )"‘wiDujDuig(x))

=g(z) + wiDng( ) + ijujg( x)

Using mathematical induction, it is easy to show that (4.5) holds for all
(wi,...,w;) € Fpr and all © € Fpn. O

g9(x + wiu; + wju;) =

9
=49
=9
9

Remark 4.1.8. We note that the functions g; in (4.5) are exactly the
derivatives D, .g,1=1,...,t.

4.2 New infinite families of vectorial p-ary weakly
regular bent functions

Using similar methods as in [4, 74, 82, 90|, we will present certain classes
of p-ary vectorial weakly regular bent functions whose components sat-
isfy the (Py) property and thus may be used for the construction of
new p-ary weakly regular bent and plateaued functions via Construction
4.1.1. We note that the proofs are analogous to the proofs in binary
case as seen in Chapter 3. Before that, we present some observations on
certain monomial weakly regular bent functions and their connection to
the (Py) property.

4.2.1 Observations on monomial p-ary weakly regular bent
functions

Let n = 2m. Since functions of the form x — tr,,(Az?"*1), z € Fy. are p-
ary weakly regular bent for A € ;. (see e.g. [49]), the function I defined
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by G(z) = 2P" 1 is a vectorial p-ary weakly regular bent function. From

[36], we know that the dual of G is defined as G}(z) = —try, <f£—++; :

From [74, Theorem 3.4], the component G} satisfies the property (FPy) if

. ul" u; + uzufm 0

for all u;,u; € U C Fpn with |U| = ¢jm. Thus, for i = j, we must
have that tr,,(2(W" + X)) = 0 for all 1 <4 < t. If we want to

construct a vectorial p-ary bent function F' from G via Construction
4.1.1, then the above equality has to hold for all A € F.. Thus, we

must have that ufmﬂ = (0 and consequently u; = 0 for all 1 < ¢ < ¢.
Hence, one cannot construct a vectorial p-ary weakly regular bent
(n, m)-function via the Kasami function G.

Similarly, let us we consider the function G(z) = x? on Fy.. The duals
of its components G (z) = tr,(A\z?) are defined by G}(z) = —tr(%),
for A € .. Suppose U C F» denotes the set from Construction 4.1.1.

From Lemma 4.1.7, we must have D, D,GY = 0, for all u,v € U, and
consequently, for all A € F.. Let u,v € U be arbitrary, then

2 2 2 2
D..Gite) =, (£ = s 2t

= —tr (%) = —tr (%) .

Thus, we must have that tr (%) = 0 for all u,v € U and all A € F),.

Specially, if u = v, then we have that tr <%) = 0. However, this is only

possible if w = 0. In other words, we cannot construct vectorial p-ary
bent functions via G and Construction 4.1.1. Consequently, we have the
following remark.

Remark 4.2.1. If G is a vectorial p-ary weakly regular bent function
defined as G(x) = 2?" + 1 or G(x) = 22, for x € Fy, then one cannot
construct new vectorial p-ary weakly regular bent functions via Con-
struction 4.1.1.

Based on this observation, we have the following interesting open prob-
lem.

Question 4.2.2. Can we find an exponent d such that G(x) = 2% is a
monomaial p-ary weakly reqular bent function and all of its components
satisfy the (Py) property?
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4.2.2 New infinite families of vectorial p-ary weakly regular
bent functions from the p-ary Maiorana-McFarland class

Let n = 2m and let us identify F,» with Fym x F,». The well known
Maiorana-McFarland class of vectorial p-ary bent functions can be de-
fined as

Fz,y) =zm(y) +9(y), =,y € Fpm,
where 7 : Fym — Fpm is a permutation and g € 5] is an arbitrary p-ary
function. Let A € IF}.. be arbitrary, then F)(z,y) = tr,,(Azm(y)+Ag(y))-
Its corresponding dual is defined with (see [96]):

(2, y) = tro (—ym H(z/A) + Ag(m (2 /N)) |

where 7! is the inverse permutation of 7. Following the methodology
in [74], we note that for o = (a1, a2), 5 = (b1, b2) € Fpm x Fym, the scalar
product tr,,(a) can be defined as tr,,(a1by + agbhs).

In [74] the authors considered the p-ary case for linearized polynomials.
In the following results, we extend this notion to the vectorial p-ary
case and obtain new instances of vectorial p-ary weakly regular bent and
plateaued functions. The vectorial p-ary function (4.2) in Construction
4.1.1 can be rewritten in bivariate form as:

F(z,y) = G(z,y) + h (try,(asx + Biy), . . ., trpn(cwx + Bry)) ,

where the elements u; € U correspond to w; = (ay, ;) € Fpm X Fpym.

Lemma 4.2.3. Let n =2m and uy, ..., u € ¥, be linearly independent
elements over F,, where 1 < t|m. Denote u; = (o, ;) € Fym X Fym.
Let G(z,y) = ym(x), where ™ is a linear permutation over Fym. If

tro (B (5) + 8wt (%)) = 0 for each 1 < 1,5 <t and X € Fym
then the dual component G satisfies (4.1) with

gi(x,y) = —trm (3/7r1 (%) + B! (%)) : (4.9)

Proof. Let X = x + Zle w;o; and Y =y + Z;zl w; ;. It follows from
(4.1) and the fact that = is linear that

GL(X,Y) = tr, (— (y + iwzﬁz> a! (; + iwz%)>
i=1 '
= Gi(z,y) — iwitrm (yﬂ_l (%) + B! (;))
i=1
-t (3 (7))
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-5 i (5 () 455 ()

1<i<j<t
t t
* — 071

= Gi(z,y) + Zwigi(i13>y) - ngtrm (ﬁﬂ ! <X>> —

i—1 i=1

-1 (4 -1 (G
> wwtr (Bt (5) + 87 ().

1<i<j<t

where g; is defined by (3.9). The conclusion follows from the assumption

that o N
tr (B (F) + 07 (5)) =0
foreachlgi,jgtand/\E]F;m. O

The following result is an immediate consequence of Lemma 4.2.3.

Corollary 4.2.4. Let oy, ..., € Fj. be linearly independent elements
over F,, 1 < t < k. Denote u; = (®;,0) and let G(x,y) = ym(x),
x,y € Fym, where m 1s a linear permutation over Fym. Then, the dual
component G5 satisfies (4.1) with

gi(x,y) = try (yﬂ‘l (%)) ,

Thus, as an immediate result of Theorem 4.1.4 (Corrolary 4.1.6) and
Corollary 4.2.4, we have the following infinite family of vectorial p-ary
weakly regular bent (plateaued) (2m, m)-functions.

Jor any A\ € F ..

Theorem 4.2.5. Let oy, ..., a4 € Fw be linearly independent elements
over Fy, tim. Let G(x,y) = yn(z), where ® is a linear permutation
over Fpm, and let h be any vectorial function from FZ to Fpe. Then, the
function F : Fpm X Fpm — Fpm given by

F(z,y) = ym(x) + h(try,(a1x), ... trp(ax)),

generated by Construction 4.1.1, 1s a vectorial p-ary weakly reqular bent
(n, m)-function.

Theorem 4.2.6. Let oy, ..., ¢ € Fjn be linearly independent elements

over Fy, tim. Let G(x,y) = yn(z), where ® is a linear permutation
over Fym, and let h; be any reduced polynomial in F,[X1,...,Xy], for
1 <11 <, such that the function

r— H(z) = (hy(tr,(a12), ..., trp(ax)), ..., hy(try(aqx), . . trp (o)),

with © € Fym, is a plateaued p-ary (m,l)-function. Then, the function
F:Fpm X Fpm — ]FZLH defined by

F(z,y) = (yr(x), H(z))
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is a plateaued p-ary (n,m + l)-function.

Example 4.2.7. Let G : F31 X F31 — [F3: be defined with G(x,y) = xy.
Let U = {1,8, 3%, 3%}, where 8 = o™, and «a be a root of the primitive
polynomial p(z) = 28422° + 24 + 222 + 2242 € Fss[x]. Let h : Fgs — Fsa
be defined with h(X) = X3, From Theorem 4.2.5, the function

F(z,y) = 2y + (tm(aj) + Btry(Bx) + BPtry(B%x) + 53757“4(53:13))13

is a ternary weakly regular bent (8, 4)-function.



Chapter 5

Two new superclasses of bent
functions SC and CD

In this chapter, we show that under certain conditions it is possible to
construct two superclasses of bent functions that stem from Dy, D and
C, which will be denoted as the SC and CD class. These classes of
functions use the addition of indicators typical to Dy and C, and D and
C, respectively. Therefore their overall effect is a modification of a bent
function on a suitable subset instead on a subspace. We also show that
the adding indicators of Dy and D cannot give bent functions.

We give sufficient conditions which ensure that bent functions in CD and
SC lie outside M* and provide several generic methods for specifying
these objects. We also partially address the normality of these functions
and in this context we further refine the constraints on functions in
CD to be outside the completed PS™ class. This problem of finding
non(weakly)-normal bent functions is intrinsically difficult and it remains
open to show whether there are instances of bent functions in CD which
are non(weakly)-normal.

At the end of the chapter we explicitly characterize the duals of certain
instances of bent functions in C, D, SC and CD which will be of interest
for the construction of bent 4-concatenations (cf. Section 7.2.3).

5.1 Bentness of Boolean functions in the class SC

Let g : Fom X Fom — Ty, defined by g(x,y) = Tr(xn(y)), be a bent
Boolean function, where 7 is a permutation on Fom. Obviously, g € M.
If we define dy(z) = %" 7! + 1 to be the Dirac symbol, that is do(z) = 1,
if z = 0, and equals 0 otherwise, the function g(z,y)+do(z) is a function
in the class Dy|17]. If L is a linear subspace of Fam, then

1.(z) = [] (Tri(wz)+1),

web(L)

43
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where b(L) denotes the basis of L, is the indicator function of L+ in
finite field notation. We note that if (7!, L) satisfies the (C) property,
then g(z,y) + 1. () is in the C class. Furthermore, let r = dim(L™).

We will show that functions of the form
f(x,y) - g(l’,y) + I]-LJ-(‘T) + 50(1’), xr,y c ]FQT"'

are bent and outside M#* under certain conditions. This is the first time
where the truth table of a bent function from the Maiorana-McFarland
class was modified in 2™(2" — 1) = 2% — 2™ places, that is, it is not a
power of 2 nor corresponds to an indicator of a subspace.

Theorem 5.1.1. Let 7 be a permutatzon on Fom and L C Fom be a linear
subspace of Fom such that (71, L) satisfies the (C) property. Then the
function [ : Fom X Fom — Fy defined by

Sl y) = Tri*(em(y)) + Lo () + do(x) (5.1)

18 bent.

Proof. Let (a,b) € Fom x F%,. be arbitrary. Let us consider the Walsh
coefficient Wy(a,b).

Wy(a,b) = Z (—1)f@)+Tri" (aa+by)

l’,yEFQm
= Z (_ 1)Tr]"(x7r(y))+ILLJ_ (x)+do(x)+TrT* (ax+by) .

z,y€Fom

Since dg(x) = 1 only if x = 0, and equals 0 otherwise, we have that

E E T?“l xr(y))+1, 1 (2)+Tr{" (ax+by)

z€FSy, yeFam

+ Z (_ 1)0+1+1+T7{“(0+by)

yE]FQm
E E Trl xm(y))+1, L (x)+Tr (ax+by) + E Tr}”(by)
x€F2m yeFom y€lFam

Z Z Trl rr(y))+1, 1 (2)+Tr{" (ax+by) +0

2€F%n yEFam

Z Z Trl am(y))+1, 1 (z)+Tr" (az+by) (52)

CCEF;m yEFgm
Furthermore, if we denote with g(z,y) = Tr"(zn(y)) + 1.1 (x), we note
that
Z (_1)g(O,y)+Tr{”(yb) _ Z (—1)1+T7"1”(yb) —0

yEFgm yE]FQm
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Thus, we may add this sum to (5.2) and obtain that

Z Z Tr{” oY)+ 11 (@)+ T (aztby) _ Wg(a’ b)

x€Fom yelFom
If b = 0, we have that

Wia.0) = Y 37 (<10 T ) g

z€F5, yelFam

_ Z (_1)TTT(.’IJ7T(:U))+]].LJ_ (2)+Tr7"(ax)

z,y€Fom
_ Z 9(0.y)+Tr(0) 4 gm
yEFom
_ Z (_1)Tr{”(x7r(y))+]lLL(x)—i—Tr{”(ax)_|_2m+1
z,y€Fam

= W, (a,0) + 27!

From the well-known Parseval’s equation, it holds that

ZWfab ZWQab

a,beFom a,beFom

Let us express WJ? in terms of VVg2 as follows.

2= N Wia,b) = > WHa,0)+ Y Wia,b)

a,beFom acFom b=£0,a€Fym
= ) (Wy(a,0)+2™)2 + >~ W(a,b)
aclFom b#0,a€Fom
= ) (W(a,0) + 2" Wy(a,0) + 272
GEFQH’L
+ Y Wi(a,b)
b#O,GEanL
> Wia,b) + 22> " Wy(a,0) 4 257+
a,bngm a€Fom
24m _ 24m + 2m+2 Z I/va(a7 0) + 23m+2
a€Fym

> Wyla,0) = —2°"

(5.4)
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Since g is a bent function (it is in the C class), it follows that W, (a,b) =
+2™ for all a,b € Fom. Thus, from (5.4) it follows that

Z Wy(a,0) =a 2"+ 3. (=2") = -2*" o, €Z, 0<a,B <2™
a€Fom

=a=0,8=2",

that is, Wj(a,0) = —2™ for all a € Fym. Hence, from (5.3) we have that
W¢(a,0) = 2™ for all @ € Fom. In other words, W¢(a,b) = £2™ for all
(a,b) € Fom X Fom, i.e., the function f is indeed bent. []

The above result motivates the following definition.

Definition 5.1.2. Let 7 be a permutation on Fom and let L C Fom be a
linear subspace of Fym such that (771, L) satisfies the (C') property. Then
the class of bent functions f : Fom X Fom — [y containing all functions
of the form

(SC) : f(x,y) =Tr"(zm(y)) + aolp(z) + a1dp(x), a; € Fy,  (5.5)
is called SC and is a superclass of Dy and C.

Remark 5.1.3. Notice that for f(z,y) = Tri"(zn(y)) + aolp(z) +
a10p(z), the indicator 1g(z) = 1. (x) 4 do(x) (taking ag = a; = 1) is the
characteristic function of the set S := L*+\{0}. Setting ag = 1, a; = 0 we
recover the class Dy, whereas the case ag = 0, a; = 1 specifies the class C.
Is is interesting to observe that these functions can also be viewed either
as further modifications performed on the members of Dy (addition of

1;:(x)) or alternatively a modification of the members in C (through
addition of dy(z)).

With the following result, we show that the newly constructed class of
bent functions is indeed outside M# under certain conditions.

Theorem 5.1.4. With the same notation as in Theorem 5.1.1, the func-
tion f : Fom X Fom — Fy defined by

f(l’, y) - TT{”(%W(y)) + 15(.%'), xr,Y € FZ"H

where 1g(z) = 1p:(z) + do(x), 2 < dim(L) < m and Tri*(um) has no
non-zero linear structures for all p € F., is a bent function in the class

SC outside M.

Proof. From Lemma 2.2.4, it suffices to show that there is no subspace
K of Fom X Fom on which the second-order derivative D,D;f vanishes,
for some a,b € K.

Let K = K; x Ky, K1, Ky # {0}, be an m-dimensional subspace of
Fom X Fom, and let a = (ay,a2),b = (b1,b2) € K be arbitrary nonzero
elements with a # b. Then, we have that

DoDyf(x,y) = DaDpg(x,y) + Doy Dp,60(x) = 0
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< DyDyg(z,y) = Dy, Dp,do(2),

for all z,y € Fom, where g(z,y) = Tri"(zn(y)) + 1:(z).The de-
gree of g(x,y) relative to = equals deg(l;.) = dim(L) < m. Thus,
deg(D,Dyg) < m —1 —2 = m — 3. On the other hand, deg(dy) = m,
and thus deg(D,, Dy, dp) = m — 2. Since the degrees of the functions
D Dbg and D,, Dy, dy relative to x differ, it follows that D, D, f # 0. If

= Fom X {O with the same conclusion as before, D,D,f # 0 for
0 7& a,b e K, a 7é b. Suppose K = {0} x Fom and let @ = (0,a9),b =
(0, bg) € K be arbitrary and distinct. Then

D,Dyéo(z,y) = DoDydo(x,y) = 0,

for all #,y € Fym. Since ¢ is in C outside M7 (all conditions of Theorem
2.2.6 are satisfied), we have that D,Dyg # 0. Hence, it follows that
D,Dyf # 0 for 0 # a,b € K distinct. Thus, there is no m-dimensional
subspace of Fom X Fom on which the second-order derivatives D,D;f

vanish, i.e. the function f is outside M. ]

Especially, we can specify the following explicit family of bent functions
outside M7 . But first, we note the following useful result.

Proposition 5.1.5. [88] Let w(x) = x be a monomial permutation over
Fon. Then none of the component functions of w(x) will admit a linear
structure if and only if wt(d) > 3.

Corollary 5.1.6. Let n = 2m cmd s > 2 be a positive divisor of m
such that m/s is odd. Let w(y) = y? be a permutation on Fom such that
d(2°+1) =1 (mod 2™ — 1) and wt(d) > 3. Let U = {1,a,...,a*" '},
where o is a primitive element of Fas. If L = (K), where K C U then
the Boolean function f : Fom X Fom — Fy defined by

f(xay) = TTT('I.yd) + ]]'LJ-(LU) + 60(1}), TS F?’")
is a bent function in SC outside M7 .

Proof. Since ged(m,s) = s and m/s is odd, from [88, Theorem 9] we
know that (7!, L) satisfies the (C') property. Furthermore, wt(d) > 3,
which implies that Tr]"(um) has no nonzero linear structures (cf. Propo-
sition 5.1.5), for all u € Fin, and 2 < dim(L) < s < m. Thus, from
Theorem 5.1.4 it follows that f is a bent function in SC outside M#*. [

Remark 5.1.7. Notice that our modification is performed on sets which
however possess a lot of structure (a union of two subspaces). A similar
modification of bent functions performed on random sets of the same
cardinality as our union of two subspaces, thus considering (x,y)
Tri"(zm(y)) + Lg(x), can hardly preserve the bentness. For this purpose
we considered 20000 randomly selected sets S C Fyi2 of cardinality 2° x

(21 —1) which is of the same size as for dg(z) + 1. (z) when dim(L) = 2),
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see also Example 5.1.8. It could be checked that for none of the 20000
randomly chosen sets S the function (z,y) — T7%(2y®®) + 1g(z) was
bent. In addition, other choices of permutation 7(y), different from
m(y) = y*® gave the same result. Hence, considering modifications of
bent functions on randomly selected sets S seems not to be an efficient
method for deriving new bent functions.

5.1.1 On EA-equivalence between D), and SC class

One indicator for the EA-equivalence of bent functions is the weight dis-
tribution of the second-order derivatives, originally considered by Dillon
[29]. That is, two bent functions f, g € %, are EA-equivalent if and only
if the multisets {*x wt(D,Dyf) : a,b € F5, x} and {* wt(D,Dyg) : a,b €
5. «} are equal. This criterion can be applied to bent functions in SC
and Dy for proving their EA-inequivalence. That is, let w be a permuta—
tion on Fom and let L C Fom be a linear subspace of ]FQm such that (77", L)
satisfies the (C') property. Then, the function f : Fom X Fom — Fy defined

by
f(x,y) =Tri"(zm(y)) + Lps(x) + do(z)

is a function in SC. One can rewrite f as f(x,y) = g(x,y) + 1. (x),
where g(x,y) = Tri"(zm(y)) + do(x) € Dy. Let us consider the second-
order derivatives of f. For 0 # a = (a1,a3),b = (b1, b2) € Fom X Fom, we
have that

D.Dyf(x,y) = Do Dypg(x,y) + Doy Dy, 112 (2).

For simplicity, we assume that dim(L) = 2 (see also Example 5.1.8 be-
low), then dim(L*) = m — 2. Since deg(1;1) = 2, it is easy to verify
that

_ , CL1, bl fq LJ_
Dy, Dy 111 = { 0, otherwise,

where (a1, b1)* = {a1,b1,a1 + b1 }. In other words,

D.D f _ Dang + 1, al,bl g LL
0= DuDyg, otherwise. '

Hence, assuming that D,Dyg is not balanced for all {(aq, by)* gZ L+ then
the weight distributions of D,D,f and D,D,g differ and thus f and
g are EA-inequivalent. Thus, functions in SC can be EA-inequivalent
to functions in the class Dy. A similar argument can be applied when
dim(L) > 2 in which case the difference between D,D,g and D,D,f is a
function of degree dim(L) — 2 and in general the weight distributions of
the second order derivatives are different.

We give also the following computational observation confirming the
above discussion regarding EA-equivalence.
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Example 5.1.8. Let f : Fgs X Fos — Fy be defined by f(x,y) = g(z,y)+
1. (), where g(z,y) = Tré(zy®) + do(z) and L = (1,a*~V/3) o is a
primitive element of Fos. Then, the functions f and g are bent functions
in SC and Dy, respectively. Let us consider the weight distributions of
their second-order derivatives. For simplicity, we denote with [u,v] the
weight u which appears v times as a weight of D,Dyg or D,Dyf.
The weight distribution {* wt(D,Dpg) : 0 # a,b € Fos X Fas x} is given
by:
(256, 1953] (1024, 567] (1152, 17577]
[1536,2268]  [1600, 70308] (1664, 189]
[1792,61425] [1824,60480] [1856,82782]
[1888,117936] [1920,577836] [1952,396144]
[1984,470484] [2016,982800] [2048, 2682666
[2080,970704] [2112,447930] [2144,423360]
[2176,554715] [2208,120960] [2240, 70308]
[2272,60480] [2304,81585]  [2496, 117180]
2560, 3780] (2944, 5859 (3072, 189]

On the other hand, the weight distribution {* wt(D,Dyf) : 0 # a,b €
]FQG X ]F26 >I<} 1s:

256,1185]  [1024,567]  [1152,12969]  [1536,2268]
[1600,88740]  [1664,117]  [1792,68145]  [1824, 59040
1856, 75870]  [1888,116784] [1920,560196] [1952,403920]
(1984, 457620] [2016,974160] [2048, 2682666] [2080, 979344]
[2112,460794] [2144,415584] [2176,572355] [2208,122112]

2240,77220]  [2272,61920]  [2304,74865]  [2432,72]
2496,98748]  [2560,3780]  [2944,10467]  [3072,189)
3840, 768]

The above weight distributions are clearly different. Moreover, in the
weight distribution of D,D,f we have two additional values, which
do not appear in the weight distribution of D,D;g. Notice that the
weight distributions remain different for suitably chosen subspaces L
with dim(L) > 2.

Motivated by this construction, we will consider the existence of other
superclasses: 8D (superclass of D and Dy), CD (superclass of C and D)
and SCD (superclass of C, D and Dy). It turns out that only the class
CD contains bent functions, whereas the other classes do not.

5.2 Bentness of Boolean functions in the class SD

As before, we consider g : Fom X Fom — Fy defined as g(x,y) =
Tri"(xm(y)), where 7 is a permutation on Fom, which is a bent func-
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tion in M. We now show that if Ey, By # {0} are two linear sub-

spaces of Fam such that 7(Ey) = E{ (we do not consider the possibilities
Fy x Ey = {0} X Fom or Fom x {0}), then Boolean functions of the form,
constituting the SD class,

(SD) : f(xny) = g(xa y) + 1E1(x)1E2(y) + (50(.%), x,y S ]FQma (56)
cannot be bent.

Theorem 5.2.1. Let m be a permutation on Fom and Ey, Ey C Fom be
two linear subspace of Fom such that w(Ey) = Ei. Then, the function
f :Fom X Fom — Fy defined by

f(z,y) = Tri"(z7m(y)) + Lg,(2)LE,(y) + do()
18 not bent.

Proof. Let us first compute W;(0,0) as:

Wr(0,0) = > Y (—1)Tr e s @ln0) N ()te @)

z€F5m yeFom y€EFam

_ Z Z 1) @r @) +e @)le, (1) Z (—1)t=W)
z€FS, yeFom yERgm

_ Z Z Trl am(y))+ e (2)1ey(y) _ 9 Z ]lEz
2EFym yEFom yElRgm

= Wy(0,0) = 2- (2" — | Ea).
)

Since g(z,y) = Tri"(zm(y)) + 1g,(z)1g,(y) is a bent function in D, we
have that either W,(0,0) = 2™ or —2™

Assuming that W,(0,0) = 2™, then
W§(0,0) = 2™ — 22" 4+ 2|Ey| = =2 + 2| Ey|.

The requirement that W;(0,0) = £2™ implies that |Ey| = 0 or 2. How-
ever, B # () and obviously dim FEy < m, thus this case is not possible.

On the other hand, if W,(0,0) = —2™ then we necessarily have
W (0,0) = —2™ — 2. 2" 4 2|By| = —3 - 2™ + 2| By|.

Requiring that 1W;(0,0) = £2™, implies that |Ey| = 2! or 2™, both of
which are again not possible. Hence, W;(0,0) # £2™, that is, f is not a
bent function. ]

Remark 5.2.2. Similarly, using the ideas as in the proof of Theorem
5.2.1, one can show that functions of the form (constituting the SCD
class)

(SCD) : f(z,y) = g(x,y) + 1z (z) + 1g,(2)1g,(y) + do(z),
cannot be bent.
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5.3 Bentness of Boolean functions in the class CD

In this section, we consider the remaining case which corresponds to the
mixture of indicators stemming from C and D. Let g : Fom X Fom — [Fy,
defined by g(z,y) = Tr{*(zm(y)) € M, be a bent Boolean function,
where 7 is a permutatlon on Fom. Let L C Fom be a linear subspace of
Fym such that (7!, L) satisfies the (C) property, and let Ey, By # {0}
be two linear subspaces of Fan such that m(F) = Ei-. We consider the
bentness of Boolean functions f in 2m variables, being members of the
class CD (cf. Definition 5.3.3), of the form

flz,y) = g(x,y) + 1p(z) + 1k (2)1E,(y), T,y € Fan. (5.7)

The primary task is to find conditions which ensure that the function f
given by (5.7) is bent. Let us consider the Walsh coefficient W(a, b) for

arbitrary but fixed (a,b) € Fom X Fom. Furthermore, let us denote with
C(z,y) :=Tri"(zn(y)) + 11 (x) and M(a,b) = C(x,y) + Tri"(azx + by).

Then,

Wf(aa b) = Z (—1>M(aab)+1E1(3§)]lE2(y)

z,y€Fom
I NSRS 2D e
z€FE; yeFom 2@ Eq yEFgm
_ Z Z(_l)M(a,b) + Z Z(_l)M( b)
r€F yeEy rEE y¢Fy
2. Y
x¢Fy yEFam
) 3D WEILEED ») SIEK
reF, yeF, r€F, yeFom
30 WEIE
x¢ Ey yEFom
_ Z 9 Z Z ZV[ a,b)
z,y€Fom xelh ye b,
= Wela,b) =2 > (=)
rzeF; yeks
_ WC a b _9 Z Z Trl xr(y))+1, 1 (x )+Tr’1”(ax+by).
rxeF, yek,

Since E{ = m(E,), we have that Tr*(zn(y)) = 0 for (z,y) € Ey X Es.
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It follows now that

Wi(a,b) = We(a,b) — 2 - Z Z 1)7ri (az+by)

reFh yekbs

9 Z Z Tr (az+by) . (58)

reELNLL yeE,

Furthermore, if we denote K = E; N L+, it is easy to see that

Z Z Tr’” (az+by) { 2514-52’ (CL, b) E. Ef‘ X Eg‘ ’ (5.9)

0, otherwise
xel, ye kb,

S ()t { 2%, (a,b) € K= x By , (5.10)

0, otherwise
reK yGEQ

where ¢; = dim(F;) and £ = dim(K). Since K C Fj, it follows that
Ef ¢ K%, and therefore Eif x Ey C K* x Ej. Obviously, when
(a,b) ¢ K+ x Ei, we have that W(a,b) = We(a,b). Let us now
consider the following cases:

Case 1: Suppose that (a,b) € Ej x Ey. Since we want that f
is a bent function, we have the following situations:

(I) If W¢(a,b) = We(a,b), then

WC’(CL7 b) = WC(CL, b) _ 2€1+€2+1 + 2,i+€2_'_2
<:>2€1+€2+1 _ 2/€+82+2

Sk =¢e1 — L.
(1) If Wy(a,b) = —Wc(a,b), then —2We(a,b) = —2m+1 4 2r €242 Gince
We(a,b) = £2™, we have

_2m+1 — _2m+1 + 2/1—!—524—2 or 2m—|—1 — _2m+1 + 25+€2+2

The first case is not possible since a power of two is strictly larger
than zero, and the second one leads to Kk = ;.

Case 2: Suppose that (a,b) € (K+\ E{) x E5. Again, requiring that
f is bent leads to the following cases:

(I) If Wf(a, b) = Wc(a, b), then
We(a,b) = We(a,b) + 28He2t2 o giteat2 —

which is not possible.
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(IT) If We(a,b) = —We(a,b), then —2We(a,b) = 27t<2+2. Since the
right-hand side of the equality is positive, so must be the left-hand
side. Thus, we must have that Wg(a,b) = —2™ and in this case
k=¢c¢— 1.

From Case 1 and 2, we obtain bent Walsh coefficients only when k = ¢
or k = £1—1. These observations are summarized below, where Theorem
5.3.1 corresponds to the case kK = £ — 1 and Theorem 5.3.2 refers to the
case kK = £1.

Theorem 5.3.1. Let m be a permutation on Fom, L C Fom be a linear
subspace of Fom such that (71, L) satisfies the (C) property, and let
Ey, Ey # {0} be two linear subspaces of Fom such that m(Ey) = Ei and
dim(E; N L) = dim(E)) — 1. Then, the function f : Fon X Fom — Fy

defined by
fla,y) = Ca,y) + 1g, (1) 15,(y),
where C(x,y) = Tri"(zn(y)) + 1r(x), is bent. Moreover, it holds that

—Wel(a,b), (a,b) € ((EyNL)E\ E) x By
Wila,b) = { Wg(a b

,b), otherwise

Proof. Suppose that (a,b) ¢ (Ey N L)t x Ey. From (5.8)-(5.10), it is
easy to see that Wy(a,b) = We(a,b). Suppose that (a,b) € Ei- x Ej.
Again, (5.8)-(5.10) implies that

Wi(a,b) = Wela,b) — 2 (2979 — 2. 257159y = Wi (a, b).

) =
Lastly, if (a,b) € ((E1 N L)l \ E{) x B3, the sum (5.9) is equal to zero,
and thus from (5.8) and (5.10) it follows that

Wf(a, b) = W(;(a, b) 2€1+52 = Wc(a, b) — 2m+1.

Using Parseval’s equation, it is straightforward to show that We(a,b) =
2™ for all (a,b) € (£ N L)+ x Ey. Thus,

We(a,b) = 2™ — 2™t = 2™ = —Wc(a, b).
In other words, the function f is bent. ]

Theorem 5.3.2. Let w be a permutation on Fom, F1, Ey # {0} be two
linear subspaces of Fom such that w(Ey) = Ei and (77, E{) satisfies the
(C) property. Then the function f : Fom X Fom — Fy defined by

fz,y) = Cla,y) + 1, (2)1g,(y),
where C(x,y) = Tr"(zn(y)) + 1g, (), is bent. Moreover, it holds that

[ —We(a,b), (a,b) € Ef x Ey
Wyla, b) = { Wel(a,b), otherwise
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Proof. We note that (5.8) becomes

Wi(a,b) = We(a,b) +2 ) Y (—1)Trieetty)
xe€F, yeF,
[ We(a,b) + 2™ (a,b) € B} x By
_{ We(a,b), otherwise

Using Parseval’s equation, it is straightforward to show that Wg(a,b) =
—2™ for all (a,b) € Ef x Ey. Thus,

We(a,b) = —2™ + 2™ = 2™ = —Wi(a,b).
In other words, the function f is bent. ]

Definition 5.3.3. Let 7 be a permutatlon on Fom, L C Fom be a linear
subspace of Fon such that (771, L) satisfies the (C) property, and let

E1, Es # {0} be two linear subspaces of Fom such that m(Ey) = Ei. If

dim(EyNL*Y) = dim(E;)—1 or E; = L*, then the class of bent functions
f : Fom X Fom — [Fy containing all functions of the form

(CD) : f($7y) - TTT(I‘?T(Z/)) + a’OILLJ-(x) + CLlﬂEl (I)ILEQ(y)7 Q; G(Ingal)
is called CD and is a superclass of C and D. |

Remark 5.3.4. Let us consider the sum of the indicators 1;.(z) +
1g,(x)1g,(y) defined above. We note that

Ipo(z) + 1p (2)1E,(y) =1
&(z,y) € (L x Fon) \ (By x Ey) V (z,y) € (B X Ey) \ (L x Fan)
@(Z’,y) c (LL X FQW)A(El X EQ) =9,

where A denotes the symmetric difference of sets. Moreover, the cardi-
nality of S is equal to

S| = 2mtA ggate _getl 1l B, (5.12)

where dim(L*) = X and dim(E;) = ¢;, i = 1,2. It is easy to verify that S
is neither a linear nor an affine subspace of Fn, rather a set of elements

5.3.1 Sufficient conditions for functions in CD to be outside

M#

Similarly as for functions in SC, we present sufficient conditions for func-
tions in the CD class to be provably outside M#. We also partially ad-
dress the normality of these functions and the main conclusion is that the
choice of indicators must be further refined in order to possibly identify
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instances within CD class which are weakly non-normal. Consequently,
this would imply that such functions lie outside the completed PS™ class.

The following proposition is proved to be useful for our main result.

Proposition 5.3.5. Let V' be a subspace of Fy. Then, we have

n—dlmV _27 1 a’yb7a@b V
deg(DoDy(1y(2))) = { 0 V) o]ttherwz'se ? .

Proof. We know that deg(1y (z)) = n—dim(V'). Further, if a,b,a®b ¢ V,

then
DoDy(1v(2))) = 1y(z) ® ly(z @ a)
Sly(zdb)® ly(z B adb)
= ﬂVU(V@a)U(V@b)U(V@a@b)(aj)y
that is, deg(D,Dy(Lly(z))) =n —dim(V) — 2. If eithera € V, b€V, or

a®becV then
D.Dy(1y(x))) = 0.
[]

We are now able to prove that, under certain conditions, functions in
CD are provably outside M7.

Theorem 5.3.6. Let m be a permutation on Fy', L C F3 be a lin-
ear subspace of FY' such that (71, L) satisfies the (C) property, and let
E1, Ey # {0,,} be two linear subspaces of F3' such that w(Ey) = Ei.
Furthermore, we assume that either dim(E; N L*Y) = dim(E;) — 1 or
Ey=L*. Let f : F' x F* — [y be defined by

fla,y) =2-7(y) © 1 (z) © 1 (2)1E5,(y).

If (771, L) and (7, By, Es) satisfy the properties (C1) and (D1) — (D3),
respectively (cf. Theorems 2.2.6 and 2.2.7), then f is a bent function in
CD outside M7,

Proof. From Theorems 5.3.1-5.3.2, it follows that f is bent. From Lemma
2.2.4, it suffices to show that there is no m-dimensional subspace V' of
F3" x F3' := F} on which the second-order derivative D,D;(f) vanishes,
for any nonzero a,b € V.

The second-order derivative of f with respect to a = (a1,a2) and b =
(b1,b9) in V C F' x FY', can be written as

Danf(SU, y) = - (DGQDbQﬂ-(y)> Da- Db2ﬂ-(y D a2)
©b1 - Do, (y © ba) © Dy, Dy, 11 (1) © Dy Dylp, (2)1E,(y).
(5.13)
We know that Ey x Fj is a subspace of F§ and therefore F§ = [ J (E; X
u, €U
FEy)®u;, where U is a set of (disjoint) coset representatives w.r.t. FEy X Eo
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and consequently (u; ® (Ey x E3)) N (u; & (Ey X Ey)) = 0 for any u; #
uj € U. Any a € Fj can then be written as a = al! @ o, where
alll € By x FEy and a/? € U. Thus, we have

DoDylp, (2)1g,(y) = Dy Dyzr 1, (2) 15, (y)- (5.14)

If {a® € U : (a @ al?) € V}| > 2, then we select two nonzero vectors
a,b € V such that o, b2 € U, where a = alY! @ a2 and b = Y @ 2.
Thus, we have al? @ 0% € U, that is, «® @ b ¢ E; x E;.  From
Proposition 5.3.5 and (5.14), we have that

deg (DaDplp, ()1g,(y)) = m — 2.

Since the properties (D1) and (D3) are satisfied, we have that
deg (DyDy(m(y) - x)) < m — 2 and deg (Dy, Dy, 111(x)) < dim(L) —2 <
m — 2. From (5.13), it follows that

D,Dyf# 0.

If [{a? e U: (e @ al) € V}| <2, then |V N (E) x Ey)| > 2™ (since
|V| = 2™). From property (D1) and 7(Es) = Ef-, we have

|Vﬂ (El X E2)| > 2m—1 > |E1‘ and ‘V N (E1 X EQ)‘ > 2m—1 > ‘E2|
Moreover, we have that
\Vﬂ(Elxﬂm)\22 and ‘Vﬂ(OmXEQ)‘Z2,

which can be justified as follows. For instance, assuming that |V N (FE; x
0,,)] < 2 then |V N (Ey x E3)|<|Es|, which is in contradiction with
VN (E; x Ey)| > 2™ > |Ey|. Hence, we can select two nonzero vectors
a,b € VN (E; x Ey) such that a = (a1,0,,),b = (0,,, bs).

From (5.13), we have that

D,Dyf(z,y) = ai- Dy7m(y) ® D,Dylg, (x)1lE,(y)
— a]. : DbQﬂ-(y)7

since a,b € V N (E; X Ey) and therefore D, Dylg (x)1g, = 0. As the
property (D2) is satisfied, it holds that a; - Dy, m # const. Thus, for any

m-dimensional subspace V' of 5" x F5* we can find nonzero a,b € V' such
that Danf 3_’5 0. []

As an immediate consequence of the previous result, we present the
following explicit family of bent functions in CD outside M#. We will
define it using a finite field notation.
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Proposition 5.3.7. Let n = 2m, m even, and s be a positive divisor of
m such that m/s is odd. Let w(y) = y¢ be a permutation on Fym such
that d(2°+1) =1 (mod 2™ —1) and wi(d) > 3. Let L = (1,a,...,a* 1),

25_1 2(25-1)

where a 1s a primitive element of Fas, By = (a3 ,a 3 ) and By = Ey.
Then, the function f : Fom X Fom — Fy defined by

fla,y) = Tr"(zy") + 112 (z) + 1, ()1, (y), 2,y € Fom,
is a bent function in CD outside M7.

Proof. From [88, Theorem 9] we know that (7', L) satisfies the (C)
property. Since m is even and m/s is odd, we must have that s is even.

Thus, 22 — 1 = 3|2° — 1 and furthermore Ej is not only a vector space
but also corresponds to a subfield {0, 1,042%,042(2371)} of Fos. Since 7w

is a monomial permutation, it must map every subfield to itself, thus
m(Ey) = Ey = Ef. Since wt(d) > 3, from [88, Proposition 5|, we have
that Tr"(un(y)) admits no linear structures, for any u € F5.. Since
dim(FEs) = 2, we have that dim(E;) = m — 2. Hence, the conditions
(C1) and (D1) — (D3) of Theorems 2.2.6 and 2.2.7, respectively, are
satisfied. From Theorem 5.3.6, it follows that f is a bent function in CD

outside M#. O

Example 5.3.8. Let m = 6, s = 2 and d = 38. One can easily verify
that d(2° + 1) = 1 (mod 2™ — 1). With respect to the notation in
Proposition 5.3.7, we have that for Ey = Fy: and E; = F5 the function
f i Fae X Fose — Ty defined by

fla,y) = Tri(zy™) + 1g, (@) (1 + 1E,(y), @,y € Fas,

is a bent function in CD and is outside M.

Remark 5.3.9. Especially, for m = 6, we inspected all possible choices
for L, Fy and F5 such that either dim(L) = dim(Fs) = 2 or 3, (71, L)
satisfies the (C) property and m(Fs) = Ei, where 7(y) = y* is a fixed
permutation on Fos. Using the mathematical software Sage, we were able
to construct 500 functions f € CD of the form (5.11) for the fixed permu-

tation m given above. Furthermore, all of them are outside M#. With
the same notation as in the example above, we could also confirm that
the function f is pairwise EA-inequivalent to the functions fi(z,y) =
Trd(xy®®) + 1g,(x) € C and fo(x,y) = Tré(zy®) + 15, (z)1g, € D. The
question whether (some of) these functions induce distinct EA-equivalent
classes is left open.

We now provide one more example of bent functions in CD outside M7,
for larger n.

Example 5.3.10. Let m = 9 and d = 284. We note that d(2® + 1)
mod (22 — 1) = 1, wt(d) = 4 and d mod (2° — 1) = 4. Let L =
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(1,a,a?) and Fy = (o, a?), where « is a primitive element of Fys such
that a® + a + 1 = 0. From [88, Theorem 9|, we know that (7!, L)
satisfies the (C') property. We further observe that Ej is a 2-dimensional
subspace of Fos. Let us show that m(E;) = E. From o = o + 1 we
have that o* = o + a®. Because «a is an element in the small field Fos,
we consider its exponent modulo 23 — 1. Thus, we have that:

09 =0,

ad:a4:a+a2,

(03)! = (a¥)! = " = a,
(&+Oé2)d — (&4)d — 0416 — (a8)2 — Of2.

In other words, 7w(Ey) = Ey = Ef. Since wt(d) > 3, from [88, Proposi-
tion 5], we have that Tr{"(um) does not admit linear structures, for any
u € Fi... Since dim(FE>) = 2, we have that dim(FE;) = m — 2. Hence the
conditions (C'1) and (D1) — (D3) of Theorems 2.2.6 and 2.2.7, respec-
tively, are satisfied. From Theorem 5.3.6, it follows that the function
f :Fg x 99 — [Fy defined by

flz,y) = Tri(zy”?) + Ls(z,y), 2,y € Fo,

is a bent function in CD outside M¥, where 1g(x,y) = 1 if and only if

(z,y) € Sand S = (L xFou)A(E; X E5) (see Remark 5.3.4), and equals
0 otherwise. From (5.12), it is clear that 1g modifies the truth table of

g(z,y) at 2970 = 215 positions. Furthermore, S is neither a linear nor an
affine subspace.

With the same notation as in Example 5.3.10, Table 5.1 illustrates the
bentness and algebraic degree of the Boolean function f : Fgs X Fo9 — [y
defined as

f(z,y) = Tri(zy”) + aolpe(z) + a1lp, (2)1g,(y) + azdo(z),  (5.15)

for all possible values ag, a;, as € Fs.

(ap,a1,ay) € Fy | Algebraic degree | Bent Class
(0,0,0) 5 yes M
(0,0,1) 9 yes | Do\ M¥
(0,1,0) 9 yes | D\ M#*
(0,1,1) 9 1o :
(1,0,0) 5 yes | C\ M7*
(1,0,1) 9 yes | SC\ M#*
(1,1,0) 9 yes | CD\ M¥
(1,1,1) 9 1no -

Table 5.1: Class inclusion in M# of the Boolean function f defined by (5.15)

As a generalization of Example 5.3.10, we give the following result which
regards the case n = 2m where m is odd.
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Proposition 5.3.11. Let n = 2m, m = 3l is odd and r be a positive
integer such that ged(r,3l) = 3 and d(2" + 1) = 1 mod 2™ — 1 with
wt(d) > 3. Let L = (1,a,0?) and Ey = (a,a?) and By = Ey, where o
is a primitive element of Fys such that o® +a+1 = 0. Then the function
[ Fom X Fom — Fy defined by

flz,y) = TTT(xyd) +10(z)+ 1p(2)1g,(y), x,y € Fam,

is a bent function in CD outside M7 .

Proof. Because ged(r,3l) = 3 and m/3 = [ is odd, by [88, Theorem 9],
we have that (¢, L) satisfies the (C) property, where ¢(z) = 22 ™ is a
permutation of Fym and L = (1, a, a?). Furthermore, since 7(z) = 2% is
the inverse of ¢ and wt(d) > 3, we know that 7r{"(um) has no nonzero
linear structures for any u € Fi.. Now, we prove that d mod (23 —
1) = 4. It is well-known that ged(2% — 1,2° — 1) = 2&d(@b) _ 1 Thus,
ged(23 — 1,23 — 1) = 23 — 1. Furthermore, if a = b mod N and M|N,
then a = b mod M. Hence, we have that d(2" +1) = 1 mod 2% — 1.
Since (28 —1)[(2"—1) = (2" +1—2), we have that 2" +1 =2 mod 23— 1.
From the last two congruences, we conclude that 2d =1 mod 7 and it

is easy to compute that d = 4 mod 7. From o® = o + 1 we have that

a* = a4+ o?. Because a is an element in the small field Fos, we consider

its exponent modulo 23 — 1. Thus, we have that:

04 =0,
o’ =at=a+ad
(a2)d:<&2)4:&8:&’
(CK-I-OzQ)d — (&4)d — &16 — (048)2 — 042‘

In other words, m(E;) = Fy = Ei. Since dim(E») = 2, we have that
dim(FE;) = m — 2. Hence, the conditions (C'1) and (D1) — (D3) of
Theorems 2.2.6 and 2.2.7, respectively, are satisfied. From Theorem
5.3.6, it follows that the function f : Fy X 99 — Fy defined by

fl@.y) = Tri"(zy") + 1pa(2) + 1p, (2)15,(y), 2,y € Fau,

is a bent function in CD outside M7. ]

Using the software Wolfram Mathematica, we could confirm this result,
and additionally some suitable values of r and d for different m are listed
below.
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m | r d

9 3 284
96 228
15 3 | 18204
15| 6 | 18652
151 9 | 14116
15112 | 14564
21| 3 | 1165084
21| 6 | 935652
21| 9 | 1197788
21 | 12 | 899364
21|15 | 1161500
21 | 18 | 932068

5.3.2 Addressing the normality of functions in CD

In [15], it has been shown that if a Boolean function f in 2m variables is
in the completed PS™ class, then it is weakly normal. In other words, if

a function is weakly non-normal then it lies outside the completed PS™
class. Recall that a function f : F3™ — Fy is called normal (weakly nor-

mal) if there exists a flat of dimension m in F3™ such that f is constant
(affine) on this flat. In this section, we discuss the weak normality of the
functions in CD and propose an interesting research problem regarding
them.

Remark 5.3.12. Depending on the choice of L, F; and FEs, the functions
in CD are weakly normal in the majority of cases when 7(Es) = Ey = Ef-.

If dim(E, N L) = dim(E)) — 1 or By = L*, we can have four possible
situations £y = Lt Lt C By, By C Lt and dim(E;) = dim(LY) A
dim(E; N L) = dim(E;) — 1. We will consider these cases depending if
7T(E2) = E2 or 7T(E2) 7& EQ.

1. Suppose that 7(Fs) = Ey = Ef-.

(a) L+ = E;. If we consider an m-dimensional subspace E; x Fy of
Fom X Fom, we have that 1+ 1g,(y) = 0 for all y € E,. Thus,
Ig,(2)(1 + 1g,(y)) is always equal to 0. On the other hand,
because of the choice of F; and FEs, we have that Tr]"(xn(y)) =

0 because x € Fy and w(Ey) = Ei-. Thus, f|g «g, = 0.

(b) Lt C E;. If we take a € Fam \ Ey, we have that 1;.(z) =
g (x) =0 for all x € a + Ey. Thus, 1;.(x) + 1g,(2)1g,(y)
vanishes on the m-dimensional flat (a+ E7) x F. Furthermore,
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for (z,y) € (a + Ey) X Ey (w.lo.g. say x = a + e1) we have:

Tri'(am(y) = Tr'(a + e)m(y) = Tri'(am(y) + Tri'(e1m(y))

=0 (same as in 1.)

= Tri"(am(y)).

Since w(FEs) = FEy we have that {Tr{"(an(y)) : y € FEy} =
{Tr{"(ay) : y € Ey}, which is obviously the truth table of an
affine function. Thus, f|a+r)xn, is affine.

(c) By C L*. If we take A € L+ \ Ej, we have that 1;.(z) = 1 and
g (x) =0forallz € A\+ Ey. Thus, 17:(z)+ 1g,(2)1g,(y) =1
on the m-dimensional flat (A + E;) x Ey. Similarly as in 2.,
Tri"(xm(y)) is affine on this flat. Thus, f|\ig,)xps, is affine.

(d) dim(E4) = dim(L*Y) =m — p, dim(EyNLY) =m — p— 1. Let
U = E; + L' be the direct sum of F; and L. It holds that
dim(U) = dim(E;) +dim(L+) —dim(EyN L) = m—p+1. On
the other hand, dim(F,) = p.

i. If 4 = 2 (all of the known constructions of functions in D
outside M# have dim(E,) = 2), then dim(U) = m — 1. Let
a € Fom \ U. If we consider the flat A = (o + U) x {0, 8},
where 5 € Esy, we have that 1. (x) + 1g,(2)1g,(y) = 0 and
Tr"(zm(y)) is affine for all (x,y) € A. Thus, fQ\A is affine.

ii. Suppose p > 2. Again, we have that dim(U) = m — u +
1 and dim(F;) = p. Let W be any (u — 1)-dimensional
subspace of Ey. Then, 1;.(z) + 1g,(x)1g,(y) vanishes on
A= (,0)+ (U x W), where a ¢ U. Let us consider the
function Tr"(z7m(y)). lf v € a4+ U, then w.lo.g. z = a+uz,
for some z,, € U. We have that:

Tri* (o4 wu)m(y))) = Tri*(am(y)) + T (zum(y))-

We note that if z,, € U \ Ey, then Tr{"(z,7(y)) is not nec-
essarily an affine function and thus we cannot be certain if
f is affine on A.

To summarize, we have that f is weakly normal for the situations
(a)-(d-i). In the case (d-ii), the question whether f is weakly normal
remains open.

The case when 7(Fs) # Fs, seems to be more difficult to analyse which
leads to the following open problem.

Question 5.3.13. With the same notation as in Definition 5.5.3, sup-
pose that either w(Ey) # Eo or m(Ey) = Ey with dim(E)) = dim(L') =
m — u, ;> 2. Is the function f defined by (5.11) weakly normal?
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Remark 5.3.14. Apart from the exclusion from the PS class, it would
be of interest to investigate whether bent functions in CD may also lie
outside the completed classes C* and D*. Apparently, by the definition
of CD, the members of CD cannot lie in C or D but due to the lack of
indicators for the membership in their completed versions there is no
rigorous conclusion concerning this question. Most likely, only certain
instances of functions in CD are outside C* and D#. This however
remains to be shown and appears to be a difficult task.

5.4 Bent duals of functions in C,D,SC and CD

In 1993, Carlet determined the bent duals of functions in Dy [17, Corol-
lary 1] and D [17, Proposition 1]. In this section, we determine explicitly
the bent duals of certain instances of functions in C not covered by Car-
let’s result. We also present another approach to determine the duals
of certain functions in D and show that these can be constructed from
the C and M class. The duals of certain functions in SC and CD are
also specified and it is shown that these can be used to construct bent
functions in B, by concatenating four suitable bent functions in B,
that stem from these classes. Moreover, we show that the resulting bent

functions are outside the M7 class.

We recall that, by [17, Corollary 1], the following result gives us the bent
duals of functions in D,.

Proposition 5.4.1. [17] Let n = 2m and 7 be a permutation on Fom.
Let f:Fom X Fom — [y be a bent function in the Dy class defined by

flz,y) = zn(y) + do(x), x,y € Fom. (5.16)
Then, its dual f* is also a bent function in 2m variables defined by
fr(@,y) = yrH(z) + do(y).

Throughout this section we will be using the notion of (Py) property as
seen in Lemma 3.1.5.

5.4.1 Bent duals of certain functions in C and D

In what follows, we determine the bent duals of certain instances of bent
functions in C and D.

Proposition 5.4.2. (C instance) Let f : Fom X Fom — Fy be a bent
function defined by

fz,y) = Tri(zy?) + H(Tr{”’(o/m) +1), z,y € Fom, (5.17)

el
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where a is a primitive element of Fos, I C {0,...,s— 1}, s is a positive
divisor of m such that m/s is odd, d(2° + 1) = 1 (mod 2™ — 1) and
wt(d) > 3. Then, the dual f* : Fom X Fom — Fo of f is defined by

Fi(x,y) = T My) + T[T (y(a's + a'a® + ) + 1), 2,y € Fyn.

el

Proof. By [82, Lemma 4.15], it holds that the function (z,y) +—
Tri(z* ly) satisfies the (Py) property with the defining set U =
{(a?,0):i1=0,...,5—1} (we note that the general condition is that for
all (u1,us), (v1,v9) € U C Fos X Fos it holds that ujve 4+ ugvy = 0 and
Tr(u3ve + viug) = 0). Thus, by [82, Theorem 4.17], its dual is defined
by

[ (@y) =Tr"(«* y) + H(Tﬁ"(y(aix +a's? +a*))+1), 2,y € Fom.

el

]

Notice that [[,.;(Tr"(a'z) + 1) corresponds to the indicator function
Fon > 2 +— 171 (z) where L = (o' : i € I). Furthermore, by [52, Theorem
5.8-(ii)], we can take L = (cy,...,¢;) where ¢; € F}, for i = 1,...,1, so
that (771, L) satisfies the (C) property, where 7 is defined as above.

To determine the duals of functions in the D class, we will use a sec-
ondary construction of bent functions in bivariate form introduced in

[82]:

Construction 5.4.3. Let U = {u; = (u14,u2;) : 1 <i <t} C FomxFom,
where 1 <t < m. Let g : Fom X Fon be any bent function function
whose dual g* satisfies the (Py) property with the defining set U. Let
F(Xi,...,X}) be any reduced polynomial in Fo[X7,..., X;]. Then the
function f : Fom X Fom — Fy defined by

flz,y) = g(z,y) + F(Tr{"(u112 + w1 2y), ..., Tri (w1 + ueoy))

is bent and its dual (by |90, Theorem 2.3]) is defined by

[ (@, y) =g (z,y) + F(Du,g"(x,y), ..., Du,g"(x,y)). (5.18)

Let m(y) = y? and E5 be a vector subspace corresponding to a subfield in
[Fys, where s is a positive divisor of m such that m/s is odd, d(2° + 1) =
1 (mod 2™—1) and wt(d) > 3. The following lemma shows that the duals
g* of bent functions g in 2m variables, defined by g(z,y) = Tr(xy?) +

1g,(y), x,y € Fom, satisfy the (Py) property with the defining set U =
{0%} X b(FE,), where b(FEs) is a basis of Es.
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Lemma 5.4.4. Let E5 be a vector space in Fom which corresponds to a
subfield in Fas, where s is a positive divisor of m such that m/s is odd,
d(2°4+1) =1 (mod 2™ — 1) and wt(d) > 3. Let g : Fom X Fom — Fy be a
bent function defined by

g(z,y) = Tri"(zy") + 1g,(y). =,y € Fau.
Then, its dual is defined by

g (z,y) = Tri*(z*y) + 1g, (2> ),

and furthermore Do Dypg* = 0 for all a,b € U = {0} x b(Es) or b(E3) X
{0}.

Proof. Obviously, the function ¢ is a Maiorana-McFarland function of

the form g(z,y) = Tr{"(zm(y)) +h(y) with 7(y) = y* and h(y) = 1p,(y).
Thus, its dual is of the form

g (z,y) = Tri"(yr " (2))+h(nH(z)) = Tri (2> ) +1g, (2 ), 2,y € Fon.

Let a,b € U and z,y € Fon be arbitrary. Clearly,

DaDyg"(w,y) = DaDyTri'(y* ) + Do Dylp, (v 7).

By [82, Lemma 4.15], it holds that D,DyTr"(yz* 1) = 0. On the other
hand, because 1g,(z* ™) depends only on z, it is easy to note that
DDyl g, (z* 1) =0 for all 2 € Fom if a,b € {0} x F5. Hence, g* satisfies
the (Py) property with the defining set U = {0} x b(E5). On the other
hand, if U = b(F3) x {0}, then

DuDyl, (z* 1) = 1, (2 ) + g, (2 + @)2) + Ly (2w + b)>)
(oot b7

Now if z € Fy, then 22 (2 +a)* ™ (2 +0)* ™, (. +a + 1) € Ey
for all a,b € b(Ey) and thus D,Dylg, (2> ™) = 0. If 2 ¢ s, as Fy is a
field and z — 22 ™! is a monomial permutation, the elements of Fy are
mapped to itself and thus z* ! ¢ E,. Furthermore, since a € b(E»),
it must hold that = + a ¢ Fy and similarly as before (z + a)* ™ ¢ Es.
The same argument holds for (x + 0)* ! and (2 + a + b)>" 1. Thus,
DDyl g, (z* 1) =0 for all x € Foun. O

Now, as a direct consequence of Construction 3.1.1 and Lemma 5.4.4,
we have the following result which is used to provide the dual of certain
instances of bent functions in D, namely in Theorem 5.4.7.
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Proposition 5.4.5. With the same notation as in Lemma 5.4.4, let
[ Fom X Fom — Fy be defined by

f(x7y) = g(xay) + ]].E1<ZE'), T,y € F2m7

where g(x,y) = Tr*(zy?) + 1g,(y) and Ey = Ey. Then, f is bent and
its dual is defined by

Floy)=g@y)+ [ @r'yws” +wr+w?)+1), 2,y € Fan.
OJEb(Ez)

Proof. By Lemma 5.4.4, g* satisfies the property (Py) with the defining
set b(F5) x {0}. Thus, by Construction 3.1.1, the function f defined by

fla,y) =glx,y)+ ] @ri(wz)+1) =g(z,y) + 1g, (2)
wEDb(E,)

is bent. Let us compute the first order derivative of ¢* in (w,0) for
w € b(EQ)

Dioyg"(x,y) = g"(z,y) + ¢"(x + w,y)
= Tr' (2™ " y) + 1g, (2 7) + T (@ +w)” y)
+ 1p,((z +w)* )
= Tr{"(y(ws” +wz + w?).

Thus, by Construction 3.1.1, the dual f* of f is defined by

f(z,y) = g"(z,y) + H (Tr(y(wr* +wr +w?)) + 1), 2,y € Fam.
LUEb(EQ)

[]

In [57] the author determines the duals for functions obtained by the
following secondary construction of bent functions.

Theorem 5.4.6. [57, Theorem 4] Let n be any positive even integer. Let
f1, fo and f3 be three bent functions on Fy. Denote by fy the function
J1+ fo+ f3 and by o the function fifs + f1f3 + fofs. Now, if fy is bent
and if fi = f{ + f5 + [3, then o is bent and o™ = f{ f5 + [ 5+ [3 [35.

We will now prove that certain functions in D can be expressed in terms
of Theorem 5.4.6 and as a direct consequence we will be able to determine
the duals of the corresponding functions in SC and CD.

Theorem 5.4.7. (D instances) With the same notation as in Theorem
5.4.6, let n = 2m, s be a positive divisor of m such that m/s is odd, and
d a positive integer such that d(2°4+1) =1 (mod 2™ — 1) and wt(d) > 3.
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Let Es be a subfield of Fos and Eq = E2L Let f; : Fom X Fom — [y,
1=1,2,3,4, be defined by:

filz,y) = Tri(zy?),

foz,y) = Tri"(ay”) + g, (2),
fa(z,y) = Tri'(zy?) + 1g,(y),
fa(z,y) = filz,y) + falz,y) + f3(2,9).

Then, using 0 = fifs+ fifs+ fofs, the function o(x,y) = Tr*(xy®) +
1p (x)1g,(y) is bent and its dual is defined by

o' (w,y) = Tri'(z" y)

+ H (Tr™(wz® ™) + D)(Tr (y(we + wr® +w?)) + 1).
wEb(Es)
(5.19)

Proof. Firstly, by Proposition 5.4.5, we have that f; is bent and its dual
f1 is defined by

fi=Tr @ )+ [T @ wa™ ) + 1)+

feb(E2) J
e
H (Tr"(y(wz + wz? +w?) +1). (5.20)
b\deb(Eg) )
1/12@21/)

From Proposition 5.4.2 and Lemma 5.4.4, it is easy to compute that
i+ f5+ f5 = fi. Thus, by Theorem 5.4.6, the function o is bent.
Furthermore,

o(z,y) = filz,y) fo(z,y) + filz,y) [3(z.y) + folz, y) f3(z,y)
= Tr{"(xy") + Tr{"(ay") g, () + Tr"(zy®) + Tri"(2y") g, (y)+
+ Tr™(xy®) + Tr(xy) 1g, (y) + Trl(zy)) 1, (z) + 1g, (2) 1z, (y)
= Tri*(zy”) + 15, (2)15,(y),
that is ¢ € D, and its dual is defined by:
o*(z,y) = fi(z,9) fs(xy) + fi(@,9) f5(xy) + 5 f5(xy)
= Tr{"(a*y) + 1 (x) ez, y)
= Tr{"(«*"y)

+ H (T (w2 + 1)(Tr(y(we + wa® + w?)) + 1).
web(EQ)
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The above results are used in the next section for specifying the duals
of bent functions in SC and CD.

5.4.2 Duals of bent functions in SC and CD

Using a similar approach as in Proposition 5.4.5, we will show that cer-
tain functions (“parts” of functions in SC and CD) satisfy the (Py) prop-
erty with some defining set, and consequently we will be able to deter-
mine the duals of the corresponding functions in SC and CD.

Proposition 5.4.8. (SC case) Let f : Fom X Fom — Fy be a bent function
defined by

fx,y) = Tr(xzy®) + H (Tri*(a'z) + 1) + do(z), z,y € Fom, (5.21)

el

where a is a primitive element of Fos, I C {0,1,...,8 — 1}, s is a
positive divisor of m such that m/s is odd, d(2° + 1) =1 (mod 2™ — 1)
and wt(d) > 3. Then, the dual f*: Fom X Fom — Fy of f is defined by

frlay) =T y) + [ [ (T (w(a'e + o'a® + o™) + 1) + do(y),

el
for x,y € Fom.

Proof. Let g(x,y) = Tr{(xy?) + dy(x). Then, by Proposition 5.4.1, we
have that g*(z,y) = Tr"(yax® 1) + d(y). We will prove that g* satisfies
the (Py) property with the defining set U = {a' : i € I} x {0}. Let
a,b € U and z,y € Fom be arbitrary. Then,

D.Dyg* (. y) = DaDy(Tr"(z* ) + DaDy(d0(y)) = 0,

because the first summand is equal to zero by [82, Lemma 4.15] and the
second summand is equal to zero since the y-coordinate of a and b is
equal to zero. Thus, by [82, Theorem 4.17|, the function f is indeed
bent and its dual is defined by

Fay) =Tr7 @ y) + [[ (07 (y(e's + a'a® + o®) + 1) + do(y),
el
for z,y € Fom. ]

Using a similar method, we determine the duals of bent functions in CD.

Theorem 5.4.9. (CD case) With the same notation as in Theorem
54.7 let 0 : Fom X Fom — Fy be defined by o(x,y) = Tri*(zy?) +
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g (x)1g,(y), x,y € Fom. Let L C FEy be any subspace of Fom of di-
menston at least 2. Then, the function f : Fom X Fom — Ty defined

by
fla,y) =o(@y)+ [] @ri(wz)+1), 2,y € Fon,
web(L)

1s bent and its dual is defined by

fay) =o@y)+ [ @@yws+wr® +0?) +1), 2,y € Fa,
web(L)
(5.22)

where b(L) is the basis of L.

Proof. Let a,b € b(L) x {0} and z,y € Fon be arbitrary. From

Theorem 5.4.7, we have that D,Dyo*(x,y) = D,DyTr7(z* ly) +
D, Dyipy(x)e(x,y), where 11,19 are defined by (5.20). By [82, Lemma

4.15], we have that D,DyTr7 (2> *ly) = 0. Let X € b(L) C E, be
arbitrary. Then,

o+ N y) = H (Tr1™(y(wz® +wA+wr +wA+w?) +1) = Py, y)
wEb(Eg)

and thus ¥s(x) = Ya(x + a) = Pa(x + b) = o(x + a + b). Hence,

Do Dyhr(x)he(z,y) = 1(x)de(z,y) + ¥1(z + a)a(z + a, y)
+ 1z + 0)a(z + b,y) + 1 (x + a+ b)he(x + a+b,y))

= to(z,y)(Y1(z) + 1(x + a) + Y1(z + b) + 1 (v + a+b)
= Po(x,y) (1g,(2* ) + Lg,((x + a)* )+

Lg,((z +0)" ) + 1g,((z +a+ )" ).
Because = — z* ! is a monomial permutation and E; is a field, it holds
that (z + A\)? 1 € Ey if and only if x + A\ € E, and for A\ € Ey, it is
equivalent to the fact that x € F5. Thus, as a,b € b(L) C E,, we have
that

Do Dyipr ()2, y) = Vo2, y) (1, (27 +) + 1g, (a* )
+ 1g, (2% + 152" 1) =0,
for all z,y € Fom. Hence, o* satisfies the (Py) property with the defining

set b(L) x {0}. Consequently, by Construction 3.1.1, the function f is
bent and its dual is defined by (5.22). O



Chapter 6

Applications of the classes SC and
CD for the construction of other
cryptographically significant
mappings

6.1 Vectorial bent functions weakly /almost strong-
ly /strongly outside M7

One of the goals of this chapter is to address the design of vectorial bent
functions (with coordinates in C or D) weakly/strongly outside M#
introduced in [88]. Similarly to the Boolean case, these vectorial objects
may provide better understanding related to more complete classification
of these structures.

6.1.1 New families of (vectorial) bent functions weakly/al-
most strongly outside M7

In this section we construct several infinite families of bent functions
lying weakly and almost strongly outside the class M7%. We use the
construction method presented in [4] and show that with some addi-
tional constraints, we are able to give an univariate definition of vecto-
rial bent functions whose (certain) components are outside M7#. In this
section, we address the case when only some components are outside the
class M7, whilst in the next section we consider the design of functions
strongly outside M.

Let us define F' : Fon X Fom — Fom with F(z,y) = an(y) + 9(y),
where 7 : Fom — Fom is a permutation and g : Fom — Fom is an ar-
bitrary function. Let A € Fi,.. be arbitrary, we then have the component
F\(z,y) = Tr]"(Azm(y) + Ag(y)). Its corresponding dual is defined as

69
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(see [96]):
Fy(z,y) = Tr{" (yn ' (z/X) + Ag(n ™! (x/N)) |

where 771 is the inverse permutation of w. As a generalization of the
results in [4], we give the following result.

Lemma 6.1.1. Let aq, ..., be any t linearly independent elements in
F5., where 1 <t <m. Let G(x,y) = xn(y), where w is any permutation
over Fom. Then the dual component G5 satisfies (3.2) with

g:(wy) =Ty (i (5) ) (6.1)

Proof. Let A\, x,y € Fi. and (wy, ..., wy), (s1,...,8) € F5 be arbitrary.
Let us consider (3.2).

t t t t
x
G\ <1: + Zumwi, Y+ Zuiﬂsi) =Gy (az, y+ Z aisi> =Tr" ((y + Z aisl) ! ()\)>
i=1 i=1 i=1

=1

S (o () + o o ()

= G;(I}y) + Z Sigi(xa y)a

=1

where g;, i = 1,...,t, is defined by (6.1). ]

As a direct consequence of Theorem 3.1.3 and Lemma 6.1.1, we have the
following result.

Theorem 6.1.2. Let aq,...,a; be any t linearly independent elements
in F5., tim. Let G(x,y) = zmw(y), where m is any permutation over Fom,
and let h be any vectorial Boolean function from FY to Fo. Then the
function

F,y) = zm(y) + h(Tr"(ewy), ..., Tri*(awy)),
generated by Construction 1, is a bent vectorial (n,t)-function.

Remark 6.1.3. We note that specifying F(z,y) = G(x,y) + H(x,y) =
G(z,y) + Hi(y) with Hy(y) = h(Tr]"(a1y),...,Tri"(owy)) gives bent
functions in M. Hence, we need to identify suitable sets U = {uy, ..., u:}
such that H depends on (z,y) with x # 0.

In connection with the class Dy, we obtain the following result which
holds in general for any permutation 7 for which the function is in Dy \

M.

Proposition 6.1.4. Let G(x,y) = xn(y) be a bent (2m,m)-function,
where 7 is a permutation on Fom such that x — Tr*(zA7(y)) + do(x) €

Do\ M for \ € F5.. such that Tr7(\) = 1. Then, the function F(z,y) =
G(z,y) + do(x) is a bent (n,m)-function weakly outside M7 .
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Proof. For \ € F},. we have that
Ga(x) = Tri"(Azm(y))

+ 60(2)Tr(N) = { Trit(Aam(y)) + do(z), Tri(A) =1

Tri*(Axem(y)), Tri"(A) =0

In other words, the component G is in Dy if Tr(\) = 1 and in M*
if Tri*(A\) = 0. This implies that the function F' is weakly outside the

class M#. O

Suppose G satisfies property (3.2) with the defining set {u,...,un},
w = (04,0), o; € F3. Let X = (Tr{"(wz),...,Tr]"(unz)) and let
h(X) = 0p(X), i.e. h(X) =1if X =0,,, and 0 otherwise. Since

WX)=1<X=0,<Tr(wz)=...=Tr{"(upx) =0
sr=0&0(r)=1

we conclude that
G(x,y) + h(Tr(aqx),..., Tr(anz)) < G(x,y) + do(x).

In other words, the function F' in Proposition 6.1.4 may be obtained
using Construction 3.1.1.

Remark 6.1.5. In [67], the authors give an example of a vectorial bent

function weakly outside M, constructed from the class Dy. It is defined
as follows: F' = (f1,..., fm), where f; : Fom X Fom — Fom is defined by
filz,y) = Tri(cum(y)z) + 22" 1+ 1,1 <i<mand (a1, 0,...,0) =
(1,7,7%...,72"") € Dy \ M#, where 7 is a primitive element of Fm
and 7 is a permutation on Fon. We note that the function constructed in

Proposition 6.1.4 is the same as the one constructed in [67], but written
in univariate form.

Vectorial bent functions weakly outside M#*
For a bent (2m, m)-function G(z,y) = zn(y), let
Gz, y) = Tri"(Azm(y)) = Try"(xma(y))

denote its components, my = Am, A € [F5,.. Suppose that for the permu-
tation 7 there exists a subfield L = Fy, t|m, of Fom (which corresponds
to a linear subspace in F5') such that (7!, L) satisfies the (C) prop-
erty. It is natural to ask, does this imply that (7, "', L) satisfies the (C)
property. Depending on these results we can possibly define criteria for
which the components of a certain vectorial bent function are in C (or
D) outside M# and give methods for their construction such that they
are weakly /strongly outside M#. Motivated by these questions, we give
the following results.



72 6.1. VBF WEAKLY/ALMOST STRONGLY/STRONGLY OUTSIDE M#

Proposition 6.1.6. Let m be a permutation of Fom and L = Fy be a
subfield of Fom such that (7', L) satisfies the (C) property. Then, for

any A € By, the pair (m, ', AL) satisfies the (C) property.

Proof. Let A € .. be arbitrary. For the permutation 7y(y) = A (y), its
inverse is defined by 7, (y) = 7! (%) Let a € Fom be arbitrary. Then

mHa+ AL) =7" <a—|—)\)\L> =g (% + L) :

Since a € Fan is arbitrary, so is a/A € Fan. Thus, it follows that (', AL)
satisfies the (C') property. O

Corollary 6.1.7. Let m be a permutation of Fom and L = Fo a subfield
of Fom such that (n71, L) satisfies the (C) property. Then, for any \ €
L C .., the pair (m, ', L) satisfies the (C) property.

Given the behaviour of the components regarding (C') property, we give
the following result which gives us an infinite family of bent (2m,m)-
functions weakly outside M7.

Proposition 6.1.8. Let s be a positive divisor of m such that m/s is

odd. Let U = {1,qa,...,a' 1} be t linearly independent elements in %,
a is a primitive element in Fos and tlm. Let G(x,y) = xn(y), where

m(y) = y? is a permutation on Fom for a positive integer d such that
wt(d) > 3 and d(25+1) = 1 (mod 2™ —1). Then (%, L), L = (U),
satisfies the (C) property and the function

F(z,y) = zy’ + h(Tr]"(2), Tr{'(ax), ..., Tr" (o' 2)),

where h : Ty — Ty is defined by h(Xy,...,X;) = [[_,(Xi + 1), with
X; = Tri"(a'~'z), is a bent (2m, m)-function weakly outside M.

Proof. From Theorem 3.2.9 we know that F'is a bent (n,m)-function.
Let A € .. be arbitrary. Then,

TT{”(M:yd) +H(z), Tri*(\)
Tri*(Axy?), Tri* (M)

1
Fy(z) = Tr{" Azy®)+H(x)Tr"(\) = { 0
If Tr?(\) = 0, then the component F) is obviously in M#. If Tr*()\) =
1, then from Corollary 6.1.7 and Theorem 2.2.6 we have that F) is in

C outside M* (we again point out that the function h can be chosen
arbitrarily thanks to Theorem 3.1.3, and in this case it represents the

indicator of the space L™ in finite field notation, which ultimately led to
the components being in C outside M# thanks to Theorem 2.2.6). [

Similarly, we can construct another infinite family of bent (2m,m)-
functions weakly outside M7 using the SC class.
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Proposition 6.1.9. Let s be a positive divisor of m such that m/s is

odd. Let U = {1,qa,...,a' 1} be t linearly independent elements in %,
a is a primitive element in Fos and tlm. Let G(x,y) = xn(y), where

m(y) = y? is a permutation on Fom for a positive integer d such that
wt(d) > 3 and d(25 +1) = 1 (mod 2™ —1). Then (%, L), L = (U),
satisfies the (C) property and the function

F(z,y) = zy” + h(Tr]"(z), Tr{"(az), ..., Tr" (o' 'z)) + do(z),

where h : Ty — Ty is defined by h(Xy,...,X;) = [[,(Xi + 1), with
X; = Tr(ai~tx), is a bent (2m, m)-function weakly outside M.

Proof. Let A € 5, be arbitrary. Then,
F)(z) = Tr"(Aay®) + (H(z) + do(2)) Tri"(N)
[ Triv(xy®) + H(z) + do(z), Trir(\) =1
O T (ay?), Tri"(A) = 0.

If Tr7(\) = 0, then the component F) is obviously in M#*. If Tr7()\) =
1, then from Corollary 5.1.6 we have that F) is in SC outside M#*. [

Example 6.1.10. Let m = 6 and A = aL?fl, where « is a primitive
element of Fom. If we choose L = (1,)) and 7(y) = y, then (771, L)
satisfies the (C') property (see [88, Example 1|) and wt(38) = 3, that is,
7 admits no linear structures. Hence, the function

F(z,y) = 2> + (Tr(z) + D)(Tr"(\z) + 1)

is a bent (12, 6)-function weakly outside M#. Notice that the expression
(Tr"(z) + 1)(Tr"(Ax) 4+ 1) specifies the indicator function in finite field
notation.

The previous result can be extended to a more general case as follows.

Theorem 6.1.11. Let n = 2m > 8 be an even integer and let G(x,y) =
Tri"(zm(y)) be a bent (n,t)-function, © is a permutation of Fom, such
that (G3)xer:, satisfies the property (3.2) with U = {uy, ..., w}, u; =

a7 10), a is a primitive element of For, tim. If (=1, Fy) satisfies the
C) property, dim(Fy) > 2 and Tr{*(um) has no nonzero linear struc-
tures for u € 5., then the function

F(z,y) = Tri"(zm(y)) + H(z)
with
t
H(z) = h(Tr" (), Tr{" (o), ..., Tri"(o'z)) = [ [(Tr]" (' '2) + 1),
i=1
is a bent (n,t)-function weakly outside M™ .
The proof is similar to the proof of Proposition 6.1.8.
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Some remarks on functions in C and the (C) property

In reference to the results given in Proposition 6.1.6 and Corollary 6.1.7,
the following question is quite natural: If (7%, L) satisfies the (C) prop-

erty and A ¢ L, does this imply that (7', L) satisfies the (C') property?

In [17], the author defines the C class to be the family of all bent functions
of the form z7(y) + 1. (x), where (77!, L) satisfies the (C') property.
However can we have functions of the same form that are bent but
(m=4 L) does not satisfy the (C) property. More spemﬁcally, can we

have that (77!, L) satisfies the (C') property but (7', L) does not, and
furthermore the function xmy(y) + 1. (x) is bent, where A € F5,.?

Let n = 2m > 8 be an even integer and let G(z,y) = zm(y) be a bent
(n, m)-function, 7 is a permutation of Fom, such that G} satisfies the
property (3.2) with U = {uy,...,u}, u; = (o'71,0), where A € F3,. and
« is a primitive element of Fy:, ¢|m. From Theorem 3.1.3, we know that
the function

F(x,y) = zn(y) + H(z)
with

H(z) = h(Tr{"(2), Tr"(az),..., Tr"(a' ') = H(T?“T(O/_lw) +1),

is a bent (n, m)-function, where H is the indicator function in finite
field notation. When considering the components of F', they are exactly
of the form zmy(y) + Tr{"(A)H(z), A € F5., and all of them are bent.
However, we did not give any information on the (C) property. Thus,
the followmg question arises.

Question 1: Does there exist a bent (n, m)-function G(z,y) = z7(y)
such that the conditions of Theorem 3.1.3 with defining set U are satis-
fied, but (7', L) does not satisfy the (C') property and L = (U), where
U is the deﬁnmg set in property (3.2).

We note the following result which is a direct consequence of [17, Theo-
rem|.

Proposition 6.1.12. [17] Let L x {0} be any linear subspace in Fom X
Fom. Then the function f(x,y) + 1r.(x) is bent if and only if for any
(e, B) € Fom X Fom the restriction of f*(x,y) to (o, ) + (L x {0}) is
either constant or balanced.

As a corollary of the above proposition, the author notes that if (7=1, L)
satisfies the (C) property, then the restriction of f*(x,y) to (o, ) +
(L x {0}) is either constant or balanced, which implies the bentness of
f*. However, there might be instances of functions such that (771, L)
does not satisfy the (C) property but the restriction of f*(x,y) to (a, 5)+

(L x {0}) is still either constant or balanced.
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All examples of functions G € M7 which satisfy (3.2) are either linear
or power permutations. In the case of power permutations the answer

is clear. If m(y) = y¢ is a permutation of Fon then its inverse is also a
power permutation, say ¢(y) = 7 1(y) = y*. For A € F5,. we have that

ora+ L) =N Ha+ L) =X5a+ L) =1 ¢(a+ L),

that is, if ¢(a + L) is a flat, then ¢)(a + L) is also a flat and (¢y, L)
satisfies the (C') property.

In connection to this discussion, we give the following example where
(¢, L) satisfies the (C') property but (¢, L) does not.

Example 6.1.13. Let ¢(z) = z” + 2° + x be a permutation defined on
Fys. For L = (o 4+ a,a* + 1), « is a primitive element of the field Fys
such that o® + a? 4+ 1 = 0, the pair (¢, L) satisfies the (C) property (see
[53]). If we take A = o + «, then A™'L = (1,03 + 1). However, as
shown in [53], since 1 € A71L, the pair (¢y, L), ér(z) = ¢(A"1z), does
not satisfy the (C) property.

Thus, an interesting problem for further research can be stated as follows.

Open problem 6.1.14. Find bent (n,m)-functions G(z,y) = x7n(y)
which satisfy property (3.2) and 7 is not a power permutation.

If such functions G do exist, we might learn more about their behaviour
regarding the bentness of F' (as constructed in Theorem 3.1.3) and their

inclusion in the C class and connection to the (C) property (Theorem
2.2.6 and Proposition 6.1.12).

Vectorial bent functions almost strongly outside M#

Up until now, all the examples of vectorial bent functions we gave were
weakly outside M#. The construction of functions that are strongly
outside M7 and additionally of maximal output space is a much harder
task. In what follows, we distinguish bent (n,m)-functions which have
2™ — 2 components outside M*. In this case, we will say that the
function is almost strongly outside M7 .

Lemma 6.1.15. Let o be a primitive element of Fom. With I\ we denote
the set {i : 0 <i<m—1,Tr"(\a') =1}. Then |[{\ € F}. : [, =0} =
1.

Proof. Let us consider the vector
vy = (Tr"(Aa), Tr(Aa?), ..., Tr"(Aa™ 1),
Then, {v) : A € Fan} contains all the elements of Fj' ! each of which

appears exactly two times. Obviously, we have vy = 0,,_1 for A = 0.
Thus, there exists a unique ¢ € 3, for which ve = 0,,_1. H
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Theorem 6.1.16. Let n = 2m > 8 be an even integer and let G(x,y) =
Tri*(xm(y)) be a bent (n,t)-function, 7 is a permutation of Fom, such
that (G)xer;, satisfies the property (3.2) with U = {wy, ..., w}, u; =

(a"1,0), a is a primitive element of Fae, tim. If (7', (1,7)) satisfies
the (C) property for all T # 1, € F3, and Tri*(um) has no nonzero
linear structures for p € F5.., then the function

F(x,y) = Tri"(zm(y)) + H(z)
with
H(z) = h(Tr7"(x), Tr"(ax),. .., Tri (o' '2))
t—1
= (Tr{"(x)+1) - (Z o (Tﬁ”(ozi:c) + 1)) :
i=1
is a bent (n,t)-function almost strongly outside M.

Proof. From Theorem 6.1.2, we know that F' is a bent (n,t)-function.
Let A € I}, be arbitrary. The component F\ becomes:

Fy(x) = Tri(ATr{" (a7 (y)))

+ (Tri*(z (Z Tri(A’) (Tr(a'z) + 1)) (6.2)

=1

First, let us suppose that I, = {i : 1 <1 <t —1, Tri(\a') = 1} # 0.
We have that

Z_: Tri(Aa’) (Tri'(o'z) + 1) = > (Tri'(a’z) + 1)

1€l

—ZTTl o'z) + (|Iy] mod 2).

i€l

Thus, (6.2) becomes:

Fy(x) = Tri(Tr}" (zAn(y)))

+ (Tr]*(x (Z Tr"(a'z) + (|I,] mod 2))

= T (ama(u) + (T ) + 1) (T} (630) + (] _mod 2)
= ()

where §, =), I a'. We distinguish two cases:
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1. |I)] mod 2 = 1. Then ), is exactly the indicator function of the
subspace (1, &)t Furthermore, 1 # &, € F3, and thus (7, ', (1,£)))
satisfies the (C') property and the conditions of Theorem 2.2.6, thus
it follows that F) is in C outside M.

2. |I)] mod 2 = 0. Then

z) + )T (6)

Fa(z) = Tri"(ema(y)) + (Tr1'(
1'(@) + (T (6ax) + 1) + (T () + 1)

+
= Tri"(zma(y)) + (Tr
= F\(z,y) + (T

The function F} is a bent function in C outside M# (see Case 1.).
Since Tr{"(x)+1 is an affine function, by adding it to F}, their sum
still remains in C \ M#. Hence, F) is a bent function in C outside

M7#. We would like to point out that in this case the function
(Tr"(z) + 1)Tr"({az) represents the indicator function of an affine
subspace.

On the other hand, if I, = ), from Lemma 6.1.15 we know that this
occurs for exactly one A € F,, then Hy = 0 and F) € M. Thus, 2" — 2

components of F are in C outside M# and one component is in M#. In
other words, F' is almost strongly outside M7 . ]

Especially, if we consider power permutations we obtain the following
results.

Lemma 6.1.17. Let s > 1 be a positive divisor of m such that m/s
is odd and 7(y) = y? be a permutation of Fym such that d(2° + 1) =
1(mod 2™ — 1). Let 7 # 1,A € Fj. be arbitrary. Then (m, ', (1,7))
satisfies the (C') property.

Proof. Since ged(m,s) = s and m/s is odd, from [88, Theorem 9] we

know that (771, (1, 7)) satisfies the (C) property. Thus, for every a €
Fom, we have that

mHa+ (L) = (A Ha+ (L) = A E a1 (1,7))

which is again a flat. In other words, (", (1, 7)) satisfies the (C) prop-
erty. ]

Proposition 6.1.18. Let n = 2m and s > 2 be a positive divisor of m
such that m/s is odd. Let w(y) = y? be a permutation on Fom such that
d(2° +1) =1 (mod 2™ — 1) and wt(d) > 3. Let U = {1,q,...,a*" 1},
where a is a primitive element of Fos. Then,

F(z,y) = Tr(zy") + H(z)
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with
H(z) = h(Tr!(x), Tri"(az), ..., Tr (o))

= (Tr{"(x)+1) - (Z o (TT}"(aiaz) + 1)) ,

1=1

is a bent (n, s)-function almost strongly outside M.

Proof. From Lemma 6.1.17 we know that (7, ', (1, 7)) satisfies the (O)
property for all 7 # 1,\ € Fi.. Since wt(d) > 3, (m, ', (1, 7)) satisfies
the conditions of Theorem 2.2.6. From Theorem 3.2.9 and 6.1.16, it
follows that F is a bent (n, s)-function almost strongly outside M# with
components in C. ]

Example 6.1.19. Let m = 9 and s = 3. Suppose that « is a primitive
element of Fys and let U = {1, o, a*}. Since 284-(2°+1) mod 2°—1 =1,
let 7(y) = *%* be a permutation on Fy. Then

F(x,y) = Try(zy™") + (Tri(z) + 1) (a(Tr)(az) + 1) + o*(T'r] (a’z) + 1))

is a bent (18, 3)-function almost strongly outside M™.

The main difference between Theorems 6.1.11 and 6.1.16 is that the
function H in the former case is Boolean, whereas in the latter (al-
most strongly) case it is a vectorial Boolean function. When consid-
ering the component functions, if H is Boolean, then Tri"(AH (X)) =
Tr"(A)H(X), which is why we have only half of the components outside
M7 in Theorem 6.1.11. On the other hand, we noticed that if we con-
sider H as a vectorial function of certain form, then we can have more
non-zero components 7Tr"(AH(X)), as seen in Theorem 6.1.16. Nev-
ertheless, we need a more subtle modification of the function H such
that no component Tr"(AH(X)) is zero. A family of such functions is
proposed in the next section.

6.1.2 New families of vectorial bent functions strongly outside
M
We now show that by slightly modifying the function H in Proposition

6.1.18, we can construct an infinite family of bent (n, s)-functions (where
the exponent s is chosen as in Proposition 6.1.18) strongly outside M.

Theorem 6.1.20. Let n = 2m > 8 be an even integer and let G(z,y) =
Tri"(zm(y)) be a bent (n,t)-function, © is a permutation of Fom, such
that (G3)xer:, satisfies the property (3.2) with U = {uy, ..., w}, u; =

(a71,0), a is a primitive element of For, tm, t < m. If (m ' (1,7))
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satisfies the (C) property for oll T # 1, X\ € F3, and Tri*(um) has no
nonzero linear structures for all p € F5,., then the function

F(x,y) = Tri"(z7(y)) + H(z)

with

t—1

H(x) = (Tr{"(x)+ 1) - (Z o (Tr’f‘(o/a:) + 1)) + (2?4 ),

i=1
is a bent (n,t)-function strongly outside M.

Proof. Let A € I3, be arbitrary. The components of F' are of the form

Fy(z,y) = Tri"(eAn(y)) + (Tr]'(2) + 1) - (Z Tri(Aa’) (Tr'(a') + 1))

+ Tri N (=*" 1+ 1).

If Trt(\) = 0, the component F) is bent because of Theorem 3.1.3 (and
in particular (3.4)) and if T (\) = 1, the component F) is bent because
of Theorem 5.1.1. Thus all components are bent, i.e. F'is a bent (n,t)-
function.

Now we will show that the components are outside M#*. We will

distinguish several cases, depending on the value of Tr7*(\a'), for
1=0,...,t—1.

1. Trt(\) = 0 and Tr*(Aa’) = 1 for at least onei = 1,...,t—1. Then
the component F) is of the form

F(z,y) = Tri"(zAn(y)) + (Tri"(x) + D)(Tr" () + (1] mO(d 2))),
6.3

where &, = Y-, @' and Iy = {i : Tr{"(Aa’) =1, 1 <i<t—1}. In
Theorem 6.1.16 we have already proved that the Boolean functions
of form (6.3) are in C outside M*.

2. I Tr"(\) =1 and Tr*(Aa’) =0 for alli =1,...,t — 1, then F) is
of the form

Fy(z,y) = Tri"(zAx(y) + (Tri"(x) +1) - 0+ (* ' + 1)
= Tr (e r(y)) + 22 1+ 1,

that is, F) is in the class Dy, and as such outside M.
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3. Tri(\) = 1 and Tr{*(Aa’) = 1 for at least one 1 = 1,...,t — 1.
Then, F) is of the form

By(w,y) =Ty’ (@An(y)) + (Tr(x) + 1) - (T (&) + (1] mod 2))

:G)\ (‘Lay)

4 (22"

+1),
where §, = >0 cp o’ and Iy = {i : Tri*(Aa’) = 1, 1 <@ <t—1}. We
note that G,(z,y) is a bent Boolean function in the class C outside

M# (again, see proof of Theorem 6.1.16). Thus, from Theorem
5.1.4, it follows that F) is a bent function in the class SC outside
M7,

Thus, for all A € 3, the component F) is outside M7 in other words,
F is strongly outside M7, ]

Remark 6.1.21. Notice that Theorem 6.1.20 generate vectorial bent
functions whose components belong to classes C, Dy and SC. The class
SC plays an important role here since it allowed us to extend the func-

tions almost strongly outside M7 to functions strongly outside M7 .

This knowledge on the choice of H such that it has no non-zero com-
ponents, allows us to construct vectorial Boolean functions which are
strongly outside M¥. We note that if we would extend H to be an
(m, m)-function, we would again obtain a zero component, in the previ-
ous construction. In other words, the design method in Theorem 6.1.20

cannot produce vectorial Boolean functions strongly outside M# and
with maximal output space.

Specially, we give the following infinite family of bent (n,s)-functions
strongly outside M7 .

Corollary 6.1.22. Let n = 2m and s > 2 be a positive divisor of m
such that m/s is odd. Let w(y) = y? be a permutation on Fom such that
d(2° +1) =1 (mod 2™ — 1) and wt(d) > 3. Let U = {1, ..., a5 '},
where a 1s a primitive element of Fos. Then,

F(z,y) = Tr"(zy") + H(x)
with

H(z) = (Tri"(x) + 1) - (Z o (Tri"(o'z) + 1)) + (" 1),

is a bent (n, s)-function strongly outside M7 .

Proof. Follows directly from Theorem 6.1.20 and Lemma 6.1.17. []
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The following example illustrates the specification of a bent (18, 3)-

function with all components in C outside M7, thus with output di-
mension larger than two, which was obtained in [67].

Example 6.1.23. Let m = 9 and s = 3. Suppose that « is a gnmitive
element of Fys and let U = {1, o, a*}. Since 284-(23+1) mod 2°—1 =1,

let 7(y) = y*** be a permutation on Fom. Let ' : Fan X Fan — Fos be a

function defined by

F(x,y) = Tri(zy®™) + (Tr)(z) + 1)(a(Tri(az) + 1) + *(Tr](a’z) + 1))
+ (Tr) (o) 4+ 1)(Tr) (*x) + 1).

From Theorem 3.2.9, we know that F'is bent. Let us consider the

components of F'. With X; we will denote Tr{(a’ + 1), i = 0,1,2. For

A € [F3; we have that

Fy(z,y) = Tri(z y®*) + Xo(TT%(AOé)Xl +Tri\a®) Xy + Tr‘{f()\)XlX%

—ix ()

Let us consider the vector vy = (Tr3(\a), Tr3(Aa?), Tr3(\)) as A goes
through F3;. Using the mathematical software Sage, we note the follow-

ing (see Table 6.1).

Ae s, Uy y(z) a(z) = pa(z) + U(z) L

1 (07071) X1X2 - <()z7()42>

@ (0,1,0) XoXo - (1,a?)
O(+1 (0,1,1) (X0+X1)Xz (X0+X1+1)X2+X2 <Oé+1.0¢2>

a? (1,0,0) XoX1 - (1, )
o®+1 |(1,0,1) (Xo + X2) Xy (Xo+X+1)X + X, (o, 0? +1)
(12+Cl (1,1,0) (X] +X2)XQ (X] +X2+1)X0+X0 <1,OZ+O£2>

a?+a+1 | (LL1) | Xo(Xi+X)+ XX | (Xo+ X1+ DX+ X+ D)+ Xo+ X1+ Xo+1 | (a+1,02+1)

Table 6.1: Behaviour of the function 1 for A € [,

Firstly, we note that by adding an affine function / to a bent function f
lying in a class K, we will still remain in the same class K. Thus, when
considering ¥, we may add an arbitrary number of affine functions to
point out the subspace L such that 1, (or ) (in finite field notation)
corresponds to the indicator function 1. (in vector space notation).

The cases corresponding to a + 1, a? + 1, o? + o are easy to see. Let us
consider the last case:

Xo(X1 + Xo) + X1 X0

= Xo(X1 + Xo+ 1)+ Xo+ X1(X1 + Xo+ 1) + X7+ X,
=(Xi+Xo+ )Xo+ X1)+Xo+ X1 + X,

=(Xi+ X+ )Xo+ X1+ 1)+ X1+ Xo+ 1+ X,
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Furthermore, from [88, Theorem 9], (7%, L) satisfies the (C) property
for all L in the table above, as well as all the conditions in Theorem

2.2.6. Thus, all the components are in C outside M#. Hence, F is a
bent (18, 3)-function strongly outside M7.

The following result is an immediate consequence of the previous exam-
ple.

Proposition 6.1.24. Let n = 2m and m/3 be odd. Let n(y) = y® be a
permutation on Fom such that d(2°+1) =1 (mod 2™ —1) and wt(d) > 3.
Let U = {1, a, a®}, where « is a primitive element of Fys. Then,

F(z,y) = Try(zy") + H(z)

H(x) = (Tr*(x)+ 1) - (a (Tri"(ax) + 1) + o’ (Tﬁ"(a%) + 1))
+ (Tr"(ax) + 1) (T?”ln(oz%) - 1) ,

is a bent (n, 3)-function strongly outside M.

Remark 6.1.25. In [67] the authors give an example of a vectorial (n, 2)-

function strongly outside M. With the previous proposition we are able
to extend the output space by one and this is the first example of such
functions.

Open problem 6.1.26. The function in Example 6.1.23 is a vectorial
bent function strongly outside M#*. However, due to the complexity of
this topic, we leave as an open problem how to extend this function to
a general form, that is, how to generalize Proposition 6.1.24 to cover
(n, m)-functions.

6.2 Vectorial Boolean functions with the maximum
number of bent components outside M7

The construction of (n,m)-MNBC functions outside the M7# class is
a difficult theoretical problem. As presented in [2], several nontrivial
constructions of (n, m)-MNBC functions contain vectorial (n,n/2)-bent
functions, and hence many Boolean bent components from M* class.
Recently, in [3], the authors provided further examples of (n,n)-MNBC
functions of the form = — (G(z), H(x)), where G is a suitably chosen
vectorial bent function and H is some vectorial Boolean function. The
obtained results are presented via three different approaches and all of
the obtained examples had bent components in the M* class. Em-
ploying a trivial construction, it is also hard to construct (n, m)-MNBC
functions outside the M7 class, since only few examples of (n,n/2)-bent

functions outside M7 are known [5, 70, 72|. In this thesis, we construct
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several infinite families of nontrivial MNBC functions outside the M7
class using the extension approach, considered recently in [56, 70] in
the context of vectorial bent functions, thus giving a positive answer to
[3, Question 1|. The main idea of our approach is to extend vectorial
(n,n/2)-bent functions by non-bent coordinates in such a way, that the
remaining bent components fall into secondary constructions of Boolean
bent functions outside the M7 class, what guarantees that the obtained
(n, m)-functions are MNBC and outside M7,

The rest of the chapter is organized in the following way. In Section 6.2.1,
we consider in detail the notion of a t-step extension MNBC function,
which we use to distinguish inequivalent MNBC functions, and, partic-
ularly, to classify all MNBC functions in six variables. Moreover, we
show that some of them are nontrivial and do not belong to the M7
class. In the sequel, we present several theoretical constructions of such
functions based on the analysis of several large classes of Boolean bent
functions, namely, PS,,, Dy and C. In Section 6.2.2, we propose a par-
tial spread construction of 1-step extension MNBC functions based on
PSap vectorial bent functions. In Section 6.2.3, by applying similar tech-
niques, we provide constructions of 1-step and 2-step extension MNBC
functions outside M7 based on the secondary constructions of Boolean
bent functions, namely, Dy, C and SC classes. In Section 6.2.4, we com-
bine several techniques presented in Section 6.2.3 for the construction
of 1-step and 2-step extension MNBC functions and provide a construc-
tion of t-step extension (n,m)-MNBC functions outside the M7 class,
where 3 <t < n/6. With these results, we give a solution to the open
problem [6, Item 1., p. 9]. The representatives of equivalence classes of

MNBC functions on F§ are given in Appendix.

6.2.1 Complete classification of MNBC functions in six vari-
ables

For vectorial Boolean functions with the maximum number of bent com-
ponents below the Nyberg’s bound, i.e., vectorial bent functions, CCZ-
and EA-equivalence coincide [11, 32, 46]. Recently, it was proven that for
a vectorial function (beyond the Nyberg’s bound), the MNBC property
is invariant under CCZ-equivalence [60]. In view of this recent result, it
is reasonable to conjecture, that CCZ-equivalence and EA-equivalence
coincide for MNBC functions beyond the Nyberg’s bound as well. Now
we give an example of two EA-inequivalent, but CCZ-equivalent MNBC
functions in six variables.

Example 6.2.1. Let x € F§ and y € F;. Consider the following 1-
step extension MNBC functions F': F§ — F3 and F': F§ — F3 given by
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algebraic normal forms:

T1T4 + T9oXTx + T3¢
F(x) = LTy + XT3T4 + T1T5 + ToX5 + T1T6
T1T4 + ToXy + T1T5 + Lok + T3T5 + Tokg ’

T1To + ToXy + T3X4 + T1T5 + Toks + T1Xg

T1X2T3 + X1T4 + Toks5 + T3Xg
T1T3 + ToX3 + T1X9T4 + T1T5 + T4Tg
T1Z3 + Toxg + ToZs + 10905 + T5Tg
T1To + T1X2x3 + T1T4 + Toks + T3Xg
It is easy to see, that deg(F) = 2 and deg(F") = 3, from what follows
that F' and F’ are EA-inequivalent. However, the functions F' and F”

are CCZ-equivalent, since £ (Gr) = Gp/, where an affine permutation £
on [F§ x I3 is given by

( & )

1+$1+ZC2
T1+ X5 + Tg
1+.CL’3—|—$4
To + X3 + Ts
14+ 29+ 23+ Y2+ s
1+ X9+ T3+ 26+ Y1+ Y3
1+(L’3+£L’4+ZC5+$6+ZJ2
1+x1+ 29+ 24 + Y3
\ 21+ @2+ a5+ a5 HyiF Yy +us )

F'(x) =

Remark 6.2.2. With Example 6.2.1, we conclude that CCZ-equivalence
is more general than EA-equivalence for the class of MNBC functions.

Recently, the complete classification of vectorial bent functions in six
variables [70, 72|, as well as of quadratic vectorial bent functions in
eight variables [69] was obtained. With the same approach, we classify

all MNBC functions on F§ and check, which of them belong to the M#
class. First, we give the following definition.

Definition 6.2.3. Let F' be an (n, m)-function. Let the linear code Cp
over [Fy be defined as the row space of the (n +m + 1) x 2"-matrix over

Fy with columns (1, z, F(x))!_p . We call an (n, m)-MNBC function F

z€Fon
with n/2 +1 < m < n a t-step extension if dim(Cr) =1+ n+n/2 +t,
where 1 <t < n/2.

Remark 6.2.4. 1. Let F be a t-step extension (n,m)-MNBC function.
The value t gives a measure of non-triviality of MNBC-functions. With
Definition 6.2.3, an (n,m)-MNBC function is trivial, if it is a O-step
extension.
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2. Note that if two MNBC functions F' and F’ are t-step and t'-step
extension with ¢t # t/, then F' and F’ are CCZ-inequivalent, since in-
equivalent linear codes Cr and Cpr define CCZ-inequivalent functions [32,
Theorem 9].

3. Let 1 <t <n/2—1. Given a t-step extension (n, m)-MNBC function
F, it is easy to obtain a (¢ — 1)-step extension (n, m)-MNBC function F,
by removing a suitable non-bent component function of F'. On the other
hand, it seems to be a difficult problem to find a function f: F§ — [y
such that the function F": z — (F(x), f(z)) is a (t + 1)-step extension
(n,m + 1)-MNBC function.

In the following proposition, we summarize our computational results
about the classification of MNBC functions in six variables.

Proposition 6.2.5. On FS, there exist 40 CCZ-equivalence classes of
MNBC functions. Among them, there are:

1. 18 CCZ-equivalence classes of 0-step extension; these are the (6,3)-
bent functions in [72, Table A2(c)].

2. 17 CCZ-equivalence classes of 1-step extension.
3. 7 CCZ-equivalence classes of 2-step extension.

4. 8 CCZ-equivalence classes of 3-step extension.

If an MNBC function F on FS is a 2-step or a 3-step extension, then
FeM.

Now we briefly discuss the main steps of the used approach. Since any

(n,m)-MNBC function F has 2™~"/2 non-bent components, which form
an (m — n/2)-dimensional vector space |73, 91|, one can represent F' in
the form

F(z) = (bi(x),...,bya(z),n1(x), ... nppya()),

where all b; are bent, all n; are non-bent and (n1, ..., n,,_,/2) is a vector

space of non-bent functions of dimension m — n/2. Applying a non-
degenerate linear transformation to the output of F', we get

F'(z) = (bi(@), -, buya(), bjoia (), - bn(2)),

where b, jo1; 1= b;+n; is bent for 1 < i < m—n/2, since by [91, Theorem
3.1], all non-bent components of I’ belong to (ni,...,nm, ). In this
way, we may assume that all coordinate functions of an MNBC func-
tion F' are bent. Consequently, any (n,m)-MNBC function F' can be
represented as F'(z) = (F(z), f(z)), where F(x) is an (n,m — 1)-MNBC
function and f is a Boolean bent function on F} (for m = n/2 4+ 1 we

let F be (n,n/2)-bent). In this case, we say that F is extendable to F'.
With this representation of MNBC functions, we start with inequivalent
vectorial (6,3)-bent functions from [72] and extend them recursively to
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(6, m)-MNBC functions by appending at each step a Boolean bent func-
tion without affine terms exhaustively. The extension relation between
the obtained CCZ-equivalence classes is given in Figure 6.1.

Figure 6.1: The structure of CCZ-equivalence classes of (6, m)-MNBC functions. If
an equivalence class ¢ is extendable to an equivalence class j, we put a directed edge
between them. The equivalence classes denoted by gray are inside M# and by red are

outside M#.

We check CCZ-equivalence of MNBC functions I’ and F’ via equiva-
lence of linear codes Cp and Cp (see [32, Theorem 9|) with the alge-
bra system Magma [10]. With the implementation |71, Algorithm 1]
of Lemma 2.2.4 applied coordinate-wise to all EA-inequivalent MNBC
functions contained in a CCZ-equivalence class, we check whether a given
CCZ-equivalence class belongs to M. Finally, we list representatives
of the obtained CCZ-equivalence classes in the Appendix.

Remark 6.2.6. 1. Alternatively to [71, Algorithm 1|, one can use a
graph-theoretic approach in order to check, whether a given bent func-
tion f on F% belongs to M#. Let G = (V,E) be a graph with the
vertex-set V' = F4 and the edge-set £ = {{a,b} € V x V: D,,f = 0}.
Then the existence of a vector space U C Fy with dim(U) = n/2 s.t.
D,pf = 0 for any a,b € U is equivalent to the existence of a clique U

of size 2"/% in G, whose elements form a vector space of dimension n/2.
For details on the implementation, we refer to [65].

2. On TS, there are 17 CCZ-equivalence classes of 1-step extension
MNBC functions, and there are 23 EA-equivalence classes of 1-step ex-
tension MNBC functions. CCZ-equivalence classes 14 and 21 contain 3
EA-equivalence classes (each), CCZ-equivalence classes 23 and 27 con-
tain 2 EA-equivalence classes (each), and every other CCZ-equivalence
class 7 with 14 <7 < 30 contains exactly one EA-equivalence class.

With the computational results obtained in this section, one can see
that even in a small number of variables nontrivial MNBC functions
with components outside M7 exist. In the sequel, we provide several
theoretical constructions of such functions. Finally, we suggest to work
on the following problem in order to shed more light on the phenomenon
observed in Example 6.2.1.

Open problem 6.2.7. Find explicit constructions of (n,m)-MNBC
functions for all n > 6 and n/2+1 < m < n, which are EA-inequivalent,
but CCZ-equivalent.
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6.2.2 MNBC functions from the PS,, class

In the following theorem, we give the partial spread construction of
MNBC functions.

Theorem 6.2.8. Let n = 2k and let G be a vectorial (n, k)-bent function
from the PS,, class. Let also U be a spread line of the form U =
{(0,y): y € Fox}. Then the function F: For X Fox — F5*! defined as

is an (n,k + 1)-MNBC function.

Proof. Since 1y : F§ — I is the indicator of the vector space U of
dimension k, we have wt(1y) = 2% and hence 1y is not bent. In this
way, it is enough to show that for any PS,, Boolean bent function g on
For xFor, which is a bent component of the function G, the function g+1
on Fyr X For is bent. For a,b € Fyr, we compute the Walsh transform
Wyi1,(a,b) of g+ 1y at a,b € Fa, by considering the following two
cases.

Case 1. Let a,b € Fyr with b # 0. The Walsh transform of g + 1y is
given by

Wyt (a,b) = Z (—1)9@9)+ 1o (@y)+Trf o)

RTISIIN

_ § : 9(0,9)+ 1 (0,9)+T7} (by)
yEIFQk

+ 3N (myslenttulea Tty — (g, b) = +2F,
Tl yEFon

since Zy€F2k(—1)9(0,y)+ﬂu(0,y)+Tr’f(by) _ ZyeFQk(—l)TT’f(bw = 0 (because
b # 0), and the function g is bent on For X Fyr.

Case 2. Let a,b € For with b = 0. The Walsh transform of g + 1y is
given by

Wg—f—]lU(CL,O) = Z (_1)9($7y)+1U(x,y)+Tr’f(ax)

l’,yGF2k
k .
— Z ( 1) Oy +ILU 7y _l_ Z Z z,y +]]-U ay)+TT1(al)
yGIF‘Qk zelf* ok y€F2k

= — 28 + Wy(a,0) — 2.

Since for PS,, bent function g on For X For the Walsh transform
W,(a,0) = +2F for any a € Fy, we have that W, q,(a,0) = —2F.
This completes the proof. ]
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Remark 6.2.9. 1. In the same way, one can show that for the spread
line U = {(2,0): x € Fox } the (n, k + 1)-function F of the form (6.4) is
MNBC.

2. The bent component functions of MNBC functions of the form (6.4)
belong to the PS,, and PS™ classes. Addition of the indicator of the
spread line For x {0} or the indicator of {0} x Far to a PS,, bent function
g on Fyr X Fyr gives a bent function in PS™ class, because the PS,, bent
function ¢ is constant 0 on the mentioned spread lines. Similarly, one

can use other spreads (not necessarily Desarguesian) for the construction
of MNBC functions.

3. Weng, Feng and Qiu [85] proved that almost every PS,, bent function

on F} is outside M#. Since 2/2 — 1 component functions of MNBC
functions of the form (6.4) belong to PS,,, we have that almost every

MNBC function of this form is outside M#. Remarkably, with this
construction one can extend a vectorial bent function in PS,, N M to

an MNBC function outside M7, as the example of equivalence classes
11 and 19 in Figure 6.1 shows; this is the only such an example in six

variables, since the only equivalence classes of (6, 3)-bent functions inside
PS,p are 11, 12 and 13 (see Figure 6.1 and [72, Table IV.2.]).

4. Any PS,, vectorial bent function (z,y) € For X For — H(x/y) in
n = 2k = 6 variables can be extended to at least two inequivalent 1-step
extension MNBC functions from the PS,, class. With Magma [10], one
can show that for any permutation H on Fyr X For, MNBC functions of
the form

F (l‘,y) € FQ’“ X FQ’“ = (H(.%’/y), ILU('T?y))u

(6.5)

F': (z,y) € For X For — (H(z/y), 1y (z,7)),
where U = {(0,y): y € Fo} and V = {(2,0): x € Fa}, are CCZ-
inequivalent.

Conjecture 6.2.10. In view of the last observation in Remark 6.2.9, we
conjecture that MNBC functions F' and F’ defined by (6.5) are inequiv-
alent for any permutation H on Fox.

6.2.3 MNBC functions from secondary constructions of
Boolean bent functions

In this section, using secondary constructions of Boolean bent functions,
we construct three families of MNBC functions: two families of 1-step
extension stemming from Dy and C classes, and one family of 2-step
extension stemming from the SC class, which is a superclass of D and

C.
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MNBC functions stemming from the D, class

In the following, we define dy: Fyr — Fy to be the indicator of 0 € Fou,
i.e., 0p = lypy. With this notation, Boolean functions f: For X For — [y
of the form

f(x,y) = Tri(zm(y)) + do(x) for z,y € Fy, (6.6)

where 7 is a permutation on For, are bent and the set of bent functions
of the form (6.6) is called the Dy class of Boolean bent functions [17].
Carlet [17] proved, that bent functions of the form (6.6), where 7 is a
quadratic permutation such that there is no affine hyperplane of Fqyr on
which 7 is affine, do not belong to the M# class. In a recent work [44],
the authors provided complete characterization of Dy N M7, which we
summarize in the following theorem.

Theorem 6.2.11. [/4, Theorems 5,7] Let k be an integer, k > 4. Let
be a permutation of For with one of the following two properties:

1. The algebraic degree of m satisfies deg(m) > 3;

2. The permutation w is quadratic and there is no affine hyperplane of
For on which 7 1s affine.

Then the function f: For X For — Fy defined by f(x,y) = Tri(zn(y)) +
6o(x) for x,y € For is a bent function in Dy outside M7 . Moreover, the
second condition 1s also a necessary one for quadratic permutations.

With the use of bent functions from Dy \ M¥ class, we derive the fol-
lowing family of MNBC functions.

Theorem 6.2.12. Let n = 2k > 8 and let v € Fon \ For. Let m be a
permutation on For satisfying one of conditions of Theorem 6.2.11. Then
the (n,n)-function F defined by

F(x,y) = am(y) +voo(x) for z,y € Fa, (6.7)
is a 1-step extension (n,n)-MNBC function outside the M¥* class.

Proof. First, we show that the function F' has the maximum number of
bent components and is outside M#. Let A € F3. be arbitrary. Then

F)(z,y) = Try(am(y)Tri(A)) + 6o(2)Tr} (A7)

is not bent if and only if T'r}’(\) = 0. This holds, if A € F,. Thus, there
are (2" — 1) — (28 — 1) = 2" — 2% bent components. Since [{z € Fon :
Tri(yz) = 1} = [{x € Fan : Tr(yx) = 0} = 2", there exist at least
2n — 2k —on=l — 9F(2F=1 _ 1) many A ¢ Fy: such that Tr?(\y) = 1.
In this case, we have that F\ € Dy \ M7, Now we show that F is a
1-step extension. Since G(z,y) := zw(y) is an (n, k)-function, we can
write G([C, y) - (gl(xa y)7 S 7gk(x7y))7 where g1, -+ Gk ]FQI" X FQ’“ — ]FQ-
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Since v € Fon \ Fyr, we can construct the function F’ in the following

form
F/(I,y) - (gl(x7y)7 s 7gk(xay)750(x))

Thus, F’ is an MNBC (n, k + 1)-function, since the non-bent component
functions of F’ are 0 and §y. Furthermore, we note that the dimension
of the linear code Cp is given by dim(Cy) = 1+ n + k + 1 which,
by definition, means that F” is a nontrivial MNBC (n, k + 1)-function.
Consequently, the MNBC (n, n)-function F' is a 1-step extension. ]

MNBC functions stemming from the C class

In this section, we present several infinite families of MNBC functions

provably outside the M7 class based on the generic construction of
MNBC functions introduced in [4]. It was shown that several Maiorana-
McFarland vectorial bent functions G': For X For — For satisfy the con-
ditions of Construction 3.1.1. Now we show that for these vectorial bent
functions G: For X For — Fyr one can specify a vectorial function h, such
that MNBC functions, obtained via Construction 3.1.1, are outside the

M7 class. The choice of the function h is strongly related with C and
Dy classes of Boolean bent functions, which contain functions provably

outside M#.

Recall that the C class of bent functions introduced by Carlet [17] is the
set of Boolean functions f: For X For — Fy of the form

f(zy) = Tri(zn(y)) + Lo (2), (6.8)

where L is any vector subspace of For, 171 is the indicator function of
the orthogonal complement L+ = {x € For: Tr¥(zy) = 0,Vy € L}, and
7 is any permutation on For such that

(C) 7 Ya+ L) is a flat (affine subspace), for all a € Fp.

The permutation 7! and the subspace L are then said to satisfy the (C)
property. For short, we also write (771, L) has property (C). Recall that
a Boolean function f: Fon — Fy has a linear structure if there exists an
element a € F3, such that © — f(z 4 a) + f(z) is a constant function.

Using Construction 3.1.1 and Theorem 2.2.6, we obtain the following
family of MNBC functions outside the M class.

Theorem 6.2.13. Let U = {uq,...,u;} be a set of 7 linearly indepen-
dent elements in 5, , wheren = 2k > 8 and 7| k. Let m be a permutation
on For and G(z,y) = x7m(y), where x,y € Fyr, be an (n, k)-bent function

whose dual bent components G, X € Fy,, satisfy the property (Py) with
the defining set U. Let h: F5 — Fy be defined by its ANF as follows

T

h(zy,...,2.) = [J(2:i +1). (6.9)

1=1



CHAPTER 6. APPLICATIONS OF THE CLASSES SC AND CD 91

If (Am) 7L, (U)) satisfies the (C) property and the conditions of Theorem
2.2.6 for all X € F,, then the (n,n)-function F' constructed from G and
h as

F(z,y) = G(z,y) + Yh(Tr¥(w ), ..., Tr¥(u.x)), (6.10)

where v € Fon \ For, is a 1-step extension (n,n)-MNBC function outside
M7

Proof. From Construction 3.1.1, it follows that the function F' is an
(n,n)-MNBC function. The function h, defined in such a way, represents

the indicator function of the subspace (U)* of For. If Tr¥(\y) = 1 for
A € Fj, then Fi\(z,y) = Tri(aAn(y)) + Ly (x). Since ((Ar)~*, (U))
satisfies the (C') property and the conditions of Theorem 2.2.6 for all
A € T, it follows that F\ € C\ M#. If Tr¥(\y) = 0 then F\ € M7,
hence F is outside M7#. Now we show that F is a l-step extension.
Since G(z,y) := zn(y) is an (n,k)-function, we can write G(z,y) =
(g1(x,9),...,9x(z,y)), where g;: For X For — Fy for all 1 < i < k.

Since v € Fon \ For, we can construct the function F’ (see Remark 6.2.4)
in the fOHOWiDg form F/(Q’,‘, y) - (gl(x7 y)a <o 791{3(377 y)7 Jk+1 (.I', y))) where
gri1(z,y) == h(Tr¥(uiz), ..., Tri(u.a)). Thus, F'is an (n, k+1)-MNBC
function, since the non- bent components of F " are 0 and gr+1. Finally,
since Cp = Cr, we have that dim(Cr) = dim(Cp) = 1 +n+ k + 1,
consequently the (n,n)-MNBC function F'is a 1-step extension. O]

Following the proof of [5, Proposition 3|, we give the following family of

1-step extension (n,n)-MNBC functions outside M# by specifying the
permutation 7 to be a power mapping.

Pr0p031t10n 6.2.14. Let k > 4 and s be a positive divisor of k such that
k/s is odd. Let U = {1, a, a1} be a set of T linearly independent
elements in Fs., o is a pm’mz’tzve element in Fos and 7| k. Let G(x,y) =

xm(y), where x,y € For, m(y) = y? is a permutation on Fyr for a positive
integer d such that wt(d) > 3 and d(2° +1) = 1 (mod 28 — 1). Then
(7=, (U)), satisfies the (C) property and for any v & For, the function

F(z,y) = xy® + vh(Tri(z), Tri(ax), ..., Tri(a™ '2)),

where h is defined by (6.9), is a 1-step extension (n,n)-MNBC function
outside the M class.

Proof. By [4, Proposition 3|, the dual bent components G, of G satisfy
the property (FPy) with the defining set U given above for any A € F,.

Thus, from Construction 3.1.1, it follows that the function F'is an (n,n)-
MNBC function. We will show that F' is outside M#*. Let \ € [, be
arbitrary. If Tr¥(\vy) = 0, we have that F\(z,y) = G\(x,y) € M. Sup-
pose that Tri(\y) = 1, then Fy(z,y) = Trf(Azy?) + Ly (x). For any
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permutation 7 on Fyx, let o (y) := An(y). Note that oy *(y) = 7~ 1A 1y).
Let 7(y) = y?, where d is defined above. Then, o,'(y) = A2 "1x1(y),

where 71 (y) = y* 1. We will show that (o}, (U)) satisfies the (C)
property. Let a € For be arbitrary. Then

o @+ (U)) = A Ha+ (U)FH = Ao+ (U))

is a flat as 7 1(a + (U)) is a flat by [53, Theorem 5.8|. Since wt(d) > 3,
by [88, Proposition 5| it follows that T7%(A7) has no nonzero linear
structures. Thus by Theorem 2.2.6 it follows that F) is in C outside M7 .

Hence, F is outside M#. Finally, from Theorem 6.2.13, we conclude that
F'is a 1-step extension.

[]

MNBC functions stemming from the SC class

In [5, Section 3|, the first two authors defined a new superclass of bent
functions obtained from the C and Dy class as follows. Let 7 be a per-
mutation on Fy: and let L C For be a linear subspace of For such that
(771, L) satisfies the (C) property. Then the class of bent functions
f: For X For — Fy containing all functions of the form (5.5) is called SC
and is a superclass of Dy and C.

As noted in Theorem 5.1.1, under certain conditions, the functions in
SC are outside the completed Maiorana-McFarland class M#. With
the notation of Proposition 6.2.14, we construct the following family of
MNBC functions.

Theorem 6.2.15. Let x,y € For. The function F: For X For — Fon
defined by
F(z.y) = ay’ + nh(Tri(z), Tri(az), ..., Tri(a'z)) +d(z),
(6.11)

where t < k, is a 2-step extension (n,n)-MNBC function outside M7,
for all v1,7v2 € Fan \ For.

Proof. First, we show that F' has the maximum number of bent compo-
nents and is outside M7. Let A\ € F3, be arbitrary. Then

Fy(z,y) = Tri(zm(y)Tri(N))

+ h(TrF(x), Tri(ax), ..., Tri (@ 2))Tri (A1) + 0o(2)Tri(Ays)
is not bent if and only if Tr(\) = 0. This holds, if A € F},. Thus,
there are (2" — 1) — (28 — 1) = 2" — 2% bent components. Since

{z € Fon : Tri(vix) = 1} = [{& € Fau : Tri(yz) = 0} = 21,
there exist at least 2" — 28 — 27~1 = 2%(28=1 — 1) many A\ ¢ Fy such
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that Tr(\y;) = 1, for i = 1,2. When Tr¥(\y;) = Trl (Ay2) = 1, th
component is in SC outside M7#, if Tr¥(\y;) = 1,Tr¥(\y) = 0, the
component is in C outside M#, and if Tri(Ay1) = 0,Tr¥(\y) = 1,
the component is in Dy outside M#. Now we show that F is a 2-
step extension. Since G(x,y) := z7m(y) is an (n, k)-function, we can
write G(I’,y) = (gl(x7y)7 <ot ,gk(x,y)), where g1, -5 9k IF2k X FQ’“ —
Fy. Since 71,72 € Fon \ For, we can construct the function F’ in
the following form F'(z,y) = (g1(x,y),. .., gx(z,y), h(X),0p(z)), X =
(Tr¥(z),...,Tr¥ (' *z)). Thus, F’ is an MNBC (n,k + 2)-function,
since the non-bent component functions of F’ are 0,9y and h. Note
that if ¢ = k, then d = h. Thus, we assume that ¢ < k. Further-
more, we note that the dimension of the linear code Cpr is given by
dim(Cpr) = 14+n+k+2 which, by definition, means that F” is a nontriv-
ial MNBC (n, k + 2)-function. Consequently, the MNBC (n, n)-function
F'is a 2-step extension. ]

Example 6.2.16. Let n = 12 and the multiplicative group of [Fo12 be
given by F5, = (a), where the prlmltlve element « satisfies o' + o’ +
ab+a’+aP+a+1=0 Let \=a s . If we choose L = (1, ) and
7(y) = y*, then (771, L) satisfies the (C) property (see [88, Example
1]) and wt(38) = 3, that is, 7 admits no linear structures. Using a com-

puter algebra system, one can check that the following (12, 12)-MNBC
functions

Fi(z,y) =zy*® 4+ o®3(Trf(2) + 1)(Tr8(\x) + 1) and
Fy(z,y) =zy® + o3 (Tr8(x) + 1)(Tr(Ax) + 1) 4+ a'* 6y (z)

are 1-step and 2-step extension, respectively. That is, the dimensions
of the linear codes Cp, and Cp,, are equal to 1 +n +n/2 4+ 1 = 20 and
1+n+n/2+2 =21, respectively.

6.2.4 A family of t-step extension MNBC functions

In [5], the authors present the following secondary construction of vecto-

rial bent functions outside M#, which can be used to construct nontrivial
(n,n)-MNBC functions outside M.

Theorem 6.2.17. Let n = 2k > 8 and t > 3 be a positive divisor of k
such that k/t is odd. Let w(y) = y? be a permutation on Fyr such that
d(2t+1) =1 (mod 2¥ — 1) and wt(d) > 3. Let a be a primitive element
of For. Then the (n,n)-function F defined by

F(‘T?y) - xyd + H(I’), T,y € FZ’“
with

H(x) = (T?"1 (Z Vit Trl o'x) + 1)) + pdo(x),
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where vi, o & For, vi # v; (1 # J), is a t-step extension (n,n)-function
outside M.

Proof. Similarly as in the proof of Theorems 6.2.12 and 6.2.15, we note
that F has (2" —1) — (28 — 1) = 2" — 2* bent components, some of which
are outside M™.

Let Tri(\) = 1. When T7%(M\y;a') = 1 for at least one i € {1,...,t—1}
and Tr¥(\p) = 0, the component is in C outside M# (as shown in [5,
Proposition 2|). If Tr¥(A\y;a') = 1 for at least one i € {1,...,t — 1}
and Tr¥(Ap) = 1, the component is in SC outside M7# (as shown in |5,
Corollary 3]). Lastly, if Tr¥(Ay;af) = 0 for all i € {1,...,t — 1} and
Tri(Ap) = 1, the component is in Dy outside M#. For the remaining

cases, it is easy to see that the components are in M#*. Now we show
that F'is an t-step extension.

Since G(z,y) := xn(y) is an (n, k)-function, we can write

G(r,y) = (1(2,y), -, gr(x,y)),

where g;: For X For — Fy, for ¢ = 1,... k. For pu,vy1,..., %1 € Fon \
For and 1,c,..., a1 € Fy, we have that {y, nic,..., v 171} is a
linearly independent set over Fy (since « is a primitive element of Fy).
Furthermore, because v;, u ¢ Fo we have that v;al, u ¢ Foe for i =

1,...,t — 1, and thus the set
{Lw,..., " ma, .yt
is linearly independent over Fy, where w is a primitive element of Fy

with w@ ~D/'=1) = . TLet us show that the functions h; = &y, h; =
Liaiyt, @ =1,...,¢t — 1, are linearly independent. Let us consider their

linear combination Ajh; + ...+ N—1hi—1 + Aths. Suppose that for some
ie{l,...,t} we have \; = 1.

If \; =1, then
t—1
So=Y Nhj=> hj,
j=1 jeJ
where J = {j:1<j<t—1,\; =1}. We have that

1(104 ak= 1L—(5O Zh

jeJ
= (Tr¥(x) + 1) | Tr¥ Zozjx + Z Aj
jed jed

— { ]l<1’ZjEJO‘j>J" if Zje.] )‘J

]l<1,2j€J i)t —+ l, otherwise
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where [(z) = Tr}(x) + 1. It is easy to note that the left- and right-hand
side cannot be equal, no matter what the choice of \; € I, is.

Hence, without loss of generality, we may assume that \; = 0. Suppose
that for some i € {1,...,t — 1} we have \; = 1. Then

t—1
hi= > Xhj=>Y hj

i#j=1 jeJ

where J ={j:1<j<t—-1, j#i )\ =1} Letgzzjejaj. It is
easy to compute that

L aye = hi = (Tri(z) + D)(Tri(€x) +¢), e =) ;.
1ed

If ¢ = 1, it follows that (1,&) = (1,a'), which implies that £ € (1, a').
This is not possible because & is a linear combination of {a, ... a7\
{a'} and « is a primitive element of Fa:. If ¢ = 0, we have that

L = hi(0) = (T75(0) + 1)(Tr}(€0)) = 0,

which is not true. Thus we must have that \; =0 forallv=1,...,¢. In
other words, hq,...,h; are linearly independent over Fy. Furthermore,
the functions g¢i,..., gk, h1,..., h; are also linearly independent. Hence

we can construct the function F” in the following form

F,(ZC,y) — (gl(x7y)7 cee 7g/€(x7y)?h1(x)7 e 7ht(x>)

Thus, F’ is an (n, k +t)-MNBC function, since the non-bent component
functions of F’ are 0 and v - (hy,...,h;) for v € Fy. Furthermore, as
the coordinates g1, ..., g, h1, ..., h; are linearly independent, we note
that the dimension of the linear code Cpr is given by dim(Cr) = 1 +
n + k + t which, by definition, means that F” is a nontrivial (n, k + t)-
MNBC function. Consequently, the (n,n)-MNBC function F'is an ¢-step
extension. [

Example 6.2.18. Let £k = 9 and ¢t = 3. Suppose that « is a primitive
element of Fys. Since 284 - (22 +1) mod 2° — 1 = 1, let 7(y) = y*** be
a permutation on Fg. Let v1,72,73 be distinct elements in Fois \ Foo.
Then

F(z,y) = zy®™ + (Tr{(z) + 1)(ma(Tri(az) + 1)

+ 70”(Tr} (@) + 1)) + 7300()

is a 3-step (18, 18)-MNBC function outside M#.

Additionally, we specify the bounds for the value of ¢ in Theorem 6.2.17,
thus determining a measure of non-triviality of the constructed MNBC-
functions.
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Remark 6.2.19. Let n = 2k and k/t be odd, i.e., kK = mt, m odd. Note
that m > 1 as for m = 1 we obtain that d(2" + 1) mod (2 — 1) = 1
holds for d = 2!7! and wt(d) = 1 which implies that the function is in

M7#. Hence, without loss of generality, we may assume that m > 3,
then ¢t = 5~ < %, i.e.,, we have that 3 <t < n/6. Furthermore, since

t is a positive divisor of k and k/ged(k,t) = k/t is odd it follows that
ged(20 41,28 —1) = 1. From [33, Theorem 4.1.-(i)], there exists a unique
solution of the linear congruence d(2! +1) =1 (mod 2% — 1).

Finally, we give a precise expression of d for t = 3, and hence, show that

Example 6.2.18 is a particular instance of an explicit infinite family of
MNBC functions.

Proposition 6.2.20. Let k = 3m, where m = 3 + 21 for some | € Ny.

Let also
I+1

d = 2k—1 + Z (2k—6i+1 + 2k—6i + 2k—6i—1) )
i=1
Then we have that wt(d) > 3 and d(2° +1) =1 (mod 2F — 1).

Proof. The fact that wt(d) > 3 follows from the definition of d. Denote
by 6 the number (23 + 1)d — 1 and compute it in the following way:

g = ok+2 4 ok-1
I+1
T Z <2k:—6i+4 T 2k—6z’+3 T 2k—6i+2 i 2k—6i+1 T 2k—6i T 2k—6i—1) -1
_ ;ZkiQ + 2k—1 + (zk—2 + 2k—3 i 2k—4 + 2k—5 + 2k—6 4+ 2k—7)
+ <2k—8 + 2k:—9 i 2k—10 i 2k—11 + 2k—12 T 2k—13) 4o
+ (2k76172 + 2k76173 4+ 21476174 + 2k76175 + 2k76l76 + 2k76l77)
+241-2-1-1=222" -1+ (2"-1)=2"-1)(2* + 1),

because k — 6 = 9 and 2% — 1 = Z?:_ol 2'. Since (2% — 1)|6, the result
follows. ]

In addition to the questions raised in Sections 6.2.1 and 6.2.2, we would
like to mention the following open problems.

1. In n = 6 variables, all (n/2—1)-step and n/2-step extension MNBC

functions belong to the M7 class. In view of this observation, it
is interesting to ask whether (n/2 — 1)-step and n/2-step extension

MNBC functions outside M7 can in general exist for n > 6.

2. To the best of our knowledge, for a t-step extension (n,n)-MNBC

function outside the M7 class, the largest known value of ¢ is equal
to n/6 and achieved by the construction in Theorem 6.2.17. In view



CHAPTER 6. APPLICATIONS OF THE CLASSES SC AND CD 97

of this result, we suggest to find constructions of t-step extension
(n,n)-MNBC functions outside the M7 class with ¢ > n /6.



Chapter 7

Explicit infinite families of
4-decompositions outside M7

In this chapter, we provide some fundamental results related to the in-
clusion in M?* and eventually we obtain many infinite families of bent
functions that are provably outside M#. The fact that a bent function
f is in/outside M7 if and only if its dual is in/outside M?% is em-
ployed in the so-called 4-decomposition of a bent function on Fj, which
was originally considered by Canteaut and Charpin [14] in terms of the
second-order derivatives and later reformulated in [39] in terms of the
duals of its restrictions to the cosets of an (n — 2)-dimensional subspace
V. For each of the three possible cases of this 4-decomposition of a bent
function (all four restrictions being bent, semi-bent, or 5-valued spec-
tra functions), we provide generic methods for designing bent functions
provably outside M. For instance, for the elementary case of defining
a bent function h(z,y1,y2) = f(x) © y1y2 on F42 using a bent function
f on F3, we show that h is outside M7 if and only if f is outside M?¥.
This approach is then generalized to the case when two bent functions
are used. More precisely, the concatenation fi||f1||f2||(1 f2) also gives
bent functions outside M7 if either f; or f, is outside M7. The cases
when the four restrictions of a bent function are semi-bent or 5-valued
spectra functions are also considered and several design methods of de-
signing infinite families of bent functions outside M7, using the spectral
domain design considered in [37, 39], are proposed.

7.1 Preliminary results on the spectral design

7.1.1 Specifying 5-valued spectra functions through duals

We first recall certain notations, introduced in [39], useful in handling
the 5-valued spectra Boolean function which has two different non-zero
absolute values.

98
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Let the WHT spectrum of a function f : F} — Fy contain the values
0,+c1, £eo (c1 # o), where ¢1,co € N. Some of the results in [39] are
stated in a more general context, but since the 4-decomposition of bent

functions is our main objective we only consider the cases ¢; = 27/2 and
¢y = 202)/2 ahove. For i = 1,2, by Sj[f] C F% we denote the set

S ={ueFy: |Wi(u)| = c},

and we can define the functions f{‘;} : Sj[f] — F5 such that the following
equality holds:

0, ug SPusy,

. 7.1
¢ - (1) 4y e St e {1,2}. (7.1)

Wi(u) = {

For i = 1,2, let v; € Fy and E; = {e,...,el) 1 C Fy (el = 0,) be
lexicographically ordered subsets of cardinality 2* such that

Sj[f] = {wéi), . 7‘”;?2-_1} =v; ® F;,

(4)

where w; = v; & el

J :
ordered set E; imposes an ordering on S'J[f] with respect to the equality
Wi = vi@ey). Using the representation of S}ﬂ = v; ® F; and the fact that

J
the cardinality of Sj[f] is a power of two the function 7;;], as a mapping

from Fy' to Fy, is defined as

F() = fywiod) = fiw), jelo,2"-1] (7.2)

, for j € [0,2% — 1]. Clearly, the lexicographically

where Fy' = {xq, ..., %y} is ordered lexicographically.

A more specific method for designing 5-valued spectra functions on Fj
n—+2

(thus Wi(u) € {0,4£2"/2 +£2"°}), originally considered in [39], will be
used in Section 7.2.5 for specifying suitable quadruples of such functions
whose concatenation will give bent functions outside M.

7.1.2 Decomposition of bent functions

The decomposition of bent functions on F, n is even, to affine subspaces
a @V, for some k-dimensional linear subspace V' C [, was considered
in [14]. For a bent function § € B, the restriction to a & V is denoted

by fuey and it can be viewed as a function from F§ — F, using

faEBV(xi) - faEBV(a > Ui): S [07 2k - 1]9 (73)
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for lexicographically ordered V = {wy,...,v5_1} and F§ =
{x0,...,79%_1}. This identification between V and F5, and thus the
definition of f,py : F§ — Iy, strongly depends on the ordering of V.

The 4-decomposition of a bent function | € B, as a special case con-
sidered in [14], then defines four subfunctions on the four cosets of
some (n — 2)-dimensional linear subspace. More precisely, for nonzero
a,b € F} with a # b this (n — 2)-dimensional subspace is defined as

V = (a,b)*, where the dual of a linear subspace, say S C F%, is defined
as St={ze€Fy:2-y=0, Vy € S}.

Let (f1, fa, f3, f1) be such a decomposition, that is, fi,..., fy € B, are
defined on the four cosets 0,®V, a®V, 0DV, (a®b)DV respectively, thus
Q = (a,b) and QdV =F} (with @V ={0,}). Such a decomposition
is called a bent 4-decomposition when all f; (i € [1,4]), are bent; a semi-
bent 4-decomposition when all f; (i € [1,4]) are semi-bent; a 5-valued
4-decomposition when all f; (i € [1,4]) are 5-valued spectra functions so

that Wy, € {0, £2("=2/2 £27/2} [14]. These are the only possibilities and
we strictly have that all the restrictions have the same spectral profile,
for instance the restrictions cannot be a mixture of bent and semi-bent
functions.

The 4-decomposition was fully described in [14] in terms of the second-
order derivatives (with respect to a and b) of the dual * of a bent function
f. Alternatively, the approach that will be used in this thesis, this de-
composition can be specified in terms of Walsh supports and duals of
its restrictions fi,..., f1 [39]. Note that functions f; are considered as

functions in (n — 2)-variables in terms of relation (7.3) (that is when
dim(V) =k =n—2).

Theorem 7.1.1. [39] Let f € B, be a bent function, for even n > 4. Let
a,b € F3\{0,} (a #b) and V = {a,b)*. If we denote by (f1,..., f1) the
4-decomposition of § with respect to V', then (f1,..., f1) is:

1. A bent 4-decomposition if and only if it holds that f{ ® f5D f3D fI =
1.

2. A semi-bent J-decomposition if and only if functions f; (i € [1,4])

are pairwise disjoint spectra semi-bent functions'.

3. A five-valued 4-decomposition if and only if the following statements
hold:

a) The sets S} = {9 € Ty 2 ¢ [Wp,(9)] = 25} (i € [1,4]) are
pairwise disjoint;

b) All SJ[S] = {0 € F}72 . |W,(9)| = 2°7 } are equal (i € [1,4]),
and for fi ; : SJ[S] — Fy it holds that fiy 1[5 o f 15 38 S 54 = 1.

!Two semi-bent functions f; and f, on IFQ_2, for even n, are said to be disjoint spectra functions
if Wy, (u) = 0= Wy, (u) = £2"/2, or vice versa.
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In the rest of this thesis, we consider the canonical 4-decomposition
so that a = (0,0,...,0,1), b = (0,0,...,1,0) € F} and consequently
V = Fy % x {(0,0)} in Theorem 7.1.1. Then, the function § is the
concatenation of f; € %, o which we denote by §f = f1||f2|| f3]| f1-

7.2 Decomposing bent functions - design methods

From the design perspective, Theorem 7.1.1 allows us to specify (possibly
new) bent functions by specifying suitable quadruples of bent, semi-
bent, or 5-valued spectra functions. We develop these ideas below more
precisely in the rest of this section, but before this we propose an efficient
algorithm for testing the inclusion in M#, which was used throughout
the thesis.

7.2.1 An algorithm for determining whether f € M7

We first describe an algorithmic approach to determine whether a bent
function is outside M?. The algorithm is based on Lemma 2.2.4 and
some graph-theoretical concepts.

Let f € B,, be a bent function. Set I' = (V, E') to be a graph with edge
set
E={{a,b}:a,beF5;D,Dyf =0},

and vertex set V' C I, consisting of all distinct vertices appearing in
the edge set E. For simplicity, we do not add 0 to V' as DyD,f = 0 for
all b € Fon. With this approach, we reduce the size of the vertex set V'
as D,D,f # 0, for some a,b € F5,. In practice, the size of the vertex set
becomes relatively small and for instance in dimension n = 8 we could
verify that typical values for |V| are 0 and 6. We also remark that we
consider the graph I' to be simple as there are no loops (D,D,f = 0
holds for all a € Fan); and it is not directed since D,Dyf = DD, f for

any a,b € Fon.

From Lemma 2.2.4, we know that we need to find an (n/2)-dimensional
linear subspace V' of F3» on which the second-order derivatives of f van-
ish. From the graph-theoretical perspective, this problem corresponds
to finding a clique A ( a complete subgraph) of size 2"/ — 1 in the graph
' and additionally checking whether V' (A)U {0} forms a linear subspace
in F}. Finding a clique in a graph is known to be an NP-complete prob-
lem and, specifically, the time complexity of this search would be of size

(’)(2”2”/2). However, in practice, this number is much smaller because
the number of vertices (namely |V]) of the graph I" is almost negligible
compared to 2". The full Sage implementation has been added to the
appendix. It might be of interest to optimize further the performance of
this algorithm so that larger input sizes can be efficiently tested.

We have considered 100 bent functions in dimension 8 and the average
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time needed to check whether one function is outside M#* was approx.
17 seconds. For n = 10, the average time for checking the property
of being in or outside M#* was 30 minutes. On the other hand, when
n = 12, the time complexity is approximately 22 hours on average.
For the purpose of this thesis, the proposed algorithm is sufficiently
efficient and is superior to a straightforward approach of checking all
n/2-dimensional subspaces and verifying the vanishing property of the
second-order derivatives. Most importantly, all the examples provided
in this thesis (in certain cases the ANFs are also given) can be efficiently
checked using the Sage algorithm given in Section 7.2.1. We also note
the following interesting observation.

Remark 7.2.1. We remark that the dual of a bent function f € M,
given by f(z,y) = z-7(y)®h(y) for z,y € IF;L/2, where 7 is a permutation

on ]Fg/ ? and h is arbitrary, is apparently in M (see for instance [19] for

the specification of f*). The same is true when f € M7 is considered
since the class inclusion is invariant under the EA transform.

7.2.2 Defining suitable bent 4-decompositions

Recently, a quadruple of distinct bent functions, satisfying that f; @
fo @ f3 @ fi = 1, was identified in [7]. It was additionally shown that

their concatenation fi||fa||f3||fs is provably outside the M# class. More
precisely, the authors considered a quadruple of bent functions (not all

of them being in M#) that belong to the C and D class of Carlet [17]
and their suitable “modifications” for this purpose. Nevertheless, the
following results show that the same method can generate new bent

functions outside M7 when a single bent function (alternatively a pair
of bent functions) outside M7 is used.

Theorem 7.2.2. Let n be even and f be a bent function in n variables.

Set h(z, y1,y2) = [(2)Dy1y2 foryi € Fa, so that h = fl|fI|fI| |1 f) €
B o is also bent. Then, f is outside M¥ if and only if h is outside

M*.

Proof. 1t is well-known that h = f||f||f||fI|(1 ® f) € B9 is bent if f
is bent. Notice that ‘f is outside M if and only if h is outside M’ is
equivalent to ‘f is in M7 if and only if A is in M.

Suppose first that h is outside M7, thus we want to show that f is

outside M7. Assume on the contrary that f is in M7, thus there exists
(at least) one linear subspace V' C F} with dim(V) = n/2 such that
DyDyf =0, for any o/,b' € V. Let E =V x {(0,0),(0,1)} which is a
subspace of F5*? of dimension n/2 4+ 1. We then have that

D(a’,al,aQ)D(b/,bl,bg)h =0,
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for any a’,0' € V and (a1, as), (b1,b2) € {(0,0),(0,1)}, thus the second-
order derivative of h vanish on E. Hence, h is in M# which contradicts
our assumption that A is outside M.

Now, we show that f is outside M* implies that h is outside M?¥,
Assuming f ¢ M?¥, then for any subspace V C F}§ with dim(V) = n/2,
we can always find two vectors a,0 such that Dy Dy f £ 0. Let E C
2 x F3 be any subspace with dim(E) = n/2 + 1. There are two cases
to be considered.

1. If dim(E N (Fy x {(0,0)})) > n/2, then we can find two vectors
(a’,0,0),(0,0,0) and consequently

Dw00)Dw 0.0)h = Do Dy f # 0.

2. If dim(E N (F§ x {(0,0)})) < n/2, then we must have F N ({0,} x
F2) = {0,} x 3 since dim(E) = n/2 + 1 (using that dim(FE N (Fy x
F2)) = n/2 + 1). Here, there are three cases to be considered.

(a) If Dy Dy f = 0 for any two vectors (a’,0,0), (v/,0,0) € EN(F3 x
{(070)})7 then we can SpeCify (a17a2) - (170)7 (blabZ) - (17 1
so that

D(al,ag)D(b17b2)<y1y2) — 1

Thus,
D(a/»alyaz)D(b/,bl,bﬁh = Da Dy f @ D(a17a2)D(b1;b2)(y1y2) =1#0.

(b) If Dy Dy f = 1 for any two nonzero vectors (a’,09), (V/,09) €
E N (Fy x {02}), then we select (ai,a2) = (1,0), (b1, b2) = (0,0)
so that

D(ay,02) Doy po)¥192 = 0.
Thus,

D(w.ar.00) D oy b)h = D Diy f & Dy 00) Doy 00) (V192) = 1 # 0.

(c) If Dy Dy f # const. for two nonzero vectors (a’,0s), (/,09) €
E N (Fy x {05}), then
D(a’,al,aQ)D(b’,bl,bz)h = Da/Db/f 7§ const.
This concludes the proof.
]

Corollary 7.2.3. Let n and m be even positive integers and h be a bent
function in AB,. Then, the function f(x,y1,y2, ..., Ym) = h(x) O y1y2 ®
o D Ym_1Ym is outside M if and only if h is outside M7 .
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Now, we investigate another non-trivial selection of bent quadruples (dif-
ferent from f = Allfllfill(T & f1), which satisfy the necessary and suf-
ficient condition f; & f; & f3 @ fi = 1. It turns out that the basic
concatenation method of using just two bent functions, where at least

one of them is outside M7, also generates bent functions outside M7,

Using the convention that f(z,0,0) = fi(z), f(z,0,1) = fo(x),
f(2,1,0) = f3(z) and f(z,1,1) = fi(x), the ANF of f = fi[[fa||f3][f1 is

given by

[z, y,92) = fl(x)@yl(fl@f?))(x)@QQ(fl@b)(x)@ylw(fl@fQ@fB@]%%(f))-

Theorem 7.2.4. Let n = 2m be even and fi, fo € B, be two bent
functions. Set f = fi||fillf2||(f2 ® 1), which by (7.4) gives

flz,y1,y2) = LD yr) fi(x) D yifo(x) D yrye, © € Fy y1,y0 € Fo. (7.5)

If either fi or fa are outside M7, then f € B, is bent and outside
M7,

Proof. Since f{ @ f{ @ f5 © (fo®1)" =1, then f is bent.

For convenience, we denote a = (@', as,a3),b = (b, b, b3) € Fy x Fy x Fs.
Let V be an arbitrary (m + 1)-dimensional subspace of Fi*%  From
Lemma 2.2.4, it is sufficient to show that for an arbitrary (m + 1)-
dimensional subspace V' of ]F”Q“Jr2 one can always find two vectors a,b € V'
such that Dy a, a5) D@ bybs) f (T, y1,y2) # 0 for some (z,y1,y2) € Fot2,
We have

D\ a5.05) Dt bop5) f (@, 91, 92) = (L@ y1) Do Dy f1(2) ® y1 Do Dy fo()
®as Dy (f1 @ fo) (x ® d')
@b Dy (f1 @ f2) (x B V) @ asbs & asbs.
(7.6)
There are two cases to be considered.

1. Assuming that dim (V N (F3 x {(0, 0)})) > m implies the ex1stence
of two vectors a = (d', as, a3),b = (¥, by, by) € V such that a’ # ¥/,
as = a3 = by = by = 0 for which D, Dy fy # 0 if we suppose that

f> is outside M7, From (7.6), for y; = 1, we obtain
D(a’7a2,a3)D(b’,52,b3)f(xa 1, y2) - Da’Db’f2(x) = 0.

Thus, we have found a,b € V such that D,D,f(z,1,y2) # 0, which
also implies that D, Dy f(x,y1,y2) # 0.

Now, assume that f; ¢ M#. Similarly, there will exist two vectors
a = (a’ as,a3),b = (0", by,b3) € V such that a” # V', ay = a3 =
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by = bg = O, for which Da//Db//fl 7_é 0. Setting Y1 = 0 in (76), we
obtain

D(GI,GQ,ag)D(b/,bg,bg)f(x7 O? y2) - Da’Db’fl(x) $ 07

and again we conclude that D,D,f(z,y1,y2) # 0.

2. When dim (V N (F% x {(0,0)})) < m, we have VN ({0,} x F3) = 3
since dim (V' N (F4 x F3)) = m + 1. Furthermore, we can find two
vectors a = (@, as, a3),b = (b, by, b3) € V such that o' = 0,,0 = 0,,
as = 1,bp =0, and a3 = 0,b3 = 1. From (7.6), we have

Do, .1.0D0,01)f (@, y1,92) =1 # 0. (7.7)

Thus, there is no (m + 1)-dimensional linear subspace of Fy*? on which
the second-order derivatives of f vanish, i.e., f is outside M.

[]

Example 7.2.5. Let fi,fo € Bs be defined by fi(z,y) = = -
y and fo(z,y) = x - m(y) @& do(x), respectively, where m =
(0,1,2,3,4,5,8,10,6,12,7,15,13,11,9, 14) is a permutation of F3 in in-
teger form and z,y € F3. Here, do(z) = [](1 @ ;) is the indicator

of the subspace 04 x F3. We note that f; € M¥ and f, € Dy \ M¥,
where Dy is the class of bent functions introduced by Carlet [17] whose

members are of the same form as fy above. Let fi = (f1, fi1, fo, fo® 1)
and fo = (f2, f2, f1, f1 ® 1) be defined via (7.5). Using the algorithm in
Section 7.2.1, we have confirmed that {1, fo € Bjy are both bent functions

outside M#.

An iterative design of bent functions outside M#* follows easily from
Theorem 7.2.4.

Corollary 7.2.6. Let f1, fo € B, be two bent functions such that ei-

ther fi or fy is outside M¥. Set ) = (fu, fi, fo, fo ® 1) and f5) =
(fa, fo, f1, 1@ 1). For k > 2 we define

k k—1 k—1 k—1 k—1
ji = () D gD 5D g )

and B)  elke1) o(h1) (k1) (k1)
f2 :(f2 7f2 7f1 afl @1)

Then, fgk) and fgk) are bent functions in n + 2k variables outside M¥.

7.2.3 Constructing bent 4-decompositions using SC and CD

Using Theorem 7.1.1, we show that bent functions stemming from
M., C, Dy and SC form a bent 4-decomposition. To satisfy the conditions
of Theorem 7.1.1, we note that f; is defined by f(x,y) = Tri*(zy?) + 1
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instead of Tr7(zy?), so that the sum f;+ f5+ f;+ f; equals 1 (otherwise
it would be o]>

Theorem 7.2.7. Let n = 2m, s be a positive divisor of m such that m/s
is odd, and d a positive integer such that d(2°+1) = 1 (mod 2™ — 1) and
wi(d) > 3. Let fi : Fom x Fom — Fy be defined by fi(z,y) = Tri*(zy?)+1,
and fo, f3 and fy be defined by (5.16),(5.17) and (5.21), respectively.
Then, f = (f1,...,f1) is a bent function in n + 2 variables.

Proof. Firstly, we note that f;(z,y) = Tr7*(z* Tly)+1, 2,y € Fom. From
Propositions 5.4.2, 5.4.1 and 5.4.8 it is easy to compute ‘that filx,y) +
5z, y) + fi(, y) + fi(z,y) =1 for all x,y € Fom. Thus, by Theorem
7.1.1 it holds that f = (fi,..., f1) is a bent 4—decompositi0n, ie., it
follows that f is a bent function in n + 2 variables. ]

Remark 7.2.8. Explicitly, let f = (f1, f2, f3, f1) be defined as in Theo-
rem 7.1.1, then by [37, Corollary 1], we can write f : Fom X Fom X2 — Fy
as

f(x,y,21,22) = filz,y) + 21(f1 + f3)(2,9) + 22(f1 + f2)(7,y), (7.8)

for x,y € Fom, 21, 290 € Fy which corresponds to the concatenation f =
Fllfallfsll fi. Let f1, fo, f3, f2 and f be defined as in Theorem 7.2.7, then
8) evaluates to:

f(z,y, 21, 22) = T7“71n($3/d) + 21 (x) + 2200(x) + 21 + 220+ 1,
for x,y € Fom, 21, 29 € Fy.

Moreover, it turns out that bent functions described in Theorem 7.2.7
do not belong to the completed M class. For convenience, we use the
vector space representation below.

Theorem 7.2.9. Let n = 2m be even and f € B, be given as in Theorem
7.2.7 so that

f(x,y, 21, 20) = d(y) - @21 11 (1) D220 (1) D21 B 20B1, (7.9)

where x,y € F5', 21,20 € Fy. If ¢- ¢ has no nonzero linear structures for
any c € FP\ {0,,}, then f is outside M¥.

Proof. For convenience, we denote a = (ay, as, as, as),b = (by, bo, b3, by) €

F7 x F' x F' x F'. Let V be an arbitrary (m+ 1)-dimensional subspace

of F42. Tt is sufficient to show that for an arbitrary (m 4 1)-dimensional

subspace V of F5*? one can always find two vectors a,b € V such that

}?(al,amas,%)D(b1,52,53,b4)f(xa Y, =1, 22) # 0 for some (xa Y, =1, 22) € F721+2. We
ave

D(a1,a2,a3,a4)D(bhbz,bg,bz;)f(x? Y, 21, 22) - Daszz (¢(y)) T
S Dy, (d(yBaz)) - a1® Do, (9(yDb2)) - by (7.10)
D 29Dy, Dy, 60(x)P2z1Dy, Dy, 111 ()BT (),
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where T'(x) = asDy, 111 (x ® a1) ® b3 Dy, 111 (x B by) B agDy,0p(x & ay) &
byD,, 00(x @ by). There are three cases to be considered.

1. Let [{z € F3' : (z,y, 21,22) € V}| > 2. We can select two vectors
a,b € V such that a; # 0,,,b1 # 0,, and ay # by. From (7.10), we
have

D(al,ag,ag,a4)D(bl,bg,bg,b4)f(x7 y7 Z].) 22) — Z2Da1Db150(x) EB M('CU7 y7 Z].))

where
M(ZC, Y, Zl) — Dasz2(¢(y)) ) x@Db2(¢(y®a2)) al
© Do, (¢(yDb2)) - bid21Dy, Dy, 11 ()
&7 (z).
As D,, Dy, 0y # 0, it must hold that D,Dyf # 0.
2. Let {z € FY : (x,y,21,22) € V}| = 2. We select a =
(a1, as,as,ay) € V such that a; # 0,,. Since |V| = 2™ we can

select b = (by, b, b3, by) € V such that by = 0, and by # 0,,. Notice
that by = 0,,, implies that D,,(¢(y®bs)) - by = 0. From (7.10), we
deduce that

D (a,.0,,00)D(0,,,50,0,0).f (2, Y, 21, 22) = Dy, (¢(y)) - a1

=0,,,,21=29=0

As c¢- ¢ has no nonzero linear structures for any ¢ € Fy'\ {0,,,}, then

Dy, é(y) - a1 is not a constant function. Thus, we have found two
elements a,b € V such that D,D;,f # 0.

3. Let {z € FY' : (z,y,21,22) € V}| = 1. We have |[{y € Fy" :
(z,9,21,20) € V} > 2L For any a = (0,,,as,a3,as) € V such
that ay # 0,,, we have D,,¢; # const., D,,¢; # const. and

Da2(¢i D ¢]) 7‘é COTLSt., where 1 <1 7éj <m and ¢ - (¢17 SRR ¢m>7
since ¢ - ¢ has no nonzero linear structure for any ¢ € Fy' \ {0,,}.

Furthermore,

‘{bQ S Fgl : Dsza2¢i = Dsza2¢j = 0m}| < 2m—1,
since the maximum cardinality

[{by € 3" : Dy, Dy, 0; = Dy, Dy, = 0,,}] = 2772

is attained if both D,,¢; and D,,¢; are affine. Hence, we can select
two vectors a,b € V such that D,,Dy,¢ # 0,,. Since

D(Om,az,a&azx)D(Om,b2,b3,b4)f(x7 Y, %1, 22) - Daszz (¢(y)) K2

we conclude that D4, ay.a5,00) D(b1,50,bs,b0)f 7Z O-
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Similarly as in Theorem 7.2.7, we will show that certain functions from
M, C,D and CD can form a bent 4-decomposition.

Theorem 7.2.10. Let n = 2m, s be a positive divisor of m such that
m/s is odd, and d a positive integer such that d(2°+1) =1 (mod 2™ —1)
and wt(d) > 3. Let Ey =y, L C Es be a subspace of Fom and By = E;-.
Let fi : Fom x Fom — Fy be defined by fi(x,y) = Tri(zy®) +1, and fo, f3
and fy be defined by:

fo(z,y) = Tri*(zy®) + 1. (),
f3(x,y) = Tri"(xy?) + 1g, (2) 15, (y),
fi(z,y) = Tri"(zy®) + 12 (2) + Lg, (2)1g,(y)-

Then, f = (f1,..., f1) is a bent function in n + 2 variables.

Proof. From Proposition 5.4.2, Theorem 5.4.7 and Theorem 5.4.9, it is
easy to compute that f(z,y) + fo(z,y) + f5(x,y) + fi(x,y) =1 for all
x,y € Fom. Thus, by Theorem 7.1.1, it holds that f = (f1,..., f1) is a
bent 4-decomposition, i.e., it follows that f is a bent function in n + 2
variables. ]

Remark 7.2.11. Let f1, fo, f3, f1+ and f be defined as in Theorem 7.2.10,
then (7.8) evaluates to

flx,y, 21, 20) = Tr"(xy?) + 21100 (@) + 2215, (2) 15, (y) + 21 + 20 + 1,

where x,y € Fom, 21, 290 € F.

7.2.4 Semi-bent case of 4-decomposition

The construction of disjoint spectra semi-bent functions was treated in
several articles, see [38] and references therein. In terms of the spectral
design method in [38], constructing quadruples of semi-bent functions

on F? (with n even), whose spectra belong to {0, +2" }, with pairwise
disjoint spectra can be easily achieved by specifying suitable Walsh sup-
ports. It has already been observed in [37, 94| that trivial plateaued
functions, having an affine subspace as their Walsh support, essentially
correspond to partially bent functions introduced by Carlet in [16] which
admit linear structures. Nevertheless, the selection of these Walsh sup-
ports as affine subspaces or subsets will be shown to be irrelevant for
the class inclusion of the resulting bent functions, which will be entirely
governed by the bent duals.

Known results on the design methods of plateaued Boolean functions

Before proving the main results of this section, we will give a brief
overview of some known useful results obtained in [38] regarding the
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construction and properties of s-plateaued Boolean functions. For sim-
plicity, we adopt these results for semi-bent functions, thus s = 2, and
employ only the parts relevant for our purposes.

Theorem 7.2.12. /38, Theorem 3.8 (with s =2)] Let Sy =v & EM =
{wo, ..., won—21} C F3, for some v € Fy, M € GL(n,Fs) and subset
E = {ep,e1,...,egm2_1} C 3, where n is even. For a function g :
Fi=2 — Fy such that wt(g) = 2" + 2"5 1 or wt(g) = 2" — 2"7 1
(having bent weight), let the Walsh spectrum of f on Fy be defined (by
identifying x; € Fy~* and w; € Sy through ¢; € E using (2.4)) as

{ 2" (—=1)9@) foru=v@®e;M € St,

Wf(u) - 0, U Q Sf.

(7.11)

Then:

i) [ is an 2-plateaved (semi-bent) function if and only if g is at bent
distance to

(I)f = {@u : FZ_Q — [y Xo, = ((—1)1“’”0) (_1)”@1’ o (_1)11;'&)21’7,7271),
wi € 5y, w € Fal, (7.12)

where for a subset B C B,, a function g s said to be at bent distance
to B if for all f € B it holds that dy(f,g) = 27! 4 27/271,

ii) If E C Y is a linear subspace, then f is semi-bent if and only if g
is a bent function on Fy =2,

Remark 7.2.13. Since [S¢| = 2"2? and the absolute value of

the Walsh coefficients in Theorem 7.2.12 is 2”7“, Parseval’s identity
Zung Wi(u)? = 2*" is clearly satisfied. For ease of notation, we will
consider f € %,.» and use a dual bent function g € %,,. The Walsh
support S; C F5™2 with |S¢| = 2", can be specified as a binary matrix
of size 2" x (n+2) of the form Sy = (c@F;M )T, 1T},,, M € GL(n,Fy)
and c € Fy. Here, the part ¢ ® 5 M is an affine permutation of Fy and
corresponds to the first n columns of Sy; whereas the last two columns
T,,1T,, of Sy are binary truth tables of uy, e € %,,.

To construct nontrivial semi-bent functions (whose Walsh supports are
subsets), one can employ bent functions in the MM class defined by

n/2
gle.y) = z-(y) DH(y); @,y € Ty, (7.13)
where 1) is an arbitrary permutation on ]Fg/ and t € B, /> is arbitrary.

We give below a slightly modified version of Theorem 4.2 in [38] since
we are interested in semi-bent functions in even dimensions. Therefore,
we define the Walsh support as Sy = (¢ ® EM) T, 1T, rather than
Sy = (c® EM) T, as originally in [38]. Notice that the use of a
nonlinear function p : F§ — [Fy ensures that Sy is not an affine/linear
subspace.
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Theorem 7.2.14. [38, Theorem 4.2] Let g(x,y) =z - ¥(y), x,y € F3/2,
be a bent function, n is even. For an arbitrary matric M € GL(n,Fs)
and vector c € Fy, let Sy = (c® EM) 11,1 T}, where E =% is ordered
lexicographically and u € B, we have:

i) Let F1, Ey be subspaces of Fg/z such that ¢¥(Ey) = E{ and define
w(x,y) = éop,(x)op,(y), where ¢p, denotes the characteristic func-
tion of E;. Then, f : IF;HQ — [y, whose Walsh spectrum is specified
by means of (7.11) in Theorem 7.2.12 (with dimension n+2 instead
of n) is a semi-bent function.

i) Let L be a subspace of FY and define u(z,y) = ¢r(x). If = (v+L1)
s an affine subspace for all v € Fy, then f : Fg” — [y, whose

Walsh spectrum is specified by means of (7.11) in Theorem 7.2.12
(with dimension n + 2 instead of n), is a semi-bent function.

Bent functions outside M# using semi-bent functions with suitable duals

By employing the above results, the authors in [38] also proposed a con-
struction method of disjoint spectra plateaued functions, see Theorem
4.4 in [38], and additionally showed that these functions can be effi-
ciently utilized for the construction of bent functions. For the particular

case of specifying four semi-bent functions on Fy*?, by using a bent dual

g € %,, it is convenient to express ]F”Jr2 V & @) where for simplicity

V =TF% x {(0,0)} and Q = 0, x F3. Notlce that the choice of V' leads
to the canonical concatenation / decomp081t10n given by (7.4). The main
idea is then to specify disjoint Walsh supports of semi-bent functions f;
on the cosets of V in F§™2. The reason for selecting S¢(c®@FM )T, 1T}, in
Theorem 7.2.15 as a non-affine subspace is to demonstrate a somewhat
harder design rationale that employs Theorem 7.2.12 7), which requires
that the set ® is at bent distance to the bent dual g. Again, the use

of a suitable bent dual ¢ € %, (taken outside M) is decisive when the
design of bent functions outside M7 is considered.

Theorem 7.2.15. Let n be even and g be a bent function in n variables.
For an arbitrary matric M € GL(n,Fy) and vector ¢ € Fy, let Sy =
(c®FIMNT Ty, C Fo™2, where t1,ty € B, such that g(x,y)Duvity (v, y)®
vato(,y) is bent for any vy, vy € By, where x,y € F;/Q. Let @ ={0,} %
F5 = {qo0, 901, 10, q11} and set Sy, = q, ® Sy, for qo € Q and a €
2. Then, the functions f; € B2, constructed using Theorem 7.2.12
with Sy, and g, are semi-bent functions on ]FSJr2 with pairwise disjoint
spectra. Moreover, if r-ind(g) < n/2 — 2, then the function § € B4,
whose canonical restrictions are ﬂFng (o} = Ja, where a € F3 (thus

f = fooll forll froll fi1), is a bent function outside M.

Proof. Let ¢ € F§ and M € GL(n,F,) be arbitrary. Let S§ = (c@F5 M)
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T, UT,,, where t1,ty € B,,. The columns of ¢ ® Fy M correspond to affine
functions in n variables, say [,...,[, € A,. Thus, by assumption on g,
the function g @ v - (I1, ..., 1., t1,t2) is bent for any v € F53*?. Hence, g
is at bent distance to @y = {¢, € B, : Ty, = (V- wp, ..., V- wem_1), w; €
S¢, v € Fy™2Y. Let Sy, = q, ® Sy, for ¢, € Q. By Theorem 7.2.12 i),
the functions f, € B, .2, whose Walsh spectral values at v € FQ” are
defined by:

n+4

_ 272 (_1)9(%;,3/,;)’ v=(cO(@i,yi)- Mt (xi,yi) t2(2i,9:) ) BGa € Sfa
Wfa(’l)) - { 07 v ﬁé Sfa ’
(7.14)
are 2-plateaued (semi-bent) functions, for a € F3. Furthermore, we have
Uge@(da © Sy) = F3™2 and the function f = fool|for [ fioll fi1 € Bura is
bent by Theorem 7.1.1 i7). It remains to show that f is outside M. For
convenience, we write u = (o, 8,7, w) € Fy/? x F3/* x F2 x F2. Then, the
Walsh-Hadamard transform of § at u € Fj** evaluates to:

Wf(u) = Z (_1)f($7y,z7w)€l§(x,y,z,w)~u
(x,y,z,w)G(IF;/Q)Q x (F2)2

- Z Z (—1)fvl@v2)®@y.2) (@b y)oww

WEFS (3,y,2)€(Fy/%)2 xF2

= Z (—1)ww Z (_1)fw(m,y,z)@(m,y,z)(a,ﬁﬁ)
(F5"?

wek3 (,9,2)€(Fy/*)2 < F3
= 3 (=) Wy, (a, B,7) = (%)
welF3

As Uyeg(q® Sp) = Fy and ¢ SpNg @Sy = 0 for ¢ # ¢, we
have that (a, 3,7) is in exactly one support Sy, for some w € F3. We
note that (a, ) = ¢ ® (o/,3') - M for some (« ’,6’) € IF;L/Q X FZ/Q and

v = (ti(a, B'),ta(c, B')) @ a,, for some a, € F3, whose choice depends
on the value of v. Hence,

(Oé, 67 7) - (C D (alv 6/) : M; tl(ala ﬁ/>7 t2<0/7 ﬁ/)) S5 Q(LY-
Thus, we have that

(%)

(1)’ )
i

2
2" . (_1)((t1(((aﬁ)@c)-M‘l),tz(((aﬁ)@c)-M‘1))@v)-w@g(((a,ﬂ)@c)-M‘l)

which implies that the dual {* € B, 14 of § is defined by

f*(x7y727w) - ((tl(((xay) S¥ C) ’ M71)7t2((('r7y) S¥ C) ’ Mﬁl)) S¥ Z) " w
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®g(((z,y) ®c)- M),

for x,y € Fg/ ? and z,w € F3. Without loss of generality, let us consider
the function

h(z,y,z,w) =F((x,y,z,w) - M" ® (c,0y,0s))
= ((ti(z,y), ta(z,y)) ® 2) - w S g(z,y)
g(.%',y) Dz wd (t1($,y),t2($,y)) T w,

e M | Oy
Oi| It )

We note that h and f* are EA-equivalent functions and thus belong to
the same completed class of bent functions.

where

Let us now consider the second-order derivative of h.  Suppose
that V is some (n + 4)/2-dimensional subspace of Fj™ and let
a = (oz(l),oz@),a(?’),a(‘l)),ﬁ = (5(1),@(2)75(3)75(4)) c V where

al) o p0) 52 ¢ ]F;/Q,a(3),a(4),ﬁ(3),ﬂ(4) € 3. For easier notation,
we will denote with aj; = (oM, a®) and B, = (BW,?). As w is
arbitrary, let w = a4 @ 4. This further implies that
D@Dﬁh(x7 Y, =, w)|w=044€9[34 = DOZ12D5129($? y)
D ay - (D512t1(xvy)7Dﬁmt?(xay)) (715)
SP) 64 : (Dautl(xn y)7 Dath(CC, y))
fast a(?)) 6(3) a5 &(4) . 5(4)
First, we note that dim({(x,y) € Fgm X FS/Q: (x,y,z,w) € V}) >
n/2—2. 1If
Gy - (Dﬁntl(x: y)? Dﬂmt?(xa y))
D 64 ’ (Dalztl(:U) y)? Da12t2($7 y)) (716)
®a® . 83 ga®. 8W = const.,
then, from (7.15),

DaDﬂb(xa Y, =, w)|w:a4@54 7é 0

as r-ind(g) < n/2 — 2. On the other hand, if the sum in (7.16) is non-
constant, then again from (7.15), we must have

DaDﬁh(l', Yy, z, w)|w=a4@ﬂ4 7& 0.

Thus h ¢ M7#, which implies that §* ¢ M#. By Remark 7.2.1, it means
that f is outside M™. O
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Since g € %, is supposed to be a bent function outside M7, we can
employ the class Dy of Carlet [17] or certain families of bent functions

in C and D that are provably outside M7 [45, 88, 89]. Alternatively
g can be taken from the recent classes SC and CD |5, 7|, which are
specified in Corollary 7.2.16 below. Notice that the subspaces L, E;, E
used to define g in Corollary 7.2.16 below, satisfy certain conditions
with respect to the permutation m, see [17, 89, 88]. However, there
exist efficient design methods for specifying bent functions in the above

classes that are provably outside M# [5, 7, 45, 88, 89]. On the other
hand, for t1,ty € %, we use certain indicators that preserve the bentness

of g(x,y) ® viti(x,y) ® vata(x,y). The results are summarised in the

following corollary, where we denote dy(x) = H?ﬁ(mz @ 1) which is the

indicator function of the subspace 0,,/5 X ]Fg’/ 2

Corollary 7.2.16. With the same notation as in Theorem 7.2.15, if a
bent function g € B, with r-ind(g) < n/2 — 2 and t1,ts € B, are defined
by:

i) g(z,y) = x - 7(y) ® do(x) € Dy \ M*, ti(z,y) = ta(z,y) =
60(55), ZC’QGFS/Q,

i) g(z,y) = x-7(y) @1y (x) € C\ M, ti,ty correspond to 1. (x) or
n/2
50(.1'), x,y S IFQ ’

i) g(z,y) =2 - 7(y) © Lpo(z) ® do(x) € SC\ M¥, t1,ty correspond to
17:0(x) or dp(x), z,y € ]Fg/2, or

w) g(z,y) = x-7(y) & 1e(2) & 1p, (2)1g,(y) € CD\ M*, ti(z,y) =
tQ(xvy) = 1LJ-('I)7 xr,y S F;L/27

then | € B,14 is a bent function outside M7 .

In the following example, we take g € Do\ M™ in 8 variables to construct

a bent function in 12 variables outside M# by means of Theorem 7.2.15.
The result was also confirmed using our algorithm in Section 7.2.1.

Example 7.2.17. Let g(x,y) = =z - 7(y) ® do(z), =,y €
F3, be a bent function in Dy (outside M%), where © =
(0,1,11,13,9,14,6,7,12,5,8,3,15,2,4,10) is a permutation of F3 rep-
resented in integer form. We note that r-ind(g) = 1. Let ¢ € F§ and
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M € GL(8,F,) be arbitrary, say,

(0001001 1)
11111101
01110101
11011111
c=(0,0,1,0,1,1,1,1), M = 00100111
11000001
01000011
\11011100)

Let S = (c®F3- M) T5,1T5,, where Ty, is the truth table of the function
o(z) viewed as a function on F§. That is, do(z,y) = do(x) € HBs. Then,
fi € Byo defined via Sy, and ¢, using Theorem 7.2.12, are pairwise disjoint
spectra functions, where Sy, = S; @ ¢; and ¢; € Q = {0s} x F3. In other
words, f = (fo, f1, f2, f3) € Bia is a bent function and can be viewed
as a concatenation of four semi-bent functions. Furthermore, using our

algorithm in Section 7.2.1, we have confirmed that f lies outside M7,
The ANF of f is given by (9.4) in Appendix.

The following remarks are important with respect to the cardinality

of bent functions outside M# or the presence linear structures of the
constituent semi-bent functions.

Remark 7.2.18. Notice that the number of possibilities of selecting St
(which is a binary matrix of size 2" x (n 4 2)) is quite large. We have 2"
possible choices for ¢ € Fy and [[}_,(2" —2") choices for M € GL(n,TF,).
Thus, for fixed Boolean functions ¢,y € B, we have 2" [],_,(2" — 2*)
choices for Sy. For example, for n = 8 this number equals ~ 2702,

Remark 7.2.19. The existence of linear structures in the semi-bent
functions f;, used in Theorem 7.2.15 to specify §, is of no importance
when determining whether f & M#*. We have confirmed this, using our
algorithm from Section 7.2.1, by verifying that the resulting bent func-
tions are always outside M* provided that the bent function g used to
define the dual of f; (by means of (7.14)) is outside M#. It is completely
irrelevant whether these semi-bent functions possess linear structures
(having affine supports Sy,) or not.

7.2.5 Four bent decomposition in terms of 5-valued spectra
functions

To specify 5-valued spectra Boolean functions, the authors in [39] pro-
vided a sufficient and necessary condition that the Walsh spectra of
fi (corresponding to two different amplitudes) must satisfy, see Section
7.1.1. The notion of totally disjoint spectra functions was also intro-
duced in [39], which can be regarded as a sufficient condition so that
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the Walsh spectrum specified by (7.1) is a valid spectrum of a Boolean
function.

Definition 7.2.20. [39, Definition 4.1] For two disjoint sets st SJ[?] C
F5, with #SJ[}] + #SJ[?] = 2M 4+ 20 < 2" we say that the dual functions

g SJ[}] — Fy and [ : S][?] — [y (in terms of (7.1)) are totally disjoint
spectra functions if it holds that

Xi(u)Xo(u) =0 and | Xi(u)| + |X2(u)| >0,

for all u € F}, where X;(u) = > (—1)Ta@®ww for § =1, 2.

(4]
weSf

Remark 7.2.21. Note that the second condition implies the nonexis-
tence of a vector u € FY for which X (u) = Xs(u) = 0. Without this con-
dition, the notion of totally disjoint spectra coincides with non-overlap
disjoint spectra functions in [84].

Furthermore, a generic method of specifying totally disjoint spectra func-
tions was also given in [39].

Construction 7.2.22. [39] Let n, m and k be even with n = m + k.
Let h € B,, and g € B;. be two bent functions. Let H be any subspace

of F5" of co-dimension 1, and let H =TFy\H. Let also | = F4 x H and
Ey = {0} x H. The Walsh spectrum of f € B,, with (a, 3) € F x Fy,
can be constructed as follows:

(_1)9(a)®h(6) ) 2n/2’ (o, B) € By
Wi(a, B) = < (=1)MB) . om/24k (o B) € By (7.17)

0, otherwise.

Then, Wy is a valid spectrum of a Boolean function f € B,,. Let now

fl(&aﬁ) = g(a)@h(ﬁ)a (O‘7B)€E1
f2(0475) = h(ﬁ)? <047ﬁ)€E2-

Then, fi : By — Fy and fy : Ey — [y are totally disjoint spectra
functions.

Remark 7.2.23. Notice that the sets £y and Ey in Construction 7.2.22
can be defined similarly using any element v € F} instead of 0y, so that

Ey = {v} x H and E; = F§ x H remains the same. Then, F; and E
are clearly disjoint.

Now, we need to specify a quadruple of 5-valued spectra functions in
B, _2 by means of Construction 7.2.22, which additionally satisfies the
condition given by item 4ii) of Theorem 7.1.1. More precisely:

a The sets SJ[%] = {9 € Fy 2 : [Wp(9)| = 22} (i € [1,4]) are pairwise
disjoint;
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b All SJ%] — {0 € F32 . |W;(9)| = 2°7 } are equal (i € [1,4]), and

* . [2] : * * * * _
When k£ = 2, Construction 7.2.22 can generate suitable quadruples of
5-valued spectra functions (which are individually totally disjoint spec-
tra functions) as shown below.  Notice that the subspaces S][%} will

correspond to Eéi) and SJ%] to Efi) in Theorem 7.2.24.

Theorem 7.2.24. Let n = m + 2 be even so that m is also even. Let
h € B, and g € B, = By be two bent functions. Let H be any subspace

of FY' of co-dimension 1, and let H = F'\H. Let also Efi) =TF;x H
and Eél) = {9 x H, fori = 1,...,4, where ¢V € F3 are ordered
7)

lexicographically so that ¢V # ¢9) for 1 < i # j < 4. We specify the
spectra of f; € B, as follows:

(_1)g(a)e9h(5)@d . 2n/2’ (&75) c Ey)
Wy(a, 8) = § (-1)"®) . 2557+2, (o, B) € EY (7.18)

0, otherwise,

where d = 1 if i = 4, otherwise d = 0. Then, the function f € B9
given as the concatenation f = fi||fa||f5]|f1 is a bent function.

Proof. The functions f; € A, specified by (7.18), are clearly 5-valued
spectra functions. We need to verify that their spectra corresponds to
Boolean functions. By Construction 7.2.22, corresponding to the defi-
nition of Efl) and Eél) using ¢t = (0,0), this is true for f;. Due to the
definition of Eﬁz) and Eél) and Remark 7.2.23, the same is true for any f;
which are all Boolean 5-valued spectra functions. For instance, using
c® = (0,1) to define f,, the condition that Eil) = E;Q) is clearly true
and furthermore (0,0) x H N (0,1) x H = (), that is Eél) N E§2) ={.

Now, the condition for a valid 4-decomposition into 5-valued spectra

functions is given by 44i) in Theorem 7.1.1. The supports Eéi) are clearly

disjoint by their definition, whereas Eii) are defined on the same subspace

of 5. The last condition that the bent duals defined on Ef) satisty
ff;] D f[’g] NS f[’;] NS ff;] , = 1 follows from the specification of the spectra

on Efl), using the fact that d = 1 only when ¢ = 4. H

Remark 7.2.25. Since d = 1 when ¢ = 4, the complement of the dual is
used for the fourth constituent function f;. This ensures that the bent
duals satisfy ffg} . D f[*;] o D f[*;] N f[’g] 4 = 1. Nevertheless, this is not the
only choice and the bent duals can be specified in other ways (through
the complement operation) as long as their sum equals 1.
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The following examples illustrate the details of this construction and the
possibility of getting bent functions outside M7. Notice that the dual
h used to specify f is not necessarily in M7 .

Example 7.2.26. Let n = 8 and let h € Bg,g € By be defined by
h(zg,...,T5) = xox1 ® Tox3 B w45 € M and g(xg, 1) = xox1. Using the

mathematical software Sage, we constructed the functions f € By for
i=1,...,4 defined by (7.18) and their ANF’s are given as follows:

fi(zo, ..., 27) = w1 D Tox3 B X475 B T4TeT7 B TeT7,

fo(zo, ..., x7) = w1 B T2x3 B T4x5 B T4x6T7 B T4 B Tex7,
f3(@o, ..., x7) = T2 @ T2T3 B T4T5 D TaT6T7 D T4T7 D TeT7,
fa(xo, ..., 27) = w1 D Tox3 B X425 B T4TeT7 B TaT B Ta4x7 D Ty

@1'61'7@ 1

Then, the function f € By given as the concatenation f = fi||f2||fs||fa
is a cubic bent function defined by f(xo,...,T9) = or1 B T2x3 ® T4T5 D
T4TeT7 B T4xexs D T4T7X9 P T4TT9 B TeT7 B x3x9. Using our algorithm
in Section 7.2.1, we could verify that f € M*¥.

On the other hand, the following two examples illustrate that selecting
the dual h to be outside M¥, the resulting bent functions (constructed
using Theorem 7.2.24) are outside M¥.

Example 7.2.27. Let h € Bg defined by h(z,y) = Tri(zy’) +

6o(x), =,y € Foi, be a bent function in the class Dy \ M7# [17, 8],
and let g € By be defined by g(z¢,z1) = xor;. Using Sage we con-
structed the functions f; € By for i = 1,...,4 defined by (7.18). Then,
the function f € Bis given as f = fi||fa||f5]|f4+ is a bent function of
algebraic degree 5. This time the function f, whose ANF is given by
(9.2) in the appendix, is outside M.

Example 7.2.28. Let n = 10 and h € Bg,g € By be bent functions,
where g(xg, 1) = zor1. The function h € Bg, whose ANF is given by
(9.1) in Appendix, lies in PS* and is outside M#. Using Sage, we
constructed the functions f; € By for ¢ = 1,...,4 defined by (7.18).
Then, the function f € Bis given as f = fi||fo||f3]|fs is a bent function

of algebraic degree 5. Again, it could be confirmed that f is outside M7
(its ANF is given by (9.3) in Appendix).

The above examples indicate that the conclusions (related to the dual)
given in Section 7.2.2 seem to be applicable in this case as well. More
precisely, the class belongingness of f in Theorem 7.2.24 is strongly re-
lated to the choice of the dual bent functions.

Theorem 7.2.29. Let f € AB,.o be constructed by means of Theorem
7.2.24, thus f = fi||fol| f3|| fa where f; € B,. If the dual bent function

h € B, _5 in Theorem 7.2.24 is outside M7, then f is outside M7 .
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Proof. By Remark 7.2.1, f is outside M* if and only if its dual f*

is outside M*. Hence, it is enough to show that f* is outside M™.
The “duals” of the restrictions f; are actually given by (7.18). By the

n+2

definition of f*, we have that (—1)f"®) = 275 W (u) for any u € Fy*2,
since f € %,.2. For convenience, we write u = (o, 8,7) € F3 x F* x [F3 2
with n = m + 2 as used in Theorem 7.2.24. We notice that in general
using that x = (', x,11, Tpio) € FY X Fy X Fy, we have

Wi(a, B,7)
_ Y Gy
xngng
= Z (_1)]0(1'/7070)"_(04 ﬁ)l’ + Z ‘T 01 ( aﬁ)'x/+72
z€F%%(0,0) z€FE%(0,1)
+ ( 1)f(95 1,0)+(a,B)-2"+m + Z f(@ 1L1)+(a.8)-2"+71+72
2€F} % (1,0) zelFy x (1,1)
= Wi, 8) + (=1)2Wp,(a, B) + (=1)" W, (v, B) + (=1)" =Wy, (e, B)

(7.19)

Hence, for any fixed v € F3, we can compute the value of We(a, 5,7) by
using the Walsh spectra of the constituent functions f;.

n—2

We first notice that W, (o, 8) = (=1)"?) . 252 when («, ) € Eéi),
and furthermore by construction the sets Eéi) are mutually disjoint for
i = 1,...,4. Hence, if for instance («, ) € Eél) then Wy (o, ) =
(=) . 2"5°+2 and Wy (a, B) = 0 for 2 < i < 4, which implies that
We(a, B,7) = (=1)"? . 25+ when (a, ) € Eél). The other cases when

(o, B) € Eéi) for i # 1 are similar.

Now, considering the case (o, ) € Ef D we first notice that F; = E( ) =

= Ef ) (by construction), where E; = F3x H as in Theorem 7.2.24. In
addition, Wy (a, B) = (—1)9(@)®hB)+d . on/2 where d = 1 when i = 4 only.
This also implies that Wy, (o, 8) = Wy, (a, 5) = Wi, (o, ) = =W, (o, B)
when (a, 8) € Ey. Therefore, using (7.19), we have

Wf(&,B,0,0) - Wfl(CY?B) + Wf2(Q76) + Wf3(a7ﬁ) - Wf4(aaﬁ)

= 2Wf1 (Oz, ﬁ)

Wi(a, 8,0,1) = Wy (o, 8) = Wp(a, B) + Wy(a, B) + Wy, (v, B)
= 2Wf1 (Oé, ﬁ)

Wi(a, 8,1,0) = Wy(a, 8) + W, (o, 8) — Wi(a, B) + Wy, (a, B)
= 2Wf1 (Oé, ﬂ)

We(e, 8,1,1)

Wfl(&75) - WfQ(&76) - Wfs(&aﬁ) - Wf4(&76)
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- _2wf1 (a7 ﬁ)

Hence, Wi(a, B,71,72) = 2 - 2M2(—1)9@&hB)+1%2 when (a,B) € Ei,
where g(a) @ h(S) + 1172 falls into the framework of Theorem 7.2.2 and
additionally Remark 7.2.1 applies. Notice that the case («, 8) € E; and
at the same time having Wy,(a, ) = 0 is already covered above since

then (a, 5) € Eéj ) for some j # 4. This is a consequence of the fact that
EyU (UL By) = Fs.

To summarize, the dual f* is equal to g(«) @& h(B) + 7172 when f* is
restricted to the subspace (o, 3,7) € E; x F3 and to h(8) when f* is

restricted to the complement of E; x F3. Notice that g is a 2-variable
quadratic bent function, thus g(ay,as) = ajas. Therefore, using the

assumption that h € M#, Remark 7.2.1 and Corollary 7.2.3 imply that
f* & M?% and hence f & M7,

[]

Remark 7.2.30. The condition on the dual bent function h € %,,_» is
strictly sufficient and not necessary. There exist bent functions {f} in
eight variables, represented as f = fi||fo||fs||fs where f; are 5-valued

spectra functions, that are outside M. Since in this case the dual bent
function h is defined on Fj it apparently belongs to M.

7.3 5-valued spectra functions from the generalized
M class

Another method of specifying 5-valued spectra functions, also given in
[39], uses the generalized Maiorana-McFarland class (GMM) of Boolean
functions.  For convenience and ease of notation, we use the variable
set xg,...,r,—1 instead of zy,...,x, for functions on .

Theorem 7.3.1. [39] Let FEy C F3 with 1 < s < [n/2]. Let By =
Ey x F,, where Ey = F5\Ey and 0 < t < |n/2]. Let ¢y be an injective
mapping from Ey to Fy7°, and ¢1 be an injective mapping from Ey to
Fy=*~'. Let X = (x0,...,%n1) € F} and X jy = (vi,...,2;) € Fy
Let f € B, be defined as follows:

f(X) _ ¢O(X(0,s—1)) ’ X(s,n—l)y Zf X(O,s—l) € Ey
O1(X(054t-1)) - X(satm—1), of X,s+1-1) € Er.
Let
To = {¢o(n) | n € Ev},

T, = {qbl(@) | 0 c El}

and

Then, we have
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a) Wi(w) € {0,£2",£2"7"} if t # 0 and Ty C Ty x Ty, where
Tl Fn s— t\le
b) Wi(w) € {0, £2" 5, £2" 51} 4f ¢t =0, TyN'Ty # 0 and Ty # Ty

Example 7.3.2. Let n =8,s = 3 and t = 1. Now, we employ Theorem
7.3.1 to construct 5-valued spectra functions ), ..., f® that satisfy
Theorem 7.1.1. The resulting function f = f(l)Hf 113 fY € By

is then bent. Let F} = {v(()”), . ,véﬁll} denote the lexicographically
ordered n-dimensional vector space over Fy. Furthermore, we note that
all sets defined below are also lexicographically ordered. We define Ejy =

{e), el e}, where e\ = v € F for i = 0,1,2, and By = Eyx Fy =

éeg),éli)’...,eéﬂ} C F3, where By = F3 \ Ey. Let ¢ : By — Fj be
efined by

dr(el”) =",
fort =0,...,9 Let T} = {gbl(ﬁ) 0 € Ei} and T} = F; \ T1, where
clearly |T1| = 6 Let T =Fy x T1 = {0,...,711} C Fy x F3 = F5 and let
ngO . By — T3 be defined by

05 (") = Yivsj, € € Ey,
fory=1,...,4.
IfT = {gbo (n) :m € Ep}, then To(j) C Fy x T} (as required in Theorem
731 (a)), for j=1,...,4. Now let X = (x0,...,z7) € F; and X; ;) =
(T, ..., xj) € FJ For j =1,2,3,4, fU) € By is defined as follows:

fx) - {8 X0a) Xan +0.0). if Koo € Eo
01(X3)  Xaun +01(4), if Xz € B,

where 01(j) = 1 for j = 1 and 0 otherwise. Let Slj = {z € F§ :
(Wi (x)| = 2°} and Séj) = {o € F§ : |[W;u(x)] = 2'}. Using Sage

we could verify that all Sfj ) are pairwise disjoint and all S;j ) are equal.
Furthermore, by the construction, ff;] 1 D... D ff;] , = 1. Hence, by

Theorem 7.1.1, the function f = fW||f@f@||fW € By of algebraic
degree 5 is bent, and its ANF is defined by:

f(xo, ..., 29) = ToT122T3%4 D ToX1T203%9 D ToT1T224T8 O ToT1T2%4 D
TX1XoLe D XX 1T304 D ToX1X3L9 D XX 1T4X8 D Tox1X4 D ToT1Tg D TroT 17 D
TT2T4DLoTox528 D TT2x5D XXX D X0T4DPToT508D 10205 DT 1T2T6x3D
175 D 110678 D X106 D Tox3x4 D ToX3x9 D ToT4xg D T2T5x8 D ToTeTy D
Tol7 D X3T9 D T4x8 D T5w8 D x5 D Texg D X7 D X3T9 D 8 D 9 D 1.

Nevertheless, using our algorithm in Section 7.2.1 implemented in Sage,
we could confirm that f € M7.
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As a generalization of the previous example, we give the following result.
We assume that all sets are ordered lexicographically and we denote

Fro= {o{” o™ ol )
Remark 7.3.3. We assume that all sets defined in Theorem 7.3.4 are
ordered lexicographically, and with F§ = {U(()k), Ulk), o ,vg,f)_l} (for suit-

able k) we will denote the elements of the lexicographically ordered k-
dimensional vector space over [Fs.

Theorem 7.3.4. Letn =2m > 8, Ey = {e(()o), e ,691} - Fgl_l where
T<2°—1and 41 < 2" and By = Ey x Fy = {e(()l), L ,e&l)}c F7,

where A =2- (2" —7) =1 and Ey = F" '\ Ey. Let ¢, : By — F} be
an injective mapping defined by

le(ez(l)) - vz(m)v 61(1) € kb,
fori=0,1,..., X, whose image set is denoted by Ty = {¢1(0) : 0 € E1}.
Now, denoting I' = TFy x (FY"\ T1) = {0, V1, - - Yar—1}, let gbéj) : By —
I' C IF;”H, for g =1,....4, be injective mappings defined by

), (0 0

o5 (el”) = Vitr(j—1)s el € Ey.

Let X = (xo,...,7p-1) € FY and X ;) = (vi,...,75) € F,~*. For
j=1,...,4, fU) € B, is defined as follows:

¢(<)j>(X(0,mf2)) cXm—1n-1),  1f Xom-2) € Eo
o1(X0m=1)) * X(mn—1), if Xom-1) € E1,

where 01(j) =1 for j =1 and 0 otherwise. Then, the function f € B2
given as the concatenation f = fO||f@|f3|fW is a bent function.

fIX) =61(j) @ {

Proof. Firstly, we note that Wy (x) € {0,£2™,£2"} by Theorem

731, for j=1,...,4 (with s =m —1 and ¢t = 1). It remains to show
that these functions satisfy the conditions of Theorem 7.1.1-(iii).

Let Sp, = {z € F} : [Wyo(2)| = 2"} and 7, = {z € F} :
\(Wio(z)] = 2™}, for j = 1,...,4. The cardinality of I' can be com-
puted as

U] =2-|Fy' \T1| = 202" — |En]) = 2- (2" = 2(2" 7" = 7))

= omth _omtl 4 4r = 47,

Because || = 47 < 2™ and |¢(()j)(E0)| = T, it is easy to see that
¢(()]) splits I' into 4 disjoint subsets, that is, ' = U?Zl ¢(()])(EO) and
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¢(()j)(E0) N ¢éjl)(E0) = () for j # j'. Consequently, the sets Sj[cl(]j) are
pairwise disjoint for 7 = 1,...,4. As the function ¢; is the same for
all fU) it follows that all sets S%) are equal. The condition that the

bent duals defined on S7% satisfy fi5 | @ fi5, ® fiy 5 ® fiy4 = 1, follows
from the fact that 6;(j) = 1 only for j = 1. This follows from the fact
that [Wy(z)| = 2™ is determined by the value of ¢1(X(om-1)) - X(m.n-1)
(cf. proof of [39, Theorem V.6]) and consequently the values of fp, ; are

the same except for j = 1, where we additionally add the constant 1.
Thus, the conditions given in item 4i7) of Theorem 7.1.1 are satisfied and

/= f(l)Hf(Z)Hf(?))Hf(‘l) € A, . is a bent function. H

Remark 7.3.5. The above statement also holds if Ej is a collection of
arbitrary 7 elements in F5'~'. However, (partial) computer simulations

indicate that this approach only generates bent functions inside the M
class, regardless of the choice of Ej.

Open problem 7.3.6. Prove or disprove that the bent functions con-

structed using Theorem 7.3.4 always belong to M7 regardless of the
choice of Ej.



Chapter 8

Applications of the indirect sum in
the design of several special classes
of bent functions outside M7

Two well-known secondary constructions of bent functions are the direct
and indirect sum methods. We show that the direct sum, under more
relaxed conditions compared to those in [71], can generate bent functions

provably outside the completed Maiorana-McFarland class (M7#). We
also show that the indirect sum method, though imposing certain condi-
tions on the initial bent functions, can be employed in the design of bent
functions outside M7. Furthermore, applying this method to suitably
chosen bent functions we construct several generic classes of homoge-
nous cubic bent functions (considered as a difficult problem) that might
posses additional properties (namely without affine derivatives and/or

outside M#). Our results significantly improve upon the best known in-
stances of this type of bent functions given by Polujan and Pott [71], and
additionally we solve an open problem in |71, Open Problem 5.1|. More
precisely, we show that one class of our homogenous cubic bent func-
tions is non-decomposable (inseparable) so that h under a non-singular
transform B cannot be represented as h(xB) = f(y) @ g(z). Finally, we

provide a generic class of vectorial bent functions strongly outside M7

of relatively large output dimensions, which is generally considered as a
difficult task.

8.1 Direct and indirect sum methods

The direct sum method is probably one of the best known design ra-
tionales when constructing new bent functions form the known ones.
Namely, provided that both f and g are bent functions on [Fy and
on FJ' (both n and m are even), respectively, the function h(z,y) =
f(z) ® g(y) is also bent on Fy™™. A special case of this approach
arises when ¢ is a quadratic bent function given in a canonical form

123
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9(y) = 1y2 ® -+ B Ym_1Ym, which was recently considered in [65]. It
was shown that in this particular case h is outside M* if and only if f

is outside M. This motivates us to investigate other choices of g (not
only quadratic canonical ones) in this context.

8.1.1 Specifying sufficient conditions for the direct sum
method

In this section, we consider the conditions under which h(z,y) = f(z)®
g(y) is outside M7, Special cases of the direct sum constructions have
been also addressed in Chapter 6 (cf. Theorem 7.2.2 and Corollary
7.2.3). Before we provide a more general statement of the above result,
we provide an important observation useful in the analysis of the direct
and indirect sum methods.

Proposition 8.1.1. Let n be an even positive integer, and let E be a
vector subspace of FYy with dim(E) > n/2 + 1. Then, for every bent
function f € B, and for every xy € F} there are a,b € E such that

Do Dy f ()] z=z, # 0.

Proof. Assume that there is a bent function f : Fy — Fy and zy € [}
such that D,Dyf(z9) = 0, for every a,b € E. We can assume that
zo = 0 (otherwise we can take f'(x) = f(x @ xp)), and that f(0) = 0
(otherwise we can take f @ 1). Then, from D,D,f(0) = 0 we have
F(0) & fla) = f(b) ® fla @b}, ie. flaeb) = f(a) D f(b) for every
a,b € E. This means that f is linear on E and so there is a linear
function L : F§y — [F, that agrees with f on E. To see this, take a
basis ey, ..., e of E, extend it to a basis ey, ..., e, on F§, and define L
as L(Y 1 wie;) = Zle w; f(e;), for every wy, ..., w, € Fy. Then, L is
linear and agrees with f on E. Let [ € F} be such that L(z) =1 -z, for
every z € F}. Then, f(x) @ -x = 0 for every x € E. By the Poisson
summation formula [19, Corollary 1| we have:

> (FDTB) = [BH(=1) Y (1) (),

ucvPE+ rewdE

for any pseudo-Boolean function ¢ on F§ where @(u) =
D _rery P(x)(—1)"" denotes the Fourier transform of ¢ at point u € Fj.
Setting w = 0,v = [, ¢ = (—1)7, and denoting by f* the dual of f, we
get:

1 n *(u x)Pl-x im
T Z on/2(—1)F" W) = Z(_l)f( Jole _ Z(_l)o — odim(E)

ucloE+ el el

But Zuel@EL(—l)f*(“) < |E*Y|, so we have 24m(E) < 97/2 and this is a
contradiction because dim(FE) > n/2 + 1. O
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We also recall a useful concept of relaxed M-subspaces introduced by
Polujan and Pott [71].

Definition 8.1.2. [71]| A vector subspace U C F¥ is called a relaxed M-
subspace of a Boolean function f € B,,, if for all a,b € U the second order
derivatives D,D,f are either constant zero or constant one functions.
ie., D,Dyf =0 or D,Dyf = 1. We denote by RMS,.(f) the collection
of all r-dimensional relaxed M-subspaces of a Boolean function f and

by RMS(f) the collection

RMS(f) == JRMS,(f).

r=1

Definition 8.1.3. [71] For a Boolean function f € B, its relaxed linear-

ity index r-ind(f) is defined by r-ind(f):= ; gl/\%l}é(f) dim(U).
S

Notice that for a quadratic Boolean function f € B, its relaxed linearity
index equals r-ind(f)= n.

Lemma 8.1.4. [71, Corollary 4.6] Let f and g be two bent function on
F% and FY', respectively. The function h, defined as h(z,y) = f(x)®g(y),
is outside M¥ if r-ind(f) < n/2 and r-ind(g) < m/2.

The following result further refines the above claim by dropping the
condition that r-ind(g) < m/2.

Theorem 8.1.5. Let f and g be two bent function on Fy and F5', re-
spectively. The function h, defined as h(z,y) = f(x) ® g(y), is outside

M* if r-ind(f) < n/2.

Proof. Let a'V,a® € Fy and b p2) ¢ F5'. We prove that h does not
belong to M*, by using Lemma 2.2.4. We need to show that there does
not exist an (“%™)-dimensional subspace V' such that

D qw p0)y D@ peryh = 0,
for any (aV,bM), (a® @) € V. We have
D () p0)Da2 pnyh(2,y) = Dywy Dy f () @ Dy Dy g(y)- (8.1)

Let V ba a (5" )-dimensional subspace of Fy x F4'. There are two cases

to be considered.

1. If dim({z|(z,y) € V}) > n/2, we can select two a!) al? ¢
{z|(x,y) € V'} such that

Do) D, f(x) # constant
since r-ind(f) < n/2. Thus, we have
D) ) D g peryh(, y) # 0
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for any bV, b € {y|(x,y) € V} since D0 D, f(z) only depends
on variables z.

2. If dim({z|(z,y) € V}) < n/2, then we must have
dim({y|(0.,y) € V}) > m/2

since dim(V') = (n+m)/2 (that is, ||V|| = 2("*™/2). From Proposi-
tion 8.1.1, we can select two vectors b, b € {4](0,,y) € V} such

that
Dy Dyarg(y) # 0.
Thus, we can select (0,,b1), (0,,b?) € V such that

Do, 50y Do, p2n(z,y) = Dyoy Dy g(y) # 0.

]

Example 8.1.6. Let f € Bs be a bent function in PS™ outside M#
whose truth table in hexadecimal form corresponds to

02813dcc51a81752a59d810e0f1761c3c124a73361682b629908db9455710bfffe,

and let g € By be defined by g(xo,...,x3) = xors ® 129 ® x1703. The
function h € Bis defined as the direct sum of f and ¢ is a bent function

outside M#, which was checked using the Sage implementation described
in Section 7.2.1.

Remark 8.1.7. By Theorem 8.1.5, the function h in Example 8.1.6 is

outside M#. However, since r-ind(g) = m > m/2, this does not follow
from Lemma 8.1.4.

In the other direction, it is necessary that either f or ¢ is outside M#
so that h = f @ g is outside M7.

Theorem 8.1.8. Let f and g be two bent function on Fy and Fy', re-
spectively. If the function h, defined as h(x,y) = f(x) ® g%y), is outside
M then either f or g is outside M7 .

Proof. Assuming that both f and ¢ are in M? implies the existence

of two subspaces A™ € F§ and A ¢ FJ with dimension n/2 and
m/2, respectively, such that D, .y D,» f = 0 and Dya)Dy2g = 0 for any
a a® e AW p1) p2 e A Hence, we can set A = A x Alm),
Further, we have

D (q) oy D (g2 p2yh = 0

for any (a™M),bM), (¥, 6?) € A. From Lemma 2.2.4, h is in M# which
contradicts the fact that h is outside M#. ]
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Open problem 8.1.9. It is clear that f € B, is outside M7 implies that
there exist two vectors a,b € V' C F} such that D,Dy(f) # 0, for some V/

with dim(V') > n/2. From Lemma 2.2.4, we know f € B, is outside M7
if r-ind(f) < n/2. However, there might exist bent functions {f} with

r-ind(f) = n/2 outside M# (that is, for which there exists a subspace
V', with dim(V') = n/2, so that D Db(f) =0or D,Dy(f) =1). We leave
the construction of such functions as an open problem.

8.1.2 Indirect sum method giving rise to bent functions out-
side M7

The indirect sum method, introduced by Carlet [18, 22], is a secondary
construction of bent functions that does not impose any additional con-
ditions on the initial bent functions. In this section, we provide sufficient
conditions on the bent functions f; and g; so that h defined by (8.2) is

provably outside M.

Corollary 8.1.10. [18] Let fi and fo be bent functions on Fy (n even)
and g and go be bent functions defined on F5'. Then, h : Fy x Fy* defined
as

h(z,y) = fi(x) © g1(y) © (f1 © f2)(x)(91 © 92)(y), = € Fy,y € Fy'(8.2)

15 a bent function and its dual is obtained from f{, f5, g7 and g5 by the
same formula as h is obtained from fi, fa, g1 and go.

It is important to notice that f; and g; are arbitrary bent functions, but
interestingly enough the condition that both f; ® fo and g1 ® go are bent
implies that h defined by (8.2) is outside M.

Theorem 8.1.11. Let f1 and fy be bent functions on Fy (n even). Let
g1 and gy be bent functions defined on FY' (m even). Let h be defined as

in (8.2). If fi ® fo and g1 ® gy are bent, then h is outside M7 .

Proof. Let a'V,a® € Fy and b p2) ¢ F5'. We prove that h does not

belong to M7 by using Lemma 2.2.4. We need to show that there does
not exist an (“F™)-dimensional subspace V' such that

D (a0 p0)yD g peryh = 0,
for any (aV,bM), (a® @) € V. We have

Do) y0) D g penyh(, y)

= D,vD,o fi(z) ® Dy Dy»g1(y) ® (g1 D 92)(y) D,y Dy (f1 @ fo) ()
B(f1 ® f2)(@) Dyoy Dy (91 © 92)(y) © Do (f1 @ f2)( ) Dy (91 @ 92)(v)
DDye (f1 @ f2)(x) Dy (g1 © 922@)

@Da(l)@a@)(ﬁ D fo)(x )Dbu)@b(z) 91D g2)(y)
(8.3)
There are three cases to be considered.
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(i) For n = m, there are two subcases.

(a) If dim({z|(z,y) € V}) = dim({y|(z, ) € V}) = n (that is,
{x\(x,ty)be Vi E {yd\(x,y) € V} = F7}), then there are two

i. Assume that either deg(fi @ fo) > 2 or deg(g1 @ ¢2) >
Without loss of generality, we suppose deg(f1 @ f2) >

Then, we can find two vectors a(!),a?) € F} such that

D,y D, (f1 @ f2)(x) # constant. (8.4)

2.
2.

Since the algebraic degree of g; @ gs is strictly greater than
the algebraic degree of its derivatives, from (8.3) and (8.4),

we obtain
D(a(l),b(l))D(a@),b(?))h(xy y) 7§ 0.

ii. For deg(f1 @ f2) = 2 and deg(g1 & ¢2) = 2, we can find two
vectors alM), a® € Fy such that

Da(l)Da(z)(fl D f2)(x) = L. (85)

Since g1 ® go is bent and deg(g1 @ g2) = 2, its derivatives are
affine functions. We also know Db(l)Db(2) g1(y) has nonzero
linear structures, since g; is a quadratic function. Hence,
from (8.3) and (8 5), we get

D(a(l),b(l))D(a@Lb(?))h(x) y) 7§ 0.

(b) If dim({z|(z,y) € V}) < n or dim({y|(x,y) € V}) < n, then
we have {y\(O y) €V} # 0 or {z|(x,0,) € V} #£0D Without
loss of generality, we suppose that {y|(0,,y) € V} # @ Hence,

we can select (0,,61)) € V n ({0,} x Fg ) and (a®, b)) €
V N (F5* x Fy*). From (8.3), we have

Do, ) D (a2 prh(z, y)

= DyoyDy2g1(y) ® (f1 ® f2)(x) Dyoy Dy (g1 © g2)(y) (8.6)
SD,o (f1 ® fo) (@) Dy (g1 & go2)(y & b))

# 0,

since f1 ® fo, g1 ® go are bent (that is, D, (f1 ® fo)(x

) #
constant and Dyu) (g1 ® g2)(y ®bP) # constant ) and deg((f; ®
f2)(x)) > deg(Dyo (f1 © f2)(2)).

(ii) For n # m, there are also two cases to be considered.

(a) For n > m, we have (n +m)/2 > m. Thus, we can select two
vectors (all),0,,) € VN(Fy* x{0,,}) and (a®,b?) € V N (F5* x
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F7). From (8.3), we have

D 0,y D pyh(z,y)

= DD, fi(x) ® (g1 D 92)(y) Dy Dy (f1 ® fo) ()
DDy (f1 ® f2)(z ® a®) Dy (1 D g2)(y)

# 0,

since f1 @ fo, g1 @ go are bent (that is, D,u(f1 & fo)(z &
a®) # constant and Dy (g1 ® ¢2)(y) # constant ) and
deg((91 @ g2)(y)) > deg(Dye (91 © g2)(y))-

(b) For n < m, we have (n+m)/2 > n. Now, we select (0,,b1)) €
V N ({0} x F3*) and (a®,6?) € V N (F}* x Fy*) and from
item (i) — (b) we conclude that D, D penh(r,y) # 0.
This concludes the proof.

(8.7)

[]

It is tempting to relax the conditions on the initial functions as illustrated
in the following example. The condition that either deg(f; ® f2) > 2 or
deg(g1 @ g2) > 2 seems to be sufficient at least for certain choices of
the initial functions. However, proving this in general appears to be a
difficult task since there exist certain (n + m)/2-dimensional subspaces

of Fgmrm)/ ? | say {V'}, for which this condition is not enough to ensure
the existence of a,b € V so that D,Dyh # 0, for h defined by (8.2).

Example 8.1.12. Let fi, fo € % and ¢1,92 € PB4 be bent functions
such that deg(fi @ fo) > 2. Then, h € % defined by (8.2) is a bent

function outside M. For example, we may take
f1(zo, ..., x5) = TT1T2 B TeT1T3 B ToT1T4 B ToT2T3 B ToTaTs B ToT3Ty
D X35 O ToT4x5 B T122T4 D T1T2X5 D T123T4 D 12375

D T1T4T5 D ToX3T4 D o3y D ToX 45

fo(xo, ..., T3) = Tor1 O Tokz D T4T5
g1(zo, - .. ,x?)) = ZoT1 D xox3 D x12092 D 29 D 1
92(560, e ,$3) = 2021 D X109 D X103 D X203 D T2 D T

The truth table in hexadecimal form of the function A obtained from
(8.2) equals:

0x4874842e842eb78b842e7bd17bd14874842e48747bd17bd1b78b7bd17bd14874842e7bd1
48747bd17bd1b78bb78b842e7bd1b78bb78b842e4874842e842e842e842e7bd17bd17bd14874b7
8bb78b842e7bd1b78b842e842e7bd1842e842e842eb78b48747bd148747bd1842e842e842e7bd18
42e842e842e4874842e842e842¢

Using the Sage implementation from Section 7.2.1, we have confirmed
that h € By is outside M7.
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Open problem 8.1.13. We leave as an open problem the specification
of more relaxed sufficient conditions on the initial bent functions f; and
g; used to define h in (8.2) so that h is provably outside M.

Outside M# property from the class membership of the initial functions

We remark that the previous results do not impose any condition on
the constituent bent functions in terms of their class membership. How-
ever, it turns out that the indirect sum behave quite similarly as the
direct sum, though requiring additional constraints on the initial func-
tions which ensure that h is outside M#. The following lemma is needed
in the proof of our main result.

Lemma 8.1.14. Let f; be a bent function on F5. If r-

ind(f1) < n/2, then there exist three wvectors a'V, a® a® ¢ E
such that D,o Do fi(x) # constant, D,a D@ fi(x) # constant, and
Do) Dy f1(x) @& Doy Dy fi1(x) # constant, where E C ¥4 is a subspace
with dim(E) > n/2.

Proof. Since r-ind(f;) < n/2, from Definitions 8.1.2 and 8.1.3, we
know dim(RMS(f1)) < n/2.  Without loss of generality, set
dim(RMS(f1)) =n/2 —1 and dim (E) =n/2 + 1.

Let U C E be a relaxed M-subspace of fi such that U U {a @ U} is not
a relaxed M-subspace for all « € E'\ U. Then, we have

dim (B) — dim(U) > dim (E) — dim(RMS(f1)) > 2. (8.8)

Without loss of generality, we suppose dim(U) = n/2 — 1. We set
{a® o . a27D} to be a basis of U and {a),a®, ... o/}
be a basis of E.

We set U = {y : D,D,fi(x) = constant,y € E}, where a €
{a/2) o2+ o(n/2) @ o(/2FDY  From r-ind(f;) < n/2 and the def-
inition of U, we have

a(n/2+1))

U™ c B, Ul c E, y"Pee ) g (8.9)

We also know U (O‘(n/Z)), U@™™) and ge™?eat ) are subspaces of F.
From (8.9), we have

A= (BAUCT) A (BAUCT) A (B Ut

= F \ (U(a(n/2)) U U(a(n/2+1)) U U(a(n/2)@a(n/2+1))) ?é @

(8.10)
Hence, we can select ) € A, a® = o2 ¢6) = o0/2+D)  Fyr-
ther, we have D,u) D, fi(x) # constant, D,uD,s fi(z) # constant
and D, D, fi(z) ® D, D, fi(x) # constant, since D, D, fi(x) ®
Da(l)Da(3) f1 (J,‘) = Da(l)Da@)@a@) f1 (:C) ]
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Theorem 8.1.15. Let fi and fy be bent functions on Fy (n even). Let gy
and gy be bent functions defined on F5' (m even) such that deg(g; D g2) >

0. Let h be defined as in (8.2). If r-ind(f1) < n/2 (hence fi & M¥*) and
deg(f1 ® f2) = 1, then h is outside M7 .

Proof. Let oM, a® € Fy and b p2) ¢ Fy'. We prove that h does not

belong to M*, by using Lemma 2.2.4. We need to show that there does
not exist an (”*—m) dimensional subspace V of F{™™ such that

D(a(1>7b(1))D( (2) p(2 )h =0,
for any (a™,bM), (a®, b)) € V. Since deg(f1 ® f2) = 1, we have

Do) y0)y D g penyh(z, y)

= D, D, f1(%) @ Dyoy Dy g1 (y) © (f1 @ f2)(2) Dyoy Dy (91 © 92) ()
DD (f1 & f2)(x) Dy (91 © 92)(y) © Doy (f1 © f2)(2) Dy (91 © 92)(v)
@Da(l)@a@)(fl %) fQ)( )Db(l)@b (2) (91 D 92)( )

= Da(l)Da@) fl(x) D Db 1)Db 2)91( ) (fl S¥ f2)($)Db(1)Db(2) (gl D 92)(y)
Pe ) Dy (g1 % QQ)(y) D g, Dy (91 D 92)(9)
B wma® Dyvap® (91 D 92)(9),

—_

(8.11)

8.1
where €,0), €, £, @q@ € Fo. Since r-ind(f1) < n/2, we know deg(f1) >
3.

There are three cases to be considered.

(i) For dim ({z|(z,y) € V}) > n/2, since r-ind(f1) < n/2, from Defi-
nitions 8.1.2 and 8.1.3, we know d1m(RM8(f1)) < n/2. Without
loss of generality, set dlm(RMS (f1)) =n/2 —

From Lemma, 8.1.14, we know there exist
(@™, 6M), (a®,62), (a®,b3)) € V such that
D, D, fi(x) # constant,
D, Dy f1(x) # constant,
Do fi(x) @ Doy Dy f1(x) = Dyoy Dy g f1(2) # constant.

(8.12)
Since f1 @ fo is given, from (8.12), we get
D, Dy fi(z) ® (fi ® f2)(x) # constant (8.13)
or
D, D, f1(x) ® (f1 © f2)(x) # constant. (8.14)

Without loss generality, we assume that (8.13) holds. There are
three cases to be considered.

(a) If Dya)Dye (g1 @ g2)(y) # constant, from (8.11), we obtain
D(a(l)’b(l))D(a(z)vb@))h(x, y) # constant.
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(b) If Dy Dy (91 @ g2)(y) = 1, we conclude
Dy (g1 @ g2)(y) # constant,

Dy (g1 ® g2)(y) # constant

and
Dywyap (g1 @ 92)(y) # constant.

If (8.12), (8.13) and (8.11), we deduce
D(a(l),b(l))D(a(QLb@))h(xa y) 75 constant.

(c) Finally, when Dya) Dy (g1 © ¢2)(y) = 0, from (8.12) and (8.11),
we get
D(a(l),b(l))D(a(z)vb@))h(x, y) # constant.

(ii) If dim({z|(z,y) € V}) = n/2, then there are three cases to be
considered.

(a) If dim({y|(z,y) € V}) = m/2, then
V= {a](z,0m) € V} x {y[(0n,y) € V'}

since dim(V) = (n + m)/2. Using the assumption that r-
ind(f,) < n/2, there will exist (a™",0,,), (a'¥,0,,) € V such
that

D, D, e fi(x) # constant.

Applying this to (8.11), we deduce that

D(a(l),om)D(a(Q)pm)h(l’, y) # constant.

(b) Assume now that m/2 < dim({y|(z,y) € V}) < (n+m)/2.
Then, for arbitrary aj,as € {z|(z,y) € V}, we always have
{yl(a1,y) € V}Nn{y|(as,y) € V} # 0. Hence, we can select
two Vectors (aD,61)), (a® b2) € V such that b)) = b and

D, Dy fi(x) # constant. Again, using that D,m D,e fi(z) #
constant in (8.11), we conclude

D(a(l),b(l))D(a@)’b(z))h(x, y) # constant.

(¢) When dim({y|( x y € V@} (n4+m)/2, we have {y|(a, y)
V} N {y|(az,y) for arbitrary ay,as € {z|(z,y) € V}
and 1m({y\( ) E V1) =m/2. Since dim({a|D.(f1 & f2) =
0}) =n— 1 and 1m({x|(x y) € V}) =n/2, we can select one
nonzero vector a € {z|(z,y) € V} such that D,(f1 @ f2) = 0.
Further,

dim({(0n, 9)[(0n,y) € V} U{(a,y)l(a,y) € V}) =m/2 + 1.
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Then, by Proposition 8.1.1, we can select two vectors
(@, M), (a®,6)) € {(0,,9)(0n,y) € VIU{(a,9)l(a,y) € V}

such that
Dy Dyeygi1(y) # 0.
Setting this in (8.11), we obtain

D(a(l)’b(l))D(a@)’b(?))h(xa y)

= Dy Dy g1(y) @ (fi @ f2)(@) Dy Dy (91 @ 92)(y) 7&(0- )
8.15

(iii) If dim({z|(z,y) € V'}) < n/2, then we have dim({y|(z,y) € V}) >
m/2 + 1. Further, we have dim({y|(0,y) € V}) > m/2 + 1 since
dim(V) = (n+m) / 2. Hence, from Proposition 8.1.1, we can select

two vectors (0,, b)), (0,, b ) € V such that

Dy Dy g1(y) # 0.

Again, putting this in (8.11), we have

Do, p0) Do, pyh(z, )

= Dy Dyog1(y) @ (fi @ f2)(@) Dy Dy (91 ® 92)(y) # 0(- \
8.16

]

Remark 8.1.16. We note that the functions f; and f, as well as g; and
g2 in Example 8.1.12 are not affine related, that is, deg(f1 @ f2), deg(g1 @
g2) > 1. This leads us to believe that the condition deg(f1 ® fg) =1in
Theorem 8.1.15 seems to be only sufficient but not necessary.

Remark 8.1.17. The main reason for using the condition that deg(f; ®

f2) = 1 in Theorem 8.1.15 is related to n/2-dimensional subspaces

V of Fy™™ with the property that dim({z|(z,y) € V}) > n/2 and

d1m({y|(m y) € V}) > m/2. In this case, we cannot ensure that some of

the following inequalities D, D, f1(z) 7& (fifo)(x 8 1)Da(2) filz) #
Dy(f1 & fo)() and Dy Do f1(2) # Dy 1 & 1) :

Similarly to Theorem 8.1.15, we can prove even a stronger statement
which excludes the possibility of having constant second order derivatives
of h on any (n + m)/2-dimensional subspace. The proof of Theorem
8.1.18 can be found in Appendix.

Theorem 8.1.18. Let fi and fy be bent functions on Fy (n even). Let g
and gy be bent functions defined on F5' (m even) such that deg(g1 @ g2) >
0. Let h be defined as in (8.2). If r-ind(f1) < n/2, deg(f1 & f2) =1 and
r-ind(gy) < m/2 + 1, then h is outside M* and r-ind(h) < (n +m)/2.



134 8.2. DESIGN METHODS FOR HOMOGENOUS BENT FUNCTIONS

8.2 Design methods for homogenous bent functions

The design methods for homogenous bent functions are very few and it
appears that this subclass of bent functions is quite small. The main
progress has been made recently in [71]|, where the authors efficiently
specified new homogenous cubic bent functions using the direct sum and
stated the following open problem: Construct homogeneous cubic bent
functions without affine derivatives outside the M#* class without the
use of the direct sum. In this section, we positively answer this problem
by applying the indirect sum method to suitably selected initial bent
functions. Moreover, we improve the results in [71] with respect to the
dimension of input variable space, see Table 8.1. In the following section
we will be interested in the notion of fast points, which are defined as
follows.

Definition 8.2.1. The point a € F7 is called a fast point of a function
f € B, if it satisfies deg(D,f) < deg(f) — 1. The set of all fast points of
f will be denoted with FP;.

8.2.1 Homogenous bent functions using the indirect sum

In what follows, we construct homogeneous cubic bent functions without

affine derivatives outside the M by using the indirect sum and thereby
partially solve the open problem in [71].

Theorem 8.2.2. Let n and m be two positive even integers. Let fi; and
g1 be two homogeneous cubic bent functions on T4 and Fy', respectively.

Let fo(x) = fi(x) ® ¢ -z, where ¢ € Fy\{0,}, and ga(y) = g1(y) © Q(y)
be also bent, where Q) is a homogeneous quadratic function. Then, the
function h € B, defined by (8.2) is a homogeneous cubic bent function.

Further, if r-ind(f1) < n/2, then h is outside M*. If f; has no affine
deriwatives and FP, NFPy a0, = {0}, then h has no affine derivatives.

Proof. From Corollary 8.1.10, h is a bent function in n 4+ m variables.
Since deg(f1 ® f2) = 1 and @ is a homogeneous quadratic function in m
variables, then h is a homogeneous cubic bent function.

From Theorem 8.1.15, since r-ind(f1) < n/2 and deg(f1 @ fo) = 1, h is
outside M#. For aV) € F} and b)) € FJ', we have

D0 ponh(z,y) = Dy fi(z) © Dy g1(y)

D91 @ 92) (W) Do (f1 ® f2)(2) ® (f1 @ f2)(@) Dy (91 © 92)().-
(8.17)
To show that A has no affine derivatives, we consider two cases:

a) If oY = 0,, then bV # 0,,. From (8.17), we deduce

D, sonyh(z,y) = Dyngi(y) @ (f1 & f2)(x) Dy (91 © 92)(y)-
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Since g¢; is cubic and FPy, NFPy o, = {0,,}, then deg(Dymg1(y)) = 2
or deg(Dyn (g1 @ 92)(y)) = 1. Hence, deg(D g, y0h) = 2.

b) If aV # 0,, then deg(D,u fi) = 2 due to the assumption on fi.
From (8.17), we have deg(D( ) b(l))h) = 2 since f; @ fo is a linear
function.

[]

g( y) ® gi1(y ® a) ® A(y) in

ands for the affine terms

Remark 8.2.3. One can also set Q(y) :=
Theorem 8.2.2, where a € 3 \ FP, and A(

of g1(y) ® g1(y @ a).

Corollary 8.2.4. Let n,m and t be three positive even integers such that
t < m. Let fi and g1 be two homogeneous cubic bent functions on Fy
and T, respectively. Let fo(x) = fi(x) @ c- x, where ¢ € F \ {0,}, and

02(y) = g1 (y®e), where e®) = (e e, el)) € FY, ) = Lifi =1,
ezt) = 0 otherwise. Let h be defined as in (8.2). If r-ind(f1) < n/2, then
h is a homogeneous cubic bent functions on Fy™™ outside M¥. If fi has

no affine deriwatives and FPy N FPy 44, = {0}, then h has no affine
derivatives.

Proof. Since g; is a homogeneous cubic bent function, gi(y) ® g1 (y ®e®)
is a homogeneous quadratic function. From Theorem 8.2.2; identifying

Q(y) := g1(y) @ g1(yDe), we know that h is a homogeneous cubic bent

function since g2(y) = g1(y) @ (91(y) © 91 (y ® e)) = g1(y) + Q(y) is a
bent function. Furthermore, Theorem 8.2.2 implies that A has no affine

derivatives if fi has no affine derivatives and FPy, NFPy ¢4, = {0, }. O

Homogeneous cubic bent function without affine derivatives outside M#
were specified by Polujan and Pott [71, Theorem 4.9] with the number
of variables n > 50. The following example demonstrates that such
functions can be specified on much smaller variable spaces compared to
[71] (namely for n = 20).

Example 8.2.5. Let Tf be a homogenous cubic bent function without
affine derivatives on 3, with r-ind(f;) = 4, whose ANF is given as (see
[71, Table 4];

fl(an ceey Xg) = TX1T5 D TeX1X6 D X127 D X179 D ToT2T3 D ToT2Ty D
TT2X6 D XT2xg D ToT2Ty D ToT3T4 D TT3X5 D ToT3T7 D Tpx3T8 D TT3T9 D
TT4X6 D XT576 D ToT5T7 D ToTsT9 D TTeXs D ToTeTy D TorsTy D T1T224 D
T102T7 D X1T208 D T1X92T9 D X123205 D T103%6 P X12307 D T 120405 P X148 D
L1526 D 12528 D T1T5T9 D L1627 B L1629 D X1X7X8D T1X7T9 D T1T8T9 D
Tox3T6 D ToT3T8 D ToTyTs5 D Xox4Te D XXy X7 D XXy X9 D ToT5T7 D T2T5T8 D
ToXeTy D ToX7x8 D ToT7Tg D ToxgTg B X3x4x6 D X3X4T8 D T3T4T9 D T3T5T7 D
T3T5L9 D T3Tex7 D T3xexs D X3XeLog D X3X7L9 D X3X83L9 D X4T5T7 D T4T578 D
T4T509 D X4Tex8 D TyT6Tg D T4T728 D T4T729 D X4T8T9 D T526T7 D T507T9 D
T5T8Tg D TeL7Ty,
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and let ¢ = f1 . Then, from Corollary 8.2.4, the function A defined as
in (8.2) via f1, fo, g1, g2, is a homogeneous cubic bent function without

affine derivatives on F2" outside M.

Seberry, Xia and Pieprzyk in |79, Theorem 8| proved that one can
construct homogeneous cubic bent functions for all even m # 8. Let
F : F}' — Fy be defined as in [79, Theorem §]

m/2
= @ YilYitm/2 D C(ym/Q—Ha Ymj2+425 - - - ,Ym),s
i=1
where C(Ym /241, Ym/2+2, - - - » Ym) is a certain cubic function. Then, there

exists a nonsingular matrix 7" such that F(Ty) is a homogeneous cubic

bent function [79]. Let ¢ be a linear permutation on IE‘;”/ ? such that ¢ 1
is also a linear permutation, where I is the identity permutation. Thus,

Q/(y) = (Cb(yl; Y2, - - aym/Z)) ) (ym/2+17 Ym/2+25 - - - :ym) is bent. Furthera

we have that
F(Ty) ® Qy) (8.18)

is a bent function, where Q(y) = Q'(Ty) ® A(y) is a homogeneous
quadratic function and A(y) is affine.

In [71], the authors provided one 10-variable function, denoted by
hi% € By, which is a homogeneous cubic bent function without affine
derivatives and r-ind(h}’) = 4 < 10/2, thus h* & M¥.

Theorem 8.2.2, employing k.’ and F(Ty), implies the following result.

Theorem 8.2.6. Let n = 10 and m > 6 be a positive even integer such

thatm # 8. Let fi = h}°, gi(y) = F(Ty) and g5(y) = g1(y)®Q(y), where
F(Ty) and Q(y) are defined by (8.18). Let also fo(x) = fi(x) ®c -z,

where ¢ € T3\ {010}. Then, h defined by (8.2) is a homogeneous cubic
bent function in m+ 10 variables without affine derivatives outside M.

Proof. Since r-ind(h}") = 4 < 10/2, from Theorem 8.2.2, we deduce that
h is a homogeneous cubic bent functions in m + 10 variables outside the
M#. Since @ is a quadratic bent function, we have FPy = FPg g =
{0,,}. Theorem 8.2.2 implies that h has no affine derivatives. O

Theorem 8.2.7. Let n,m be two positive even integers such that
n > 6,m > 6. Let fi be a (homogeneous) cubic bent function with
dim (FPy,) =1 on Fy. Without loss of generality, we set FPy = {0,,c}.
Let c € {a|la € F,a - = 1} and define fo(x) = fi(x)Bc-z. Let g1 be a
(homogeneous) cubic bent function without affine derivatives on FL' such
that r-ind(g1) < m/2. Define a bent function go(y) = g1(y) ®Q(y), where
Q is a (homogeneous) quadratic function such that deg(Dyg1(y)BQ(y)) =
2, for any b € FPg \ {0,,}. Then, h defined by (8.2) is a (homogeneous)

cubic bent function without affine derivatives outside M7 .
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Proof. From Theorem 8.2.2, we know that h is a (homogeneous) cubic
bent function outside M7 .

Now we prove h does not have affine derivatives. There are two cases to
be considered. Let a!) € F§ and () € Fy".

i) If aV) ¢ FP;, = {0,,¢}, then deg(D,n f1) = 2. From (8.17), we
have deg(D(,m) y)h) = 2 since f1 @ fo is a linear function.

i) If aM) = ¢, from (8.17), we have

D(E,b(l))h(x7 y) - Dsfl(x) © Dy g1 (y)
©(91 @ 92)(y)D=(c - x) ® (¢ 2) Dy (g1 D 92)(y)
= D.fi(z) ® Dywagi(y) ® Qy) © (c- ) Dy Q(y).
(8.19)
There are two cases to be considered.

(a) If b € FPg \ {0,,}, then deg(Dyug1(y) & Q( )) = 2. Hence,
from (8.19), we have deg(D . )h(z,y)) =

(b) If bV ¢ FPP,\ {0,,}, from (8.19), we get deg(D(&b(l))h(m, y)) =2
since deg((c - ) Dy Q(y)) = 2 or bV

[]

Remark 8.2.8. Let us consider the homogeneous quadratic func-
tion Q(y) = D.ngi(y) as defined in Corollary 8.2.4, where e =
(egt),eg),...,e%)) e F, egt) = 1if i = ¢, ez(.t) = 0 otherwise. The
vector e is obviously a fast point for the function @ (more precisely,
it is a linear structure) because D.»nQ(y) = D.nD.ng1 = 0. With
respect to the above notation, we have that D.u(g1(y) ® Q(y)) =
D.»g1(y) ® D.vg1(y) = 0, thus @ does not satisfy Theorem 8.2.7. We
also note that D .w)h(z,y) = D fi(z), which is an affine function. Us-

ing Sage we observed that ¢ is the only affine derivative of h.

Based on the above remark, the following open problem is an interesting
research challenge.

Open problem 8.2.9. Find instances of quadratic homogeneous bent
functions () which satisfy Theorem 8.2.7 and thus give rise to homoge-
neous cubic bent functions without affine derivatives outside M7.

From Theorems 8.1.15 and 8.2.6, we note that |71, Theorem 4.9| (see
Theorem 8.2.19) can be generalized as follows:

Theorem 8.2.10. On Fy there exist homogeneous cubic bent functions
(without affine derivatives) outside M¥ for n > 16, n # 18.
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8.2.2 Non-decomposability of our bent functions

In this section, we solve an open problem on the decomposability of bent
functions raised in [71, Open Problem 5.1]. We essentially show that
the homogenous cubic bent functions constructed by means of Theorem
8.2.14 are non-decomposable in the sense of the definition below.

Definition 8.2.11. [95] A function f € B, is said to be decomposable if
there exists a nonsingular n X n matrix B over [fy and an integer [ with
1 <1 <n—1suchthat f(xB) = g(y)®h(z), where z = (y, 2),y € F}, 2 €
]Fg_l, g € By and h € B,,_;. Otherwise, f is said to be non-decomposable.

Lemma 8.2.12. /95, Theorem 2| A function f € B,, is decomposable if
and only if there exists an integer p with 1 < p < n—1, a p-dimensional
linear subspace W of T4 and a complementary subspace U in F4 (thus
U+ W = F}) such that for every non-zero vector a« € W and every
non-zero vector 5 € U, we have

fR)ofeoa)dfeap) o fzdad®p) =0,

The following result specifies some useful properties of the function A}’
mentioned earlier.

Lemma 8.2.13. Let A := (aV,a?, ... a ( ) be a basis of 3. Then,

I[{e € A| D,wD-h’ # 0}|| > 3, for any ') € A. Moreover, for disjoint
non-empty subsets S, T C A t that partition A, SUT = A, there exist two

vectors oV € S and 04(2) € T such that Da(l)Da@) h}xo £ 0.

Proof. From Theorem 8.2.6, we know that & given by (8.2), defined using
hi is a homogeneous cubic bent function in m + 10 variables without

afﬁne derivatives (with m even). In particular, deg(Da( hi%) = 2, for any
1 =1,...,10. Without loss of generahty, we set ¢ = 1. We also know
dim(IFIP’D " )hio) < n —deg(D,uh;"). Hence,

dim(FPp 1) = dim({e | D,wyD.hy’ = constant}) <n —2. (8.20)

Since h}" is bent, D,uyhl’ is a quadratic balanced function, that is, there
exists at least one vector 3 such that D, Dsgh}” = 1 (due to the existence

of linear terms in the ANF of D,uh}"). Furthermore, using (8.20), we
have
dim({e € F3" | D,0yD.h}’ =0}) < n — 3, (8.21)

which implies that
dim({({e € Fi | D, D.hi’ #0,e € A})) > 3, Va') € A, (8.22)
where (-) denotes the span of a set.

Now we prove D, oD @ h}iO # 0. There are two cases to be considered.
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1. For ||S|| < 3or ||T|| <3, from (8.22), we must two vectors a(l) € S
and a® € T such that D D, xhi’ # 0 since D,D,hl’ = 0 for any
o € Fi0.

2. Let ||S|| = 4 (resp. 5) and ||T|| = 6 (resp. 5). There are also
two cases to be considered. Since r-ind(h}’) = 4, without loss
of generality, let U be a 4-dimensional subspace of Fi? such that
D,1yD,2hi® = constant, for any a,a® € U. From Definitions
8.1.2, and 8.1.3, there exist 'Y, a® € UU (a® @ U) for any a? €
F°\ U such that D, D, hi® # constant.

(a) When either U C (S) or U C (T), using Definitions 8.1.2 and

8.1.3, we can find two vectors o) € S and a® € T such that
l)aa)l)a@)hqo ;é 0.

In fact, for any a® € F}’\ U, there must exist one vector
oM € U such that D_ oD 2 hig # 0 since

10 10 10
l)au)l)a@)h4 ::l)aUJl)aURBa@)hA ::l)a@)l)au)@a@)h4‘

(b) When U € (S) and U € (T'), we know ||S|| = 4 (resp. 5) and
|T|| = 6 (resp. 5). Further, ||[UU(S)|| < 2* and |[UU(T)]|| < 2%.
Hence, we can find two vectors o) € S and o!? € T such that
l)au)l)a@)hjp §£ 0.

]

Theorem 8.2.14. For n = 10 , and even m > 6 such that m # 8§,
let h be defined as in Theorem 8.2.6. Then, h is a homogeneous non-
decomposable cubic bent function in m + 10 wvariables without affine

derivatives outside M.

Proof. From Theorem 8.2.6, h € B,,110 is a homogeneous cubic bent
function without affine derivatives outside M7 .

It remains to prove that A is non-decomposable. From Lemma 8.2.12, we
need to show that for arbitrary integer p with 1 < p < m+10—1, any p-
dimensional linear subspace W of F; ™™ and its arbitrary complementary

subspace U in F§™™ there always exists two vectors (a™), b(w)) € W and
(a™,b™) € U, such that

D () po) D g peyh # 0,
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where o), a® € F} and b™), b € FJ'. Similarly to (8.11), we have

D(a(w)’b(w))D(a(u)7b(u)>h’(xv y)
= Dy Dy f1(7) © Dy Dy g1(y) @ (f1 @ f2)() Dywy Dy (91 D 92) (y)
DD, (1 & f2) (@) Dy (g1 D 92)(Y) @ Do (f1 & f2)(2) Dy (g1 D g2) (y)

DD ) gaw (f1 D f2)(2) Dywr e (1 © 92)(y).
(8.23)

Since W is a p-dimensional linear subspace of IF ’Q”HO and U is the com-
plementary subspace of W in F7""  we have

{z | (z,y) e W}U{zx | (z,y) € U}) =3, (8.24)
Qyl(z,y) e Whu{y| (z,y) € U}) =Ty '

Further, for any vector (a,b) € IF”me, we have ( w) p®)) ¢ W and
(a™),5) € U such that (a,b) = (a™),0) @ (a™),5™).

There are two cases to be considered:

a) For {x | (z,y) € W} = {0,}, from (8.24), we have {z | (z,y) €
Ul =TFy and W C {0,} x F§". Further, we can select (0,,b")) €
W, (@™, b™) € U such that D, (fi ® fo) = 1 (since deg(f, ® fo) =
1) and

Dy Dy 91(y) @ Dywr (91 ® 92) (y ® b)) # constant, (8.25)

since g1 ® g» is a bent function (that is, D) (91 ® g2)(y) ® Dge (g1 @

92)(y) = Dswgpe (91 © g2)(y @ B #£ constant if B # @) and
{z | (x,y) € U} =F}. From (8.23), we have

D4 p) D g pewyh(z, y)
= Dy Dywg1(y) @ (f1 © f2)() Dy Dy (91 D 92)(y)  (8.26)
S Dy (g1 B g2) (y B b™) # 0.

b) For {z | (z,y) € U} = {0,}, from (8.24), we have {z | (z,y) €
W} = Fy and U C {0,} x F}". Similarly to a), we deduce
D gy D peyh(x, y) # 0.

c) When both {z|(z,y) € W} # {0,} and {z | (z,y) € U} # {0,},
from Lemma 8.2.13, there exist two vectors a®) € {x | (z,y) € W}
and a¥) € {z | (z, y) € U} such that D,w D,w fi # 0. Then, there
must exist (¢, b)) € W and (a®), b )) € U such that b®) = p(¥),
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since (™) @ a™,0,,) € F3*™. From (8.23), we have

D(a(w> b)) D (g pwy (2, )
- a(“ a(“)fl( )@ Db(“)Db(w)gl( )
S(f1 D f2)(2) Dyw) Dy (g1 © g2)(y)
DDy (f1 D f2)(@) Dyw) (91 © g2)(y)
DDy (f1 © f2)(2) Dy (91 © 92)(y)
D, w>@a<u>(f1 ® f2) (%) Dy gypr (91 D g2)(y)
= Dyw Do [1(x) & Dywigaw (f1 © f2)(2) Dy (g1 © 92)(y)-

(8.27)
There are two cases to be considered:

i) If Dywee (f1 @ f2) = 0, then D,w) yw)D g penh(z,y) =
a(w a(“)fl )

(x
i) If Dywgaw(fi @ f2) = 1, then D@ yw)Dgum penh(z,y) =
(

D ) Dy f1(2) @ Dy (g1 @ 92)(y) # 0 since g1 @ go is a bent
functlon

]

Open problem 8.2.15. |71, Open Problem 5.1] Construct homogeneous

cubic bent functions without affine derivatives outside the class M#
without the use of the direct sum.

Apparently, if h is obtained by using the direct sum of two functions,
then h is decomposable. Thus, if h is non-decomposable, then h is a bent
function which cannot be represented as a direct sum of two functions
on disjoint variable spaces (under an invertible linear transform). The
functions constructed by Theorem 8.2.14 are homogeneous cubic bent

functions without affine derivatives outside the class M* and does not
fall into the framework of the direct sum. Hence, we answer positively
the open problem above.

8.2.3 Another method of specifying (non-decomposable) cu-
bic bent functions

We now utilize a method of specifying cubic bent functions without
affine derivatives specified in [14], suitable to be used in the indirect
sum. Before we proceed, recall that the absolute trace function from Fox

to Fy is defined as Tri(z) = o + 2% + - + 22

Lemma 8.2.16. [1}] Let m = 2t be an even integer m > 6, m # 8, and
let j be an integer such that 1 < j <t and ged(2/ + 1,2 — 1) =1. The
cubic bent function g on FY' defined by g(z,w) = Tri(zw?*) has no
affine derivatives.
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This approach can be embedded in the indirect sum method so that the
resulting bent functions are without affine derivatives and additionally

do not belong to M.

Theorem 8.2.17. Let n,m = 2t be two even integers n > 10,m > 6
and m # 8 (due to Lemma 8.2.16). Let 1 < j < t such that ged(2’ +
1,2 —1) = 1. Let f be a cubic function on Fy without affine derivatives
such that r-ind(f) < n/2. Define a cubic function g on F}' as g(z,w) =

Trt (zw? 1) and let the function h on F3*™ be given as
W@, z,w) = F(@)+g(z,w)+Tri(aw) (Tri(zw? ) + Tri((z + u? ™))

where © € Fon, z,w € For and ¢ € Fo \ {0}. Then, h is a cubic bent
function without affine derivatives outside M .

Proof. From Lemma 8.2.16, we know that ¢ is a bent function in m
variables. Set f'(z) = f(x)+Tr}(ax) and ¢'(z,w) = g(z,w)+ (9(z,w) +
g(z+ c,w)) = g(z + c,w). Then, f' and ¢’ are bent. Corollary 8.1.10
implies that h is a cubic bent function.

By Lemma 8.2.16, g has no affine derivatives. Similarly to the proof of
Theorem 8.2.2, one can show that A has no affine derivatives.

Furthermore, m-ind(f) < n/2 and deg(f + f’) = 1. By Theorem 8.2.2,
using the fact that r-ind(f) < n/2, h is outside M#. O

Remark 8.2.18. Theorem 8.2.17 provides a generic construction of cu-
bic bent functions on F% (with & = n + m) without affine derivatives

and outside M7, for even k > 16 with k =# 18. However, these bent
functions are not necessarily homogeneous. A similar approach, based
on Lemma 8.2.16 above, was considered by Mandal et al. in [51] but

without the condition that resulting bent functions are outside M.

Nevertheless, referring to the above remark, by selecting f = hi’ the
function h in Theorem 8.2.17 is a non-decomposable cubic bent function

without affine derivatives outside M7, see also Section 8.2.2.

In [71], the series of existence results about cubic bent functions with
nice cryptographic properties were presented.

Theorem 8.2.19. [71, Theorem 4.9] On FY there exist:
1. Cubic bent functions outside M¥ for all n > 10.

2. Cubic bent functions without affine derivatives outside M7 for all
n > 26.

3. Homogeneous cubic bent functions outside M# for all n > 26.

4. Homogeneous cubic bent functions without affine derivatives outside
M for all n > 50.
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According to Corollary 8.2.4 and Theorem 8.2.17, we substantially im-
prove the above results in terms of decreased variable spaces by provide
new instances of (homogenous) cubic bent functions having additional

properties (not having affine derivatives and being outside M#).
Theorem 8.2.20. On F§ there exist:

1. Cubic bent functions outside M¥* for all n > 10.

2. (Non-decomposable) cubic bent functions without affine derivatives
outside M7 for all n > 20.

3. Homogeneous non-decomposable cubic bent functions outside M7¥
for all n > 20.

4. Homogeneous non-decomposable cubic bent functions without affine
derivatives outside M for all n > 20.

Proof. We know that h}° is a homogeneous cubic bent function without
affine derivatives outside M. From Theorem 8.1.5, we know cubic bent
functions outside M# in n variables can be obtained for n > 10, thus
Case 1 holds. Theorems 8.2.14 and 8.2.17 support Case 2., whereas
Theorem 8.2.14 implies that Cases 3 and 4 hold. []

Let “(H)CBF” denote “(homogeneous) cubic bent functions”” and “wAD”
denote “without affine derivatives”. To give a better overview and com-
parison of the results in this paper with those in [71], we present the
following table:

Function [71] n > Missing n n > | Missing n
CBF outside M# 10 - 10 -
CBFwWAD outside M7 2 14, 18, 24 20 | 14, 18
HCBF outside M# 26 12, 14, 18, 24 20 | 12, 14, 18
HCBFwAD outside M7 50 12, 14, 16, 18, 24, 26, 28, 38, 48 | 20 | 12, 14, 18

Table 8.1: Comparison of bounds for the dimension n obtained in |71] with our results.
The entry denoted 18* is the correct value instead of 16 stated in [71].

8.3 Vectorial bent functions strongly outside M7

Constructing vectorial bent functions whose all nonzero component func-

tions are outside M*, named strongly outside M7 in [66], is considered
to be a difficult problem.

Below we use the indirect sum in connection to Theorem 8.1.11 to show
the existence of these objects for relatively large output dimensions.

Theorem 8.3.1. Let F : F3" — F4 and G : F3™ — FJ* be two vectorial
bent functions, with n < m, whose coordinate representations are F' =
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(fos--oy foo1) and G = (go,-- -, Gns - - -, Gm-1), Tespectively. We set
hi(z,y) = fi(z) @ gi(y) ® (fi D fli+1) mod n)(®)gn(y), (8.28)

where i = 0,1,...,n— 1. Then, H = (hg,h1,...,hp_1) is a bent (2(n +
m),n)-function, i.e. H : Fg(wm) — F% is vectorial bent. Furthermore,
the (2(n4+m),n — 1)-function H = (hg, h1,. .., hy_2) is strongly outside
M.

Proof. We first prove any h; is a bent function in n + m variables. We
know that fi, fii+1) mod » are bent. From Corollary 8.1.10, h; is bent if g,
and g; P g, are bent Note, that g, = ¢; D (¢; D gn)- Smce (G is vectorial
bent, it follows that h; is bent.

Let 0 # ¢ € Fy™™ be arbitrary and let us consider the bentness of the
component ¢ - H. We have:

c-H= C'(ho,hl,...,hn_l)(l‘,y)
= (C()ho D Clhl D---D Cn_lhn_l)(ili, y)

(cofo®crfi® @ cpo1fn)(T)
®(cogo B 191 D -+ D Cp_1gn— 1)(9)

Bco(fo® fi)Ba(fri® fo) @ D cn1(fa1® fo))(2)gn(y)

= (c- F)(@)® (c-G)(y) @ (c- F@C-F’)(x)gn(y)
= (¢ F)(2) ® (c- G)(y)

Dlc-F@e F)(z)(c- G (c- G D gn))y),

8.29
where G" = (go,...,9,-1) and F' = (f1,..., fu_1, fo). We know( tha%
c-F,c-F' c-G' and c-G' @ g, are bent, as F' and G are vectorial bent.
Thus, from Corollary 8.1.10, it follows that ¢ - H' is also bent, for all
0 # ¢ € F4™. In other words, H is a bent (2(n + m), n)-function.

If ¢ ¢ {0,,1,}, then the function ¢ - F & ¢ - F’ is bent. We also
know that ¢, is bent. Hence, from Theorem 8.1.11, the function

c-(ho,hi,. .., hy 1) is outside M7 for ¢ € F3\{0,, 1,,} and consequently,
H'" = (ho,h1,...,hy—o) is a bent (2(n + m),n — 1)-function strongly
outside M. O]

Remark 8.3.2. Since G is vectorial bent, the function g, in (8.28) can
be replaced by d - (gn, gn+1s - -+, gm-1), where d € FF7"\{0,,—, }.

For n = m, from Theorem 8.3.1, we have the following corollary.

Corollary 8.3.3. Let F\G : F3* — TF% be two vectorial bent func-
tions, whose coordinate representations are F = (fo,..., fn_1) and
G = (90,---,9n-1), respectively. We set

hi(z,y) = fi(z) ® gi(y) & (fi ® fir1)(@)gn-1(y), =,y € F3",  (8.30)
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where 1 = 0,1,...,n — 2. Then, H = (hg,h1,...,hn,_2) is a vectorial
bent function, where H' : F3" — Fgfl, and it is strongly outside M7 .

Example 8.3.4. Let us consider the functions F(z,y) = =zy and
G(x,y) = xy°, where 2,y € Fys. From Corollary 8.3.3, the function
H = (hg, h1), where h; is defined with (8.30), is a bent (12, 2)-function
strongly outside M#.The base64 representations of hy and h; are (9.5)
and (9.6), which can be found in the appendix. Additionally, the bent-

ness of H and its exclusion from M7 have been confirmed using Sage.

8.3.1 A generic construction using companion matrices

We now employ the indirect sum and primitive polynomials in the design
of vectorial bent functions strongly outside M#. It is well-known that if
p(2) = 2"+ a, 12"+ ...+ a1z + 1, a; € Fy is a primitive polynomial
over the field Fy (which implies that wt((ay, ..., an,_1)) is odd), then its
order is equal to 2" — 1. The companion matrix A of p(z) is

.0 1

(00 ..
10 ...0 aq

00 ... 1 Ay—1
Thus, we have A" # AJ for 0 < i < j < 2™ — 2. Theorem 8.3.1 then
induces the following generic construction of vectorial bent functions
that are strongly outside M7 .

Theorem 8.3.5. Let n, m be two positive integers such that n < m. Let

m and ¢ be two arbitrary permutations tn n and m variables, respectively.
Let

filzW, 2y = Alr(2®) - 2O, gj(y(l),y@)) = Bo(y?) -y,
2, 2 e Fy, 4y 4y € Fy, (8.31)

wheret=0,1,...,n—1,7=0,1,...m—1, and A, B be companion ma-
trices of the corresponding primitive polynomaials over IFy of degree n and
m, respectively. Let F : F5" — F% and G : F3" — F3 be two vectorial
bent functions, whose coordinate representations are ' = (fo,..., fn_1)
and G = (go,---,Gn,s - - > Gm—1), respectively. Let h; be defined by (8.28).
Then, H = (hg,h1,...,hy—1) is a bent (2(n + m),n)-function. Further,
the (2(n+m),n —1)-function H = (ho, h1, ..., hy—2) is strongly outside
M7,

Proof. Since A, B are companion matrices of the corresponding primi-
tive polynomials over Fy of degree n and m, respectively, we conclude

that @7~ MiAir(2?) and @?:_01 A\Bi¢(y?)) are also permutations in
n and m variables, respectively. Hence, F' and GG are two vectorial bent
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functions. From Theorem 8.3.1, H is a bent (2(n + m), n)-function and
the (2(n + m),n — 1)-function H" = (hg, ..., h,_2) is strongly outside
M. O

In difference to [66], where the output dimension of this class of vectorial
bent functions was only two, the value n—1 is a significant improvement.
It can be easily verified that (2(n+m),n — 1) functions provide a larger
output dimension compared to (n,n/6) functions (also strongly outside
M) recently specified in Section 6.1.2. Notice, however, that the max-
imal output dimension of a vectorial bent function in 2(n + m) variables
is n + m. Therefore, our approach still does not provide vectorial bent
functions strongly outside M7# with maximal output dimension. The
existence of these objects still remains unknown.
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Conclusions

The results of this PhD thesis represent a significant contribution to a
number of standing open problems in cryptography, which have been an
active topic in the mathematical community for the last five decades.

A major part of the thesis deals with the construction of (vectorial)
bent functions outside the completed Maiorana-McFarland class using
different methods. We note that all the examples have been confirmed to
be outside M# using the mathematical software Sage and an algorithm
developed by us using the notion of cliques in graphs.

The (Py) property was generalized to obtain a construction method
for vectorial bent functions, which covers the previous two methods in
[82, 90]. Using this construction we also provided new instances of vec-
torial functions having maximal number of bent components. Similarly,
these results were extended to the p-ary case to develop secondary con-
structions of p-ary weakly regular bent (n, m)-functions.

By combining the indicators of C and Dy, and C and D we obtained
new superclasses of bent functions, SC and CD, respectively. For both
classes we provided conditions under which these functions lie outside
M. We observed that these classes have many applications. Most
notably, in the construction of vectorial bent functions weakly /strong-
ly /almost strongly outside M#*. We note that our instances of vectorial

bent functions strongly outside M# have the largest (though not maxi-
mal) output space in the literature. These functions were also useful in
the construction of (n, m)-MNBC functions outside M#. We also gave
a complete classification of MNBC functions in six variables.

The fact that a bent function f is in/outside M#* if and only if its

dual is in/outside M?# is employed in the so-called 4-decomposition of
a bent function on Fj, which was originally considered by Canteaut and
Charpin |14| in terms of the second-order derivatives and later reformu-
lated in |39| in terms of the duals of its restrictions to the cosets of an
(n — 2)-dimensional subspace V. For each of the three possible cases
of this 4-decomposition of a bent function, we provide generic methods
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for designing bent functions provably outside M. For instance, for the
elementary case of defining a bent function h(zx,y1,y2) = f(x) ® 12 on

F52 using a bent function f on Fjy, we show that h is outside M7 if and

only if f is outside M7. This approach is then generalized to the case
when two bent functions are used. More precisely, the concatenation
fillfillf2]l(1 @ f2) also gives bent functions outside M# if either f; or

fo is outside M7#. The cases when the four restrictions of a bent func-
tion are semi-bent or 5-valued spectra functions are also considered and
several design methods of designing infinite families of bent functions
outside M# using the spectral domain design considered in [37, 39], are
proposed.

Two well-known secondary constructions of bent functions are the direct
and indirect sum methods. We show that the direct sum, under more
relaxed conditions compared to those in [71], can generate bent functions

provably outside the completed Maiorana-McFarland class (M7#). We
also show that the indirect sum method, though imposing certain condi-
tions on the initial bent functions, can be employed in the design of bent
functions outside M7. Furthermore, applying this method to suitably
chosen bent functions we construct several generic classes of homoge-
nous cubic bent functions (considered as a difficult problem) that might
posses additional properties (namely without affine derivatives and/or

outside M#). Our results significantly improve upon the best known in-
stances of this type of bent functions given by Polujan and Pott [71], and
additionally we solve an open problem in |71, Open Problem 5.1|. More
precisely, we show that one class of our homogenous cubic bent func-
tions is non-decomposable (inseparable) so that h under a non-singular
transform B cannot be represented as h(zB) = f(y) ® g(z). Finally, we

provide a generic class of vectorial bent functions strongly outside M7
of relatively large output dimensions, which is generally considered as a
difficult task.

The basic tools used in the research range from combinatorial to al-
gebraic cryptographic methods. In addition, we used the mathemati-
cal software Sage, Wolfram Mathematica and the Computational Al-
gebra System Magma to confirm our hypothesizes. The list of Sage
codes developed throughout the writing of the thesis can be found on
https://kripto.famnit.upr.si/sage/.
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Appendix

Sage implementation of Lemma 2.2.}:

def is_in_MM(f,n):
s=[1];
for a in [1..2An—1]:
for b in [a+1l..2An—1]:
if set(ttab(f.derivative(a).derivative(b)))=={0}:
s.append([a,b]);
G=Graph();
G.add_edges(s);
cl=list(sage.graphs.cliquer.all_cliques(G,24(n/2)—1,24(n/2)—1));
V=VectorSpace(GF(2),n);
Vli=sorted(V);
b1=[V.subspace([V1[0]]+[V1[i] for i in s]) for s in cl];
for K in bl:
if len(K)==22(n/2):
return True;
return False;

CCZ-inequivalent MNBC functions in six variables

Below we list representatives of CCZ-equivalence classes of MNBC func-
tions 1n n =06 Varlables as polynomials f;: Fos — Fos, where Fis = (a)

with a® +a* +a®> +a+1 = O Note that the representatives f; of
CCZ- equlvalence classes 1 < ¢ < 13 are univariate representations of
the mappings x € F§ — (F3( ),0), where F? is a vectorial (6,3)-bent
function in [72, Table A2(c )Z] and 0 is the null-vector. For convenience,
we sort the representatives of the first 13 CCZ-equivalence classes as in
Figure 6.1.

O—step extension:

f3 48—|—CL57£U40—|—CL13$36+CL20 34+a3 33—|—CL6O 32+a47 24+a10 20_,[_
45 18—|—CL9 17—|—CL5 16_|_a10 12+aa:10+a489+a47x8+a506—|—
55 5+a18 4+a47 3+a25m
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Jo-

e

fis.

fa-

fa-

Ja-

-

Js-

fo-

Js-

35x56+a21x52+a10x50+a55:€49+a4lx48+a3x44—|—a18x42+a50x41—|—
22:C40—|—a9x38+a20x37—|—a16x36—|—a34x35—|—a483734—|—a62x33—|—a12a732—|—
26x28—|—a59x26—|—a11.7::24—|—a51x22—|—a51x21—|—a40x20—|—a46x19+a32x18—|—
26x17+a50x16+a62x14+a32x13+a7x12+a12x11+a43x10+a30x9+
16aj8+a62:v7—1—a23:6 —|—CL34SU5 —|—a42:z:3 —|—CL23562 —I—CLSZC

58,56 1 38052 4 q2T00 4 5949 | 5848 4 (28,44 4 16,42 | 17,41
36,40 | 23,38 | (23037 4 (51,36 | (2535 | (52034 | (37,33 | (21932
10,28 | 226 | 57,25 4 16,20 | 40,92 (4021 | 14,20 4 038719
53,18 4 5017 1 36210 4 15,14 | (46,13 | 99,02 20,11 | 039,10
3709 + 03928 + ™27 + 02?25 + %2 + a*x? + %623 + %2 + ¢

X

X

X

X
52x56—|—a423352+a22x50+a283349+a21x48+a4a:44+a583342+a57x41+
13.%'40—|—CL26£E38—|—CL6$37—|—6L533§'36—|—G205L‘35—|—CL51$34—|—G12£L‘33—|—CL37$32—|—
53x28—l—a61x26—i—a53a:25—|—a50x24—|—a29x22—|—a25x21—|—a14x20—|—a42x19—l—

x18+a24x17+a39:c16+a48x14+a30x13+a41x12+a17.r11+a4lx10+
16x9+a59x8 —|—a23a:7+a8x6—|—a53:1:5+a15x4—|—a28x3+a6x2 _‘_a46$

QP 4 P80 4 28,36 | 39,34 | (14,33 | 36,32 | 95,24 | 24,20 |
Q218 & BT L 1716 | 35,12 4 (54,10 | T409 26,8 4 6.6
aSx® + a® 2 + a3 + a®22 + '8z

a48a:56+a9x52+a41x50—|—a25x49+a37x48—|—a38x44+a58x42—|—a61x41+
a5:c40+a5x38+a32x37+a58x36—i—a38$35—|—a6x34—1—a13x33—|—a61x32+
a323328—|—a231726+a12:625+a323322+a25x21+a15:1:20+a58x19—|—a34x18+
CL8£1317—|—CL32£L'16—|—CL35I’14—|—CL22ZL'13+CL60£E12+CL47£U11+CL3$10+CL621’9+
CL54$8 + CL33$7 + CL34$6 + CL34$5 + a47x4 + CL2$3 + CL251’2 + a19x

a19x56—|—a3x52—|—a40x50—|—a36x49—|—a55x48+a43x44—|—a44x42+a4x41 +
32:1:40+a10:c38—|—a15x37—|—a25x36+a7:c35—|—a5x34+a113:33—|—a21:z:32+
42 28+a34a:26+a21x25+a415624—|—a54x22+a23:621—|—a55x20—|—a61:19+
39 18+a60x17+a54x16+a22x14+a189:13+a11xl2+a28x11+a48x10—|—
24 9—|—a56x8—|—a12a:7—|—a48.1:6—i—a34x5—|—a12x4—|—a62x3+a20x2+a27x

X

X

X
423:48+a23:c40+a21x36+a27:c33+a22x32+a57:c24+a73:20+a26x18+

X

X

X

a
a
a
a
a
a
a
a
a
a
a
a
a
a
a

17—|—a30x16+a13x12 —|—a295610+a35:c9+a45x8—|—a7x6—|—a14x5 +
23 4+ax3—|—a25332+a19x

13 56—|—CL5633'52—|—CL28£C50-|—CL39£E49+CL53£L’48—|—CL251'44—|-CL24£B42—|-CL34I‘41—|—
a27x40—i—a49x38—i—a57a:37—|—a16x36—|—a42x35—|—a17x34—|—a30x33+a32x32—|—
a8x28+a61:c26+a33x25+a413324+a14a:22+a55x21+a30x20+a2x19+
a32:1:18—i—a295617+a26:c16+a37x14—|—a43x13—l—a56x12+a14:v11—|—a56a:10+
a30x9+a6x8+a53x7+a6x6+a21:65 —|—a34x4+a6x3—|—a483:2—|—a11:1:

CL56.%‘56—|—CL43352—|—CL42$50—|—CL49.7}49—|—CL22$48—|—CL551'44+6L60$42—|—CL3I'41 +
a20x40+a55x38+a61x37+a9x36+a57x35—|—a39x34—|—a11x33—|—a31x32—|—
a75z:28+a52:(:26+a51x24+a563:22+a9x21+a24x20+a41x19+a36x18+
a35a:17—i—a56:z:16+a22x14—|—a8:1:13—|—a15:z;12+a37x11—|—a60x10+a18x9+
a29x8 + CL52£U7 + a13x6 + a12:rz5 + a28x4 + CL26ZU3 + a53x2 + CL59£IZ

CL16.%'52—|—CL93350+CL33$49—|—CL57.%'48—|—CL35$44—|—CL271'42+6L32$41—|—CL9$4O—|—
a48x38+a57x37+a42x36—|—a61x35—l—a33x34—i—a28x33—i—a35x32—|—a53x28—l—
a40x26+a56x25+a571:24+a11x22+a10x21+a25x20+a18x19+a30x18+
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a44x17+a173316+a17x14—|—a253313—i—a16x12—|—a22:1311—|—a26x10—|—a41:139—|—
CL41$8 +CL24ZE7 —|—CL12$6 -|—CL36£L'5 —|—CL£IL'4 —|—CL53£U3 —|—CL4$2 +CL3ZIZ

Fi1. a5 30550 4 g8 19 4 M8 4 gl | (2702 4 52,01 | 18,40

455038 4 qM0T 4 P30 4 5630 4 4 o 1TB3 o 35,82 | 42,28 o
a30020 1 5002 1 5520 o g2 4 10421 4 (2220 | 62,19 | 09008
QAT gl 16 | 24014 | 3003 L o312 A5 a1 8T 10 16,9 4
a?'28 + a*2” + a®020 + a2’ 4+ aB2xt + o023 + a32? + aPx

flO- a55x56—|—a39x50—|—a8x49—|—a57x48—l—a14x44—|—a27:1:42—|—a52x41—|—a42x40—|—
a55x38—|—a46m37—|—a32x36—|—a56x35—|—a24x34—|—a11x33—|—a8x32—|—a42x28—|—
a393326+a50:c25+a48a:24+ax22+a10x21+a12a:20+a62x19+a363318+
a19x17—i—a16:1;‘16+a24x14+a3x13—|—a29:1;‘12+a45x11—|—a24x10+a513:9+
CL49$8 + CL44£U7 + a57x6 + CL13£U5 + CL42$4 + CL52563 + CL14$2 + CL47$

1-step extension:

f14. a62x48—|—a17aj40—|—a29x36—|—a26x34—i—a26x33+a489332+a49x24+a8x20—|—
a13x18—|—a26x17—|—a27:c16—|—a311‘12—I—a41x10—I—a9339—|—a42:z:8—|—a16336—|—
CL8.CC5 —|—CL25IE4 +a23a:3 —|—CL11[I?2 —|—CL62SC

f15- a2x56+a32$52+a18x50+a465649+a523348+a54$44+a45x42+a56x41+
a7x40—|—a463338—|—a32x37+a6$36—|—a443335+a41:1:34+a50x33—|—a21x32—|—
a34x28—|—a49x26—|—a50x25—|—x24—|—a60x22—|—a15x21—|—a34x20—|—a46x19—|—
a47x18—|—a4x17—|—a7:c16—|—a50x14—|—a7x13—|—a5x12—|—a57x11—|—a17a:10—l—
a12$9 +CL17.CC8 —}—CLGOJZG +a2x5 —|—CL7.CC4 —}—CL23$3 —I—CL49.CC2 +a34x

52x56+a43x52+a34:v50+a28:c49+a31x48+a60x44+a58x42+a54a:41+
46x40—|—a55:r:38—i—a9:1:37—|—a15x36+a20:1:35+a42x34+a54:1:33+a38x32+
53x28+a40x26+a29:1:25+a49x24+a62x22+a25x21+a17x20+a48x19+
26:c18+a13x17—|—a3$16—|—a48x14—i—a59:1:13—|—a44x12—|—a8x11—i—a21.7:10—|—
32339 —|—a43m8 —l—a23x7—|—a20$6 —I—CL38$5 —|—a49m4 —I—CL32$3 —|—a27m2 —I—CLGZC

f17- a27x56—|—a27x52+a17x50—|—a23x49+a31x48+a44:r:44+a2:c42—|—a53x41+
a29x40—|—a48:c38—i—a23x37—|—a24:c36—|—a26x35—|—a43:1:34—i—a17x33—|—a8x32+
CL4LL’28—|-CL203326—|—CL2£U25+CL305624—|—CL7$22—|—CL49I'21 —|—a39x20—|—a26x19—|—
a24x18—|—a623717—|—a37x16—|—a49x14—|—a53x13—|—a37x12—|—a37x11—|—a2851;10—|—
CL2$9 —|—CL51$8 —|—CL53.CC7—|—CL45$6 —|—a18x5 —|—CL38$4 —|—a34x3 —|—CL52$2 —|—a15x

f18- a20x56+a4x52+a41x50+a37az49+a8x48+a44x44+a45x42+a5x41 +
a12x40+a11x38+a16x37+a61:c36+a8x35+a34x34+a37az33+a35x32+
a43x28—|—a35:626—i—a22x25+a593324+a55x22+a24:621—i—a30x20+a7x19+
a52x18+a25a:17+a22x16+a23x14—|—a19x13+a26x12+a29x11+a26x10—|—
a26x9 + CL18$8 + CL13$7 + a529:6 + CL7Z'5 + a51$4 + a50x3 + a37$2 + a22x

f19- a15x56—|—a25x52—I—a33x49—|—a14x48—|—a61x44—|—a18x42—|—a14x41—|—a2x40—|—
a39x38+a27x37—|—a55:(:36+a53a:35+a62x34+a17x33+a22x32+a20x28+
a9$26+a25€25+a45x24+a34x22+a26x21+a19x20+a43x19+a143318+
a59x17+a243316—|—a45x14+a46:613—|—a22x12+a623311—|—a49x10+a47:139—|—
CL6£L’8 + CL27$7 + a40x6 + CL16$5 + a22x4 + a46a73 + 0,58£E2 + CL321'

f20. a20x56—|—a4a:52+a41x50—|—a37x49—|—a46:1:48—i—a44x44—|—a45x42—|—a5x41 +
a46x40+a11x38—|—a16x37—}—a57x36—|—a8x35—l—ax34+a11x33—|—a48x32+

6.

a
a
a
a
a
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far.

foa.

Jas-

foa.

fos-

fas.

f27-

Jos.

.

a43:):28—|—a35:626+a22x25+a16:1324+a55x22+a24:621—i—a44a:20+a7a:19—|—
a14x18—|—a34:1:17—|—a6x16—|—a23x14—|—a19w13—|—ax12—|—a29x11—|—a10x10—|—
CL31$9 —|—a19x8 —|—(L13.I'7-|—CL49336 —|—CL33$5 —|—CL41$4 —l—a23x3 +CL59$2 -|-CL34£U

G12098 4 AT A0 L (30,36 | 5834 4 27,33 | (55,32 | 57,24 4 32,20
a22018 L BT L P16 o 1312y 059,10 L 60,9 | 2208 76
a2 + a®Bxt + axd + ax? + aBzx

a20x56—|-a4at52 —|—a41£€50-|—.I‘48-|—CL44$44+CL45$42 —|—(L59£l’)41 —|—CL31$40 +
a11x38—|—a43x37—|—a6x36—|—a17:(:35—|—a55x34—l—a2x33—|—a58:1;32—|—a43x28—|—
a35a:26+a31x25+a17:c24+a55x22+a15x21+a45x20+a52x19+a47a:18+
a10x17+a32x16+a23x14+a:€13+a19x12+a47x11+a20x10+a12x9+
a56x8 +CL49£U7 —|—a31x6 +a24335 —|—a44x4 —f—CLS?ZUB —|—a13x2 —|—a31'

21,56 4 16,52 4 31,50 4 23,49 | 62,48 | 10,44 | (3,42 | 49,41 |
23,40 | o438 | 40,37 | 32036 | (23235 | 50,34 | 23,33 | (2232
12,98 | (41,26 4 45,25 | 6,24 | 38,22 | 20021 | 5820 | 32009
16,18 4 8217 1 45516 4 39,04 | 00,03 4 29012 1 48,01 p10
3909 + 09228 + ax” + a2 + a2 + a¥xt + 0523 + a2 + 22

X
X
X
30:1;56—|—a53x52—|—a53x50—|—a11x49—|—a48x48—|—a13a744—|—a18x42—|—a26x41—|—
55x40—|—a43x38+a8x37—|—a52x36—l—a51x35—|—a18x34—|—a29x33—|—a62x32—|—
153:28+a58x26+a24x25+a30x24+a5x22+a26x21+a24x20+a12x19+
48x18+a15:v17+a50x16+a5x14+a24x13+a46x12+a47a:11+a245610+
56$9 +a18:138 —|—a50x7+a22335 —|—a35a:4 —f—a555133 —|—a47a:2 —|—CL51£U

951756—|-CL55$52—|—CL42$50—|—CL6$49—|—CL24$48+CL56$44—|—CL18ZL‘42—|—CL28£L'41—|—
a8x40—|—a11x38+a9x37—|—a19x36—|—a42x35+a28x34—|—a33:c33+a23x32—|—
a4x28+ax26+a21x25+a2x24+a55x22+a26:z:21 +a13x20+a39x19+
a21:1:18+a35x17+x16+a2x14+aa:13+a18x12+a18x11+a33x10+a55a:9+
a15x8 +CL33£U7 —|—a58x6 +CL525135 —|—a24a:4 —|—3§‘3 +a8x2 —|—CL57SU

CL9£C56—|—CL55$52—|—CL42$50—|—CL6£IL'49+a62$48+a56$44—|—a18$42—|—CL281'41—|—
a30x40—|—a11x38—|—a9x37—|—a13x36—i—a42x35—|—a15x34—|—a4:c33+a13x32—l—
a4x28+am26+a21:z:25+a34x24+a55x22+a26:z:21+a11x20+a39x19+
a43a:17+a33a:16+a2:v14+ax13+a23x12+a18x11+a38x10+a49:c9+
CL583J8 +CL33£U7 —|—a50x6 +CL18335 —|—a28x4 —|—CL5£E3 —|—CL1933’2 +a5x

CL34$56-|—CL15$52—|—CL36$50-|—CL61£E49—|—CL9£L‘48—|—CL20$44+G44£L‘42—|—CL61$41—|—
a10x40—|—a10x38+a11x37+a52x36—|—a11x35+a14x34+a23x33+a16x32+
x28+a50x26+a58$25+a44x24+a13x22_|_a11x21 +a52x20+a48x19+
a48a:18+a38:c17+a36x16+a41:c14+a50x13+a43:c12+a46x11+a4x10+
CL56$9 +a42:r:8 —|—a57x7+a61:€6 —|—a19x5 +a3$4 —|—Cl43333 +a221:2 —|—Cl3433

55.%'56-|-CL35£C52—|—CL43$50-|-CL8$49—|—CL49£L'48—|—CL32$44+&27£E42—|—CL23$41—|—
56x40—i—a26x38—|—a28x37—|—a15x36—|—a56x35+a26x34+a31x33+a60x32—|—
42x28+a13x26+a44x25+a55x24+a14x22+a10x2l+a60x20+a25x19+
263:18+a205617+a54:c16+a24x14+a10x13+a50x12+a32:z:11+a29:1:10+
321’9+a3:1:8—|—a44:1;‘7+a34:1:6+a263:5+a7x4+a22333 +a4:1:2+a213:

55.%'56-|-CL35£C52—|—CL43$50—|—6L8$49—|—CL56$48—|-CL32$44+CL275E42—|—CL23$41—|—
14x40+a263338+a28x37+a40x36+a56x35+a19x34+a53x33+a3x32—|—
42x28+a13:(:26+a44x25+a9x24+a14x22+a10x21+a41x20+a25x19+

a
a
a
a
a
a
a
a
a
a
a

a
a
a
a
a
a
a
a
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a55x18+a27x17+a23:16+a24a:14+a10x13+a5x12+a32x11+a4x10—|—
CL29$9 —|—a50x8 —|—CL44£IZ'7—|—CL49£E6 —|—CL61$5 —|—CL31$4 —|—CL16£U3 —|—CL36ZC2 —I—a61x

Fao. @525 4+ 3052 4 g0 4 oS0 4 I8 | 320y 272 | 28,1
0290 | 26,38 | 28,37 | (46,36 | (56735 | (6034 | (5733 | 54032
02028 1 g13p20 | g2 | 524 | 14022 | (10021 | (46,20 | 02519
alB 18 4 qPSpIT 4 M6 | 24,04 (10,03 4 2412 | 3211 pa2n0
a?z? + a®2® + a**xT + a"28 + a2 + a2t + o223 + ¥ + oM

2-step extension:

f31. a21x56—|—a5x52—|—a42x50—|—a38x49—|—a24x48—I—a45x44—|—a46x42—|—a6x41 +
a243:40+a125z:38+a17x37+a10x36+a9x35+a3x34+a193333+a35x32+
a44x28—|—a3651326—i—a23x25—|—a5551324—i—a56x22—|—a25:c21—i—a17x20—|—a8$19+
a58x18+a2x17—|—a423:16+a24:1:14+a20:1313+a37:1312+a30:1311+a5x9—|—
CL57$8 + CL14£E7 + CL53$6 + CL31£E5 + CL53$4 + CL62£E3 + CL52$2 + CL19$

f32. aa:48—|—a293:36—i—a57x34+a12x33—|—al2x32+a6x24+a27x20+a40x18+
a23x17+a55a:16—|—a2x12 +a9x10—|—a34x9+a49x8 —}—CL24.I6—|—CL39.CC5 +
CL415L’4 4 a42$3 T CL21£172 € a30$

f33- a14x56+a9:652+a24x50+a62x49+a11x48+a33:44+a59x42+a15:1341+
a11x40+a37x38+a34x37+a36x36—|—a10x35+a18x34+a12x33+a61x32—|—
a5:p28+a34x26—|—a27$25—|—a56x24—i—a31x22—|—a18x2l—|—a3x20—i—a10w19—|—
a25x18—|—a48ac17—l—a52x16—|—a32x14—|—a3:613—|—a44x12—|—a15x11—|—a13x10—|—
CL8.CE'9—|—CL46.TE8—|—CL43.CC7—|—CL8$6—|—CL6[U5 +a8:z:4+a533:3+a52x2 —|—CL35$

f34- al4x56—|—a9x52—|—a24m50+a62x49—l—a61x48+a3x44+a59x42—i—a15:z:41+
a57x40+a37x38—|—a34:1337—|—a36x36+a10x35+a35x34+a14:1333—|—a23:1:32—|—
a5x28—|—a34x26—|—a27x25—|—a17x24—|—a31:1:22—|—a18x21 —|—CL£U2O—|—CL10$19+
a25x18—|—ax17—l—a13x16—|—a32x14—|—a3x13—|—a14x12—|—a15x11—|—a29x10—l—
a8x9—l—a61x8—I—a435(:7—|—a12x6+a30x5—|—a23x4—|—a39x3—|—a4x2 —|—CL32$

f35- a28x52+a54:c50+a57x49+a53:c48+al4x44+a40x42+a43x41+a2x40+
a40x38+a28:1:37—|—a613336—|—a25:1:35+a29x34—|—a31x33+a51x32—|—a40x28—|—
a3x26+a6x25+a51x24+a29x22+a50x21+a39x20+a49x19+a33:18+
a11x17—|—a32x16—|—a58x14+a8x13+a49:1:12—|—a219611—|—a16x10—|—a61x9—|—
a11x8 +a4x7+a4m6 +a33x5 +a46.1:4 +a38x2 _‘_0155'r

f36- a51x56+x52+a253:50+a52x49+a27a:48+a45x44+a30:v42+a11:c41 T
CL9£L'4O—|-CL4611338+a2$37—|—a10$36—|—CL50£U35—|—&50£U34—|—&55L"33—|—CL26£L"32—|—
a8x28—|—a15x26+a54:1:25+a23x24+a45x22—|—a27x21+a5x20+a51x19—|—
CL41£C18—|—CL33I17—|—CL8$16—|—CL9£C14-|—CL51.I'13—|-CL54.2712+CL53$11 _|_$10_|_
a42x9 -I—CLIG.%'S —l—a19x7—|—a41x6 +CL47$5 +CI?4—|-CL5O$3 —|—a13x2 —I-CLHJT

f37- a51x56+x52_|_a25x50+a52x49+a43x48+a45x44+a30x42+a11x41 +
a46x38+a2:1:37—|—a30:c36—|—a50:1:35+a30:1:34+a2$33—|—a48$32—l—a8x28—|—
a15x26+a54x25+a19:624+a45:1:22+a27x21—i—a43x20+a51x19—|—a47x18+
CL62$17—|—&135L’16—|—CL9$14+CL51$13—|—CL24$12—|—CL53£L'11—|—CL42$10—|—CL37.%'9—|—
CL46$8 + CL19I7 + a49x6 + CL57.I'5 + CL29$4 + CL4$3 + a36x2 + CL24.Z'

3-step extension:
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f38- a22:1:56+a6:v52+a43x50+a39:1:49+a35:1348+a46x44+a47a742+a7:1341 +
CL36ZE4O—|—CL13$38—|—CL18$37—|—6L46$36—|—CL10$35—|—CL21$34—|—CL46$33—|—CL3$32—|—
a45x28+a37x26—|—a24x25—|—a5la:24—i—a57x22—|—a263:21—i—a22x20—|—a9x19—|—
a9x18+a52x17+a12x16+a25xl4+a21x13+a52x12+a31x11+a49x10+
CL49339 +a10:c8 +a15x7+a50$6 —|—CL34SE5 +a11:c4 —|—CL5O£133 _‘_x2 —|—CL25SU

Fao. alFaA0 4 46,36 4 3130 4 (31,33 | (54,82 | 016,24 1 49,20 4 0,18
0217 a1 g2 110 Y 4909 (5508 | (13,6 4 (61,5 4 33,4
aPx® + a®2? + a2

f40. CL23$56+CL15$52—|—CL121‘50+CL55$49+CL45$48+CL61$44+CL9$42+CL20$41—|—
a57:L’40—|—a3:c38—|—a3:c37—|—a63;36—l—a37x35—|—a40x34—|—a61x33—|—x32—|—a20x28—|—
a54a:26+a9x25+a15x24—|—a52:v22+a41x21—l—a48:v20+a563719—|—a52x18+
a13a:17+a15:1:16+a17x14+a22x13+a203312+a59:1:11+a56$10+a6a:9+
CL$8 —|—CL52$7—|—CL59$6 —|—CL46$5 —|—CL36$4 —|—CL4ZL‘3 +CL4I'2 —|—CL49$

ANF representations of certain bent functions:

ToT1T2T4 D TpT1T2T6 D TpT1T3T4 B ToT1X3T5 D TT1X3T7 D Tpx1T4X5 D
ToX1L4T7 D Tpx1Ty D ToX1T5T7 D TeX1Tgxly D ToXaX3Tg D ToLoX3Ty D
ToL2Tals D TpXoX5Xe D ToTaXsTy D ToToks D ToTaleXy P ToT3zxTaTg D
LoX3L4T7 D ToX3Ty D Lox3T5T7 D ToXL3Telr D xoL3Te D ToXL3Tr D LoxaLsTe D
ToTaX5DLOT4T6DLOT5L6X7DLOT5L6DX0T5L7DL0X7DL1T2X3X5DL1T2T3T6D
T1T2T4L5 D T1X2X4T6 D T1X2X4 D X1 X2T5T6 D X1T2T5 D T1T2X6X7 D T1X227 D
L1347 D T1X3T5L6 D T12305 P L1306 D T1X3T7 D T1X4T6L7 D T124X7 D
T4 P 1T56DPT1T5L7PX1X6PX2X3L4L5 P Lox3T4T7 P ToX3T4 D x2x3T5LeD
LoX3L5T7 D ToX3Xs D ToX4X5Lg D ToXsXsTy D ToXyls B ToxaT7 D Toxy P
ToTeT7 D Toaky D T3X4X5T7 D T3X4T6T7 D T3T526 D T3X5 D T3x6T7 D T3T6

(9.1)

TOT1T2T6 + TT1T2T7 + TX1T2TT9 + TpXT1XT2XT8T10 + ToX1T2T9T11 +
ToT1To2X10T11 + TX1T3X4 + ToX1T3X5 + ToX1L4 + ToX1X7 + ToT1X8T9 +
LToT1LYT 10+ LoL1X9L11+LoX1L10L11F+L0T2X3Le+LoToLs+ToLoXs+LoXoLr+
TOT2TYTY+ToT2T8T10+ToT2T9T 11 +ToT2T10T11 +LoT3T4+TT3L5+ToT3T6+
$0$3$7+$0$3$8$9+$0$3$8$10+$0$3$9$11+$0$3$10$11 +$0$6+$1$2$3$4+
x1m2x4+x1x2x6+x1x3x5—l—x1x3x6+:c1:c5+:c1:c6+x1x7+x1x8x9—|—x1x8x10+
T1X9T11 -+ T1X10T11 + ToX3T4 + ToX3Tx + ToX3T¢g + Loy + ToXg + ToX7 +
LoXgLg + LoXgX10 + LaXogX11 + LaX 10X 11 + T3L4 + T4T5LeX7 + L4T5L6T8Lg +
T4Tr5TeTT10 + T 4Tl5X6T9T11 + Lol 10T11 + T4l 5T6 + X457 -+ L4589 +
LAT5LT10FTa4T5L9X 11+ T 4L5X10T11 FL4X5+ T 4T X7 FL4X6LIT 9+ T 4T6LT 10+
T4TeTYT1] + T4TeX10T11 T T4le + T4T7 + T4T8T9 + T4XgT10 + T4ToX11 +
T4T10T11 + T4+ T5T6T7 + T5T6T8T9 + T5L6L8T10 T T5T6T9T11 + T5TT10T11 +
5T+ 57+ T5L8T9 4+ X810+ T5L9X 11 + T5L10L11 + L5+ TeX7 + TgXgLg +
TeTgT10 + TeT9T11 + TeT10T11 + T + T7 + TT19 + ToT11 + 1

(9.2)

ToX1T2XL5 D XoT1L2L6D LT 1X3L6D LoT1X3T7 D XoL1X3L3Tg D XoX1X3L8L10D
ToT1X3T9T11 D ToT1T3T10T11 D ToT1T4T6 D ToT1T4T7 D ToT1T4T8T9 D
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TOT1T4T8T10DLTOL1 L4911 DPTOT1T4210211DToT1T4D XX 1X526DB L0167
ToT1TexgTyg B ToT1X6T8T10 P ToT1TeTox11 D ToT1X6T10T11 B ToT1Te D
ToT2X3T5 B ToXoTyT7 B ToToTyXgTyg D ToTaXaTgTiy D ToT2TaX9T11 D
ToT2T4210T11 D ToT2T5T6 D ToTaTs D ToToxe D ToTox7 D ToToxgxTg D
TT2T8T10 D ToT2x9x11 D TT2T10711 D TT3T4T5 D Xox3T4T7 B LoT3T4X8T9 D
T34 10 D T349I 11 D ToT3T4T10T11 D o34 D ToIl3xX5T7 D
o3I89 D ToX3T5I8L10 D ToIl3X5Tx9I11 D ToT3TsX10T11 D ToxX3Tel7 D
ToT3TeyTg D ToX3TeIgL10 D ToIl3Lel9gd11 D ToX3Tel10T11 D TolgXsI7 D
TOTAT5LT9 B ToT4T528X10 D TTaT5T9x11 D TTaT5T10T11 D ToTaTeXy
TOT4TET8T9 D TTyTeTT10 D ToT4TeT9T11 D TpTaTeX10T11 D ToT4Te
ToT4T7 D ToTaxgxg D TTyTgT10 D ToT4ToT11 D TpTax10T11 D ToT527
ToTs5T8Tg P ToTsTsT19g P ToTsT9xX11 B ToTsT10T11 P ToTs P ToTgxy
ToTeTsTg P ToTeTsTig P ToTgTloxTil P ToTgTioT11 P ToTr B ToTgTg
ToTgT10 B ToToT11 D ToT10T11 D T1T2X3T4 D T1T9X3T7 B T1T2T3T8Ty
T1T2X3T8T1) P T1T2X3T9T11 D T1T2X3T10T11 D T1T2X4T5 D T1X2T4T6
L1224 D X1 T2T5L6 D X1 T2T5L7 D X1 T2T508T9 D T1T2X5X8L10 D L1X2T5T9T11 D
T122T5210T11 D 120225 D T1X2X7 D T1T228T9 D T1X228210 D T1T2T9T11 D
T1T2210T11 DB X1T3T4T5DX1T304T6DT1X3T4T7DT1X3T4X8T 9D T1X3X4T8X 10D
T12324T9x11 D T1X3T4X10T11 D T123x5 D T1X3TeT7 B T1T3T6T3T9 D
T1T3TeLT10 D T1T3TeL9x11 DX 1T3T6L10T11 DX 12306 D T12307 DX 1031879 D
12328210 D X1X3T9T11 DT 1X3010T11 P T1T4X506 D X1 T4T507 D T1X4X5T8T9 D
T1X4X528T10 D T1T4T5T9211 D 12425210711 D 17576 © 176 S w177 D
L1289 DB T128210 D X1X9T11 P T1T10011 D Xox3T4T5 P ToT37426 D Tox3T5T6 D
ToX3T6T7 D ToT3TeT8Ty D ToT3TeTgT19 D ToX3TeToX11 D ToT3TeX10L11 D
Tox3Te D Tox3x7 O ToT3TgTy D Tox3x8T10 D Tox3T9x11 D T2T3T10T11 D
ToX4I5Tg D ToXATeX7 D oL 4TI 9 D oL 4TeTT10 D oL 4TeT9T11 D
ToT4TeX10T11 DB ToXyT D ToTy B ToT5Tel7 D Tol5X6X8T9 B ToT5TeLgx1 P
ToT5TeL9x11 B T2T5L6X10T11 DLoT5X7 D ToT5L8T9 B XoT5T8L10 P X2T5T9L 11D
TaT52X10L11 D Tok7 D T2Xgx9 D ToxgT10 D ToT9X11 D Tox10T11 D T3T4x5T7 D
T3TAT5X8T9 D T3TyXT5X8T10 D T3T4T5T9x11 D T3X4X5T10T11 D T3T4Te D
T3T5T6T7 D T3T506X8T9 D T3T5T6TgT10 D T3T5T6T9T11 D T3T5T6X10T11 D
T3X5T¢ EBZL‘31135@$3$6$7@$3ZL‘GZL’8$9@$3$6$8$10@$3$6$91‘11 EBZL’3:136213101L’11@
3T D 8Ty D T10T11

CPEDPDDDD

(9.3)

f(xo, ..., 211) = Tox1T223T8 B ToX1T2T3%9 B ToT1L9T4x8 B LoT1T2T4Tg P
TOT1T2T5T8 D TT1T2T5T9 D TT1T2T5 © TT1T2T6XTs D ToT1T2T6T9 D
ToT1X2Xe D LoL1Xo2X7L8 D LT 1X2X7Lg D ToT1X2X7 D XoT1X2Xs D LoL1T2XLg D
TpT1T2 D ToT1T3TeT8 D ToT1X3TeT9 D ToX1X3%6 D XoX1X3°8 D Tor10379 D
TOX1X42T5 D LT 14T D LT 1T4XeT9 D LT 1T4X6 D LT 1T4T7 D ToX 12428 D
TX1T4T9 D Tpx1X4 D ToT1T5TeT8 D TX1T5L6T9 D ToX1T5T6 D Tox1T5T8 D
ToX1T5L9 D ToX1TX7T8 D TnT1XeT7X9 D TpX1TeX7 D TpX1T6T8 D TpX1TeTg D
ToT1Xe D ToL1X7X8 D XoT1X7L9 D XoT1X7 D Xox1X8 D ToX1Tg D ToToX3Taxs D
TOT2X3L 4T DL L2L3L5D LT L3LELs P L0T2X3LeL9D L L2L3LeDToLaLs L7 D
ToToT3Ls D ToXaT3Lg D ToXoZls D LoToX4T5Ls D ToXoTslsLg D LoToXaX7Xs D
ToL2T4L7T9 D XoToX 4Ty D ToToX4Tg D XoToXy D TpXaT5Lels P LoToXsLgLg D
ToToT5XLe D ToXolsXy D ToXalsLy D ToLalsLg D ToLalel7ls D LoToXel7XLg D
ToToXeX7 D ToToaXeXs D ToTalglyg D ToTole P ToToX7Ts D ToroX7Tg D
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$0$2$8@$0$2$9@$0$2@$0$3$4$6$8@$0$3$4$6$9 @1'0:1331‘4{136 @$0x3$4$7@
o348 D ToI3X4T9 D ToX3TeIs D ToX3TeIg D o3y D ToX3Ts D ToT3Tg D
ToT3 D Lol gTrTeIs D TolgaXrTgLg D ToTl4X5T6 D Tol4X5I8 D Lol 4X5T9 D
TOT4TEL7TY D LTy 79 D TTyTeT7 D TX4TeX8 D ToT4TeTg D ToTyT7T8 D
TOT4T7T9 D T4y B ToT4x8 D TTyTy D ToTy D TpT526xs B ToT5TeTy D
ToT5Ls D TorsLg B Ty D ToTelrLy O ToTeL7Xg D ToTegls D ToLegTg D
ToTg B ror7T8 P ToT7T9 B X7 B T8 B TT9 B T1T2T3T4 P T1ToT3T5T8 P
x1x2x3x5x9@x1x2x3x5 @xlxga:g%xg @xlxgxgx(;xg@$1$2$3$6@l’1$2$3$8@
T1T2T3L9 D T1Xox4T5T8 B T1T2T4T5L9 D T1X2X4T6T3 D T1T2T4TeT9 D
T1X2X4T6 D T1T2T4XT7 D T1X2T4Tg B T1T2X4T9 D T1X2T5X6 D T1T2X5T7X8 D
T1X2T5L7T9 D T1X9X5L7 D T1X2T50L8 D L1X2T5L9 D X1T2X5 P T1X2XeX7X8 D
T1Xo9TeX7T9 D T1X9X6T8 D T1T2X6T9 D T1T2T¢ D L1978 @ T1X9X7T9 D
T1X2X7 D T1X2x8 D T1X9Xg D T1X9 D 13045 D T1X3T4T6 D T1X3T4X7 D
T1T3T5TeX8 B T1T3T5T6L9 B T1T3X5T6 D L1X3T5L8 D T1T3T5T9 D L1X3Texs D
T1T3T6T9 D 12307 D T1T3T8 D 10309 D T1T4T5T678 B T1T4T5T6T9 D
T1X4T506 D T1X4T508 D T1T4T5T9 D T1T4Texg D T1X4TeTg D T1X4T7 D
L1048 D T1X4T9 D T1T5L6T7L8 D L1 T5L6T7L9 D T1T5LeT7 D T1X5T6L8 D
T1X5TeT9g D L1578 D L1579 D 158 D T1T5T9g D T1Ts D T1TXgX7T8 D
T1TeX7T9 D T1T6T7 D T1Texs D T1X6T9 D T 126 D T1X728 DB T 12729 D X128 D
T1T9 D ToX304T528 D ToT3TyT5T9 D T34 X6 D ToT3T4TeTg D ToT3T4T6 D
ToX3L4T8 D ToX3X4T9 D ToX3X5T6I8 D ToX3X5T6IL9 D Lo 35T D XoX3X5T7 D
ToX3T5T8 D ToX3Tslg D ToX3ks O ToX3Tgly D ToXsTely D ToX3TeLg D
LoX3LePDLox3TsDToX3Lo P Lax3 P LoX4L5LeL DXoX4L5XLy D XL 4T 5L 7LD
ToX4T5X7L9 D ToX4T5T7 D ToXyT5X8 D ToTyX5Lg D ToXyTs D ToXyTeT7xs D
ToT4XT7LY B TaXyTeT7 D ToT4TeXg D ToXyTLo B ToTyX7Ty D ToX4T7X9 B
ToX4xyg D ToX4Tg D ToX5Lel7Ls D ToX5Lel7Lg D ToX5LeX7 D ToXsTely D
LoX5LeLg D ToXslg D ToX5T7Xg D ToLsX7Lg D XoX5L7 D ToXsxy D TolsXg P
T9oXx D ToXgX7X8 D ToXgX7X9g D To2XgIs D ToXTeTg @ ToX7X8 D ToX7Xg D oIy D
T9oXg D i) D L3X4T5TeL8 D T3L4X5T6T9 D X345 D L3459 D T3T4T5 D
T3T4T6T7 D T3T4TT8 D X349 D T3T4T6 D T32408 D X349 D T3T5T6T8 D
T3T5L6L9DT3T5T7DX3T5r8PT3T5T9DX3T6X8DT3TT9DL3T7DT3T8DLT3L9D
T4T5T6L7T8 D L4506 7L9 D TyT5TT8 D XyX5X6X9 D T4T5L728 B Ty T5T7T9 D
TyT528 D L4X509DT4T5 DTy T6T7X8 D X4 X6X7 X9 D L4677 DT4T6T DB T4 T6T9D
T4 D X473 DT4T709DT4x8 D T4T9D T4 D T5X6T7X8 D T5X6T7L9D X5Tex7D
T5xeTs D T5T6T9 D T50728 D T5T72X9 D X507 D X508 D X529 D T5 D xeT728 D
TeX7TgDTeT7 DT Dx6TgDxeDr708DT7L9DT8T11 DXgDX9xT10D LD 1

(9.4)

The baseb64 representations of hy and h, in Example 8.3.4:

AFE0eU3Qb5aicATR5TdDIqJwBNHINOOWonAEQeU3Q5aicATR5TdDlqJwBNHINOOWonA
E0eU3Q5aicATR5TdDIqJwBNHINOOWon /6y VxtiLsuEAU205J3RNHv-+y4ayLxpXYAEOe
U3Qbaif/rJXG2luy4QBTajkndEOe/7LhrIvGldgATR5TdDlgJwBTajkndEOe AEOeU3Qb5aicA
U205J3RNHv+y4ayLxpXY /6y VxtiLsuH /suGsi8aV2P+slcbYi7TLhAEOeU3Qbaif /suGsi8aV2
ABTajkndEOe/6yVxtiLsuH /suGsi8aV2ABNHINOOWon /6y VxtiLsuEAU205J3RNHgBNHIN
00WonAE0eU3Q5aif/suGsi8aV2P+y4ayLxpXYAFNqOSA0TR4AU205J3RNHv+slecbYi7Lh
/6yVxtiLsuEATR5TdDIqJ/+slcbYi7Lh /6y VxtiLsuEATR5TdDlqJwBTajkndEOe /7LhrIvGl
dj/suGsi8aV2ABTajkndEOeAE0eU3Qb5aicAU205J3RNHv+y4ayLxpXY /6y VxtiLsuH /rJXG
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2luy4f+ydayLxpXYAFNqOSA0TR4ATR5TdDlqJwBNHINOOWon /7LhrIvGldj/rJXG2Iuy4
QBTajkndEOe /6y VxtiLsuEAU205J3RNHgBNHINOOWon /7LhrIvGldg=

(9.5)

ACcH5Hk1qdFMAJzke TWpOUwANORSNanRTACchHk1qdFMA Jzke TWpOUwAnORSNanR
TACc5Hk1qdFMA Jzke TWpOUwAnORSNanRTACc5Hk1qdFP /xrKL4dislf/ Gsovh2KyVAD
INdB4nU20AOU10HidTav/YxuGylYus/9jG4bKVi6wAJzke TWpOU / /Gsovh2KyVADINdB
4nU2r /2MbhspWLrP /Gsovh2KyVACc5Hk1qdFP /2MbhspWLrAA5TXQeJ1NqACc5Hk1qd
FP/xrKL4dislf/ YxuGylYusADINdB4nU2r/2MbhspWLrAA5TXQeJ1NqACchHk1qdFP /xr
KL4dislQAnOR5NanRTADINdB4nU2r /xrKL4dislf/ YxuGylYus/9jG4bKVi6z /xrKL4disIQA
5TXQeJINqACchHk1qdFMAJzke TWpOUwAS5TXQeJ1NgqACc5Hk1qdFMAOU10HidTav/G
sovh2KyV /9jG4bKVi6z /xrKL4dislf/ YxuGylYusACcbHk1qdFP /2MbhspWLrP /YxuGylYus
ACc5Hk1qdFMAOU10HiIdTav/Gsovh2KyV /8ayi+HYrJUAOU10HidTagAnOR5NanR T /9j
G4bKVi6wAOU10HidTav/Gsovh2KyVACc5Hk1qdFP /2MbhspWLrAA5TXQeJ1Nq/8ayi+
HYrJU=

(9.6)

Proof of Theorem 8.1.18

Proof. Let a'V,a® € F§ and b 6> € F. We prove that r-ind(h) <
(n +m)/2, by using Definitions 8.1.2 and 8.1.3. We need to show that
there does not exist an (“5™)-dimensional subspace V of F5 ™" such that

D(a(l)’b(l))D(a(2)7b(2))h = constant,

for any (a'M, 1), (a?, b)) € V. There are three cases to be considered.

(i) For dim ({z|(z,y) € V'}) > n/2, the proof is same with the proof of
Theorem 8.1.15.

(i) If dim({z|(z,y) € V}) = n/2, then there are three cases to be
considered.

(a) For dim({y|(x,y) € V}) = m/2, the proof is same with the
proof of Theorem 8.1.15.

(b) For m/2 < dim({y|(z,y) € V}) (n +m)/2, the proof is same
with the proof of Theorem 8.1.1

(c) For dim({y|(z,y) € V}) = (n +m)/2 we have {y|(a1,y) €
VIn{yllaz,y) € V} = 0 for arbitrary aj,as € {z|(z,y) €
Viap # ay and d1m({y|( ) € V}) = m/2. Since
dim({a|D.(f1 ® fo) =0}) = n—1 and dlm(ﬂm\(:c,y) eV} =

n/2, we can select one nonzero vector a € {x|(x,y) € V'} such
that D,(f1 @ f2) = 0. Further,

dim({(0n, 9)[(0n,y) € V} U{(a,y)l(a,y) € V}) =m/2 + 1.
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Thus, from r-ind(g;) < m/2 + 1, we can select two vectors

(@, 6M), (@™, 6®)) € {(0,,9)[(0n, y) € VIU{(a,9)l(a,y) € V}
such that

Dyoy Dy g1(y) # constant.
From (8.11), we have

D(a(l),b(l))D( (2) p2 )h(ﬂf y)
= Dy Dy g1(y) ® (f1 @ f2)(x) Dy Dy (91 @ g2)(y) # constant.
(9.7)

(ili) If dim({z|(z,y) € V'}) < n/2, then we have dim({y|(z,y) € V'}) >
m/2 + 1. Further, we have dim({y|(0,y) € V}) > m/2 + 1 since
dim(V) = (n + m)/2 Hence, from r-ind(g;) < m/2 + 1, we can

select two vectors (0,, b)), (0,,b?) € V such that
Dyay Dy g1(y) # constant.
From (8.11), we have

Do,y Do, pn (2, )
= Dy Dyrg1(y) ® (f1  f2)(@) Dy Dy (91 D 92)(y) # constant.
(9.8)

]



Povzetek v slovenskem jeziku

Zelja ljudi, da bi nekatere informacije ostale zaupne, predstavlja zacetek
kriptografije - discipline, ki po danasnji definiciji omogoca dvema os-
ebama varno komuniciranje preko ne povsem varnega kanala. Seveda
zelja, da bi nekaj ostalo tajno, ne ustreza vsem, ki bi radi vedeli, kaj se
skriva za to tajnostjo. To je privedlo do razvoja kriptoanalize - Znanosti
o razbijanju Sifer in razkrivanju izvirnega sporocila. Kriptografija in
kriptoanaliza skupaj tvorita podrocje kriptologije, katerega preucevanje
in pomen sta z razvojem sodobne znanosti, kot jo poznamo danes, ek-
sponentno narasla.

Pred moderno dobo je bil sprva glavni namen kriptografije zagotavljanje
tajnosti komunikacij povezanih z vojno in diplomatskimi zadevami. V
zadnjih desetletjih se je podrocje razsirilo in se med drugim ukvarja s pre-
verjanjem celovitosti sporocil, avtentikacijo identitete posﬂmteha/pre—
Jemmka digitalnimi podpisi, interaktivnimi dokazi in varnim rac¢unan-
jem. Informacije, ki jih Zelimo poslati, morajo potovati po nezanesljivih
kanalih prek streznikov, nad katerimi nimamo nadzora, kljub temu pa
zelimo, da informacije ostanejo zasebne.

Key Kg Key Kp

@I 0
ENCRYPT DECRYPT @

‘, ,\ ATTACKER

|"

Figure 9.1: Shema klasi¢nega kriptosistema

Klju¢ni cilj kriptografije je omogo¢iti dvema osebama, obic¢ajno ju imenu-
jemo Ana (posiljateljica) in Boris (prejemnik), varno komunikacijo po
nezavarovanem kanalu. To pomeni, da nobena tretja oseba (nasprotnik),

obi¢ajno imenovana Eva, iz opazovanega sifriranega besedila ne more pri-
dobiti nobenih mformacu o izvornem besedilu. Sporocilo, ki si ga Ana
in Boris zelita izmenjati, se imenuje c¢istopis, sporocilo, ki ga posljeta po

168
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kanalu pa tajnopis. Ana Sifrira ¢istopis m in pridobi tajnopis ¢ z uporabo
nekega Sifrirnega klju¢a Kpg. Sifrirano besedilo ¢ nato posreduje Bobu,
ki s postopkom desifriranja skupaj s Sifriranim besedilom in deSifrirnim
kljutem K'p pridobi izvirno sporocilo m. Klasi¢ni primer takega kripto-
sistema je prikazan na sliki 9.1. Ce sta Sifrirni in deSifrirni klju¢ enaka
(Kg = Kp), govorimo o kriptografiji s simetricnim kljuéem. Po drugi
strani pa, ¢e je Sifrirni klju¢ javen, z drugimi besedami, ¢e lahko vsakdo
poslje Borisu Sifrirano sporocilo, ki ga lahko samo on deSifrira s svojim
tajnim desifrirnim klju¢em, govorimo o kriptografiji z javnim kljucem.
Glavna prednost kriptografije s simetri¢nim klju¢em pred kriptografijo z
javnim kljucem je, da je hitra in uc¢inkovita za velike koli¢ine podatkov.
Po drugi strani pa se kriptografija javnega kljuc¢a lahko uporablja ne le za
varno komunikacijo, temve¢ tudi za preverjanje pristnosti z digitalnimi
podpisi. V primerjavi s simetri¢nimi kljuc¢i para javnega in zasebnega
kljuc¢a ni treba tako pogosto spreminjati.

Pri simulaciji napadov na kriptosisteme se predpostavlja, da Eva pozna
algoritme za Sifriranje in deSifriranje. To pomeni, da varnost krip-
tografskega sistema ne sme biti odvisna od tajnosti Sifrirnega algoritma,
temvec le od tajnosti klju¢ev. Ta nacela je navedel A. Kerckhoffs v [42].

Osredotocili se bomo predvsem na simetricno kriptografijo, saj teme
v disertaciji obravnavajo lastnosti kriptografskih sistemov, povezanih z
njo. Simetri¢na kriptografija vsebuje dve veliki druzini kriptografskih
sistemov, in sicer blocéne Sifre (slika 9.2) in tokovne Sifre (slika 9.3).

PLAINTEXT Stresm
L —’[ ]

Cipher

A 4
Block cipher Keystream
' encryption
l PLAINTEXT

EEEEEEEE v

CIPHERTEXT CIPHERTEXT

Figure 9.2: Primer blo¢ne Sifre Figure 9.3: Primer tokovne Sifre

Tokovne §ifre generirajo psevdonaklju¢no zaporedje (zdi se, da je statis-
ti¢no naklju¢no, ¢eprav je bilo ustvarjeno s popolnoma deterministi¢nim
in ponovljivim postopkom) bitov, imenovano kljucni tok, ki se obicajno
seSteje po modulu 2 z odprtim besedilom, da dobimo Sifrirano besedilo.
Nekateri znani Sifrirni algoritmi, ki spadajo v druzino tokovnih Sifer, so

SEAL [76], SNOW [34], ISAAC [40], Trivium [26] in Grain [35].
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Po drugi strani je sploSna zamisel pri nac¢rtovanju blo¢nih Sifer, da se
odprto besedilo razdeli na bloke (dolZine 2¥, obic¢ajno je vrednost k
enaka 64, 128 ali 256) in Sifrira vsak blok posebej, s ¢imer dobimo
sifro, sestavljeno iz blokov Sifriranega besedila. Dve priljubljeni struk-
turi, ki se uporabljata v blo¢nih sifrah, temeljita na Feistelovi struktur:
in na substitucijsko-permutacijskem omreZju. Sodobne zasnove bloc¢nih
sifer uporabljajo iterativno uporabo ve¢ enakih krogov za izdelavo bloka
Sifriranega besedila. Kljucni vidik je, da ti krogi izvajajo koncept konfuz-
ije in difuzije, ki ju je uvedel C. E. Shannon v svojem poro¢ilu [80]. Vloga
konfuzije je, da mora biti vsak bit Sifriranega besedila zelo zapleteno
odvisen od izvornega besedila in tajnega kljuca. Po drugi strani pa lahko
difuzijo v grobem razlagamo kot lastnost, da so biti Sifrirnega besedila
po uporabi enega kroga Sifriranja odvisni od $tevilnih vhodnih bitov. Z
drugimi besedami, sprememba enega samega bita v izvornem besedilu
bi morala povzroc¢iti spremembo priblizno polovice bitov v Sifriranem
besedilu.

V substitucijsko-permutacijskem omrezju (SPN) sta pomembna dva po-
jma: S-8katle in P-Skatle. Substitucijska $katla (S-Skatla) uporablja
Shannonovo nacelo konfuzije in zamenja majhen blok vhodnih bitov z
drugim blokom bitov. Na splosno je to preslikava, ki n bitov preslika
v m bitov, pri ¢emer n ni nujno enako kot m. Na primer S-Skatla,
ki se uporablja v DES §ifri (definicija sledi), preslika 6 vhdnih bitov v 4
izhodne bite. Druga komponenta v SPN je tako imenovana permutacijska
Skatla (P-8katla), ki permutira vse izhode S-Skatel. Naceloma P-Skatla
uporablja Shannonovo nacelo difuzije.

Za eno izmed prvih bloc¢nih Sifer velja Sifra Lucifer, ki so jo pri IBM-u
razvili v sedemdesetih letih 20. stoletja na podlagi dela Horsta Feistla.
Pozneje je bila prilagojena razli¢ica Luciferja uporabljena kot standard
ameriske vlade FIPS (Federal Information Processing Standard), ki se
je imenoval "Data Encription Standard“ (DES), ki je bil javno objavljen
leta 1976 in se je pogosto uporabljal v vladnih in zasebnih organizacijah.

Takoj, ko so bile specifikacije standarda DES objavljene, je sifra postala
predmet polemik. Dvomi o varnosti sifre DES so se pojavili zaradi de-
jstva, da je bil prvotni 128-bitni tajni klju¢ Luciferja zmanjSan na 56
bitov in tudi zato, ker nacela zasnove njegovih substitucijskih in per-
mutacijskih tabel niso bila nikoli objavljena.

Leta 1992 je Matsui predstavil koncept linearne kriptoanalize [54] in ga
uporabil za napad na DES. Nekaj let pozneje je v okviru projekta DE-
SCHALL javno razkril Sifrirano sporocilo DES. Postalo je jasno, da je
DES zaradi majhne dolzine kljuca dovzeten za napade z grobo silo, zato
je bilo potrebno izbrati nov standard sifriranja. DES je kot zvezni stan-
dard Zdruzenih drzav nadomestil Advanced Encryption Standard (AES),
ki ga je leta 2001 po petletnem javnem natecaju sprejel National Insti-
tute of Standards and Technology (NIST). Razvila sta ga Joan Daemen
in Vincent Rijmen, na natecaj pa sta ga prijavila pod imenom Rijn-
dael. |25]. Nekatere druge znane blo¢ne §ifre so na primer e IDEA [47],
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Blowfish [78], RC5 [75], PRESENT [9], ¢e nastejemo le nekatere.

Na splosno obstajajo stiri glavne kriptanaliti¢ne predpostavke scenarijev
v kriptoanalizi glede na to, kaksne informacije so napadalcu na voljo.

* V najSibkejSem scenariju samo-tajnopis ima napadalec dostop le
do nekaj Sifrirnih besedil, ki jih je ustvaril ciljni blo¢ni Sifrirnik
z uporabo neznanega tajnega simetricnega kljuca. Njegov cilj je
obnoviti dele (ali kar celotno) izvorno besedilo ali pa obnoviti (del)
tajnega kljuc¢a. Ta scenarij je najbolj prakti¢en, po drugi strani pa
je kriptoanalizo najtezja izvesti.

* V primeru scenarija znan-cistopis ima napadalec na voljo veliko
parov Cistopis/tajnopis, njegov cilj pa je odkriti (del) skrivnega
kljuca.

* Scenarij izbrani-cistopis je podoben napadu z znanim-cistopisom s
to razliko, da ima napadalec dostop do Sifrirne naprave in lahko
Sifrira poljubna sporod¢ila (¢istopise) po svoji izbiri. Cilj je ponovno
obnoviti tajni kljuc¢ ali njegov del.

* Scenarij izbrani-tajnopis je podoben prejSnjemu, ¢eprav napadalec
desifrira Sifrirne tekste po svoji izbiri in tako pridobi ustrezne
Cistopise.

Za zagotavljanje visoke varnosti morajo funkcije v blo¢nih Sifrah izpol-
njevati razlicne pogoje/lastnosti. V nadaljevanju se bomo ukvarjali pred-
vsem z varnostjo S-skatel, ki jih lahko obravnavamo kot zbirko preslikav
iz Fy — I¥,, znanih kot Boolove funkcije. Tu z I} oznacujemo n-razsezni
vektorski prostor nad F, = {0,1}. Kot smo Ze omenili, je Matsui razvil
po7jem linearne kriptoanalize, ki razbije celotno 16-rundno Sifro DES z
247 pari ¢istopis,/tajnopis.

Za zagotovitev dovolj visoke zascite pred tovrstnimi napadi je bil uveden
pojem nelinearnost (glej poglavje 2). Boolove funkcije, ki so na najvedji
mozni razdalji do mnozice vseh afinih funkcij (preslikave [, : F§ — F,,
definirane z l,(z) = a-x Db, a € F§, b € F,), imajo najvecjo nelinearnost
in se imenujejo ukrivljene funkcije, izraz, ki ga je uvedel O. Rothaus leta
1976 [77]. Poleg visoke nelinearnosti so druge kriptografsko pomembne
lastnosti Boolovih funkcij povezane s pojmom uravnotezenosti, strogim
kriterijem plazu in kriterijem Sirjenja, algebrsko stopnjo in korelacijsko
odpornostjo, ¢e omenimo le nekatere. Za ve¢ podrobnosti o teh lastnostih
predlagamo bralcu ogled knjig [19, 24]. V celotni disertaciji nas bodo
zanimali predvsem pojmi nelinearnosti in ukrivljenih funkcij.

V zadnjih petdesetih letih je bilo opravljenih veliko raziskav o ukrivl-
jenih funkcijah in njihovih aplikacijah. V teoriji kodiranja je problem
dolo¢anja tako imenovanega pokrivnega polmera za Reed-Mullerjevo
kodo RM (r,n) reda 1 enakovreden problemu iskanja dolocenih ukrivl-
jenih funkcij [41, 50]. Nekatere posebne primere kvadratnih ukrivljenih
funkeij lahko uporabimo za konstrukcijo Kerdockovih kod [43], ki so op-
timalne in imajo velike kodne razdalje, ki rastejo z dolzino kode |27, 81].
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Problem konstruiranja Hadamardovih matrik je znan kombinatori¢ni

problem, ki ostaja nereSsen od leta 1893. Ce je velikost matrike N = 2"
(n je sodo pozitivno Stevilo), potem lahko ta problem (z nekaterimi
omejitvami) pretvorimo v nalogo konstruiranja ukrivljenih funkcij z n
spremenljivkami [77]. Ukrivljene funkcije lahko opisemo tudi z uporabo
krepko reqularnih grafov s parametri (v, k, A, ). To pomeni, da graf vse-
buje v vozlis¢, kjer ima vsak stopnjo k, in za poljubni vozlis¢i a in b je
Stevilo vozlis¢, ki so¢asno pripadajo sosescini a in b, enako A ali u, kar je
odvisno od prisotnosti oziroma odsotnosti povezave med a in b. V ¢lanku
[8] je bilo pokazano, da je Boolova funkcija f ukrivljena natanko tedaj,
ko je njen Cayleyjev graf G; krepko regularen in A = p. Ukrivljene
funkcije so bile preucevane tudi zaradi njihove povezave z diferencial-
nimi mnozicami. Naj bo (G,+) abelova grupa reda v. Podmnozica
D C G velikosti k se imenuje diferenéna mnozica s parametri (v, k, ),
¢e lahko vsak nenicelni ¢ € G predstavimo kot g = b — d na natanko
A nacinov, kjer so b,d € D. V [28] je bilo dokazano, da je Boolova
funkcija f v n spremenljivkah ukrivljena natanko tedaj, ko je mnozica
D = {(z, f(z)) : x € F4} diferenéna mnoZica s parametri (271, 27 27~1)
v aditivni grupi Zit'. Ceprav se zdi, da so Boolove funkcije popolna
izbira za varne kriptografske preslikave, je njihova pomanjkljivost v
tem, da niso uravnotezene. Kljub temu, da jih ni mogoce uporabiti
neposredno, pa lahko ukrivljene funkcije spremenimo in dobimo nove
funkcije, ki imajo Se vedno visoko nelinearnost in so uporabne pri grad-
nji blo¢nih in tokovnih Sifer. Na primer, 8ifri CAST [1]| in Grain [35] ter
razprsilna funkcija HAVAL [93] uporabljajo dolo¢ene modifikacije ukrivl-
jenih funkcij pri svoji konstrukciji. Za ve¢ podrobnosti o ukrivljenih
funkcijah ]]predlagamo bralcu ogled knjig Carleta, Sihema in Tokareve
19, 59, 83|.

Ceprav je bilo na podro¢ju ukrivljenih funkcij opravljenih veliko raziskav,
je Se vedno veliko odprtih problemov. Med njimi omenjamo problem
dolo¢anja stevila ukrivljenih funkcij za fiksno Stevilo spremenljivk, nji-
hovo nacrtovanje in karakterizacijo. Metode konstrukcije ukrivljenih
funkcij lahko razdelimo v dva razreda: primarne in sekundarne, ki se
nanaSata na zasnove, ki te funkcije zgradijo iz ni¢ in alternativno z
uporabo znanih funkcij.

Pri obravnavi razredov ukrivljenih funkcij obstajata dva primarna
razreda, Dillonov [29] razred delnega razpona (PS) in Maiorana-
McFarland (M) razred [55|. Izraz primarni se nanaSa na konstruk-
cijo, ki ne uporablja znanih ukrivljenih funkcij za generiranje novih (kar
je vzrok za tako imenovane sekundarne metode), temve¢ uporablja us-
trezno mnozico afinih funkcij (znacilno za metodo Maiorana-McFarland
[55]) ali zbirko nepovezanih n/2-razseznih podprostorov za konstrukcijo
ukrivljene funkcije na Fy (znacilno za razred delnih razponov, ki ga je
predstavil Dillon [29]). Drugi splosni razred, oznacen z N, je predstavil
Dobbertin [30] in vklju¢uje tako M kot podrazred PS, obi¢ajno oznacen
s PSap. Neizérpen seznam razli¢nih sekundarnih konstrukcij je na voljo
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v naslednjih delih [17, 18, 22, 37, 57, 92]. Leta 1993 je Carlet [17]| na
podlagi Dillonovih rezultatov uvedel dva sekundarna razreda ukrivljenih
funkcij, ki imata pomembno vlogo v tej doktorski disertaciji, oznacena
z C in D, ki sta izpeljana z ustrezno modifikacijo ukrivljenih funkcij
iz razreda M. Glavna tezava pri sekundarnih konstrukcijah je, da je
tezko odgovoriti na vprasanje o klasifikaciji tako generiranih ukrivljenih
funkcij. Natanc¢neje, lahko se zgodi, da nekatere od teh sekundarnih
konstrukcij preprosto generirajo ukrivljene funkcije, ki pripadajo znanim
primarnim razredom ukrivljenih funkcij in v tem primeru je pomembna
le njihova eksplicitna predstavitev. Kljub temu je prikaz nevkljucenosti v
popolne primarne razrede (za definicijo popolnega razreda glej definicijo
2.2.3) obicajno tezka naloga, Se posebej v primeru tako imenovanega
razreda PS zaradi pomanjkanja ucinkovitih indikatorjev. V bistvu je
problem mogoce zmanjsati na problem iskanja najvecje klike v grafu, za
katerega je znano, da je NP-tezak [88]. V primeru zakljucenega razreda
M tak indikator obstaja (prim. Lemma 2.2.4), vendar postane racunsko
neuc¢inkovit za n > 14 (prim. razdelek 7.2.1).

Drug eksplicitni razred, ki ga je izpeljal Carlet in vsebuje primere, ki ne
pripadajo M ali PS, se imenuje Dy, njegova kardinalnost pa je priblizno
enako velika kot pri M. To dejstvo nima posebnega vpliva na popolno
klasifikacijo ukrivljenih funkcij, saj ta dva primarna razreda predstavl-
jata le del ~ 27 ukrivljenih funkcij na F5, medtem ko je njihova skupna
koli¢ina priblizno 21% [48]. V nedavnih clankih [89, 88, 45] je bila analiza
teh dveh sekundarnih razredov izpeljana naprej v smeri doloc¢itve zadost-
nega nabora pogojev, da so dobljene ukrivljene funkcije dokazljivo tudi
izven M7, kjer zgornji indeks “#” na splo$no oznacuje popolno razli¢ico
obravnavanega razreda. Zaradi tezavnosti splosnih pogojev je zagotavl-
janje, da so doloc¢ene ukrivljene funkcije hkrati v C ali D in dodatno izven

M# (morda tudi izven PS¥), precej tezka naloga. Eden od glavnih cil-
jev te disertacije je dodatno razsiriti Stevilo ukrivljenih funkcij, ki lezijo
izven razreda M7,

Lastnost ukrivljenosti je bila razsirjena na splosne (n, m)-funkcije, tj. na
preslikave iz Fy v F}' (prim. razdelek 2.3). Kot je pokazala Nyberg [64],
te funkcije obstajajo samo za m < n/2. Metode konstrukcije vektorskih
ukrivljenih funkcij lahko prav tako razdelimo v dve kategoriji: primarni
in sekundarni. Za nekatere znane konstrukcije (primarne in sekundarne)
tako Boolovih kot vektorskih ukrivljenih funkcij se sklicujemo na [21, 31,
58, 61, 62, 63, 68, 86]. Drugi cilj te disertacije je dodatno obravnavati
oblikovanje vektorskih ukrivljenih funkcij, ki so §ibko/mocno ali skoraj

moéno izven M7 (prim. definicija 2.3.5), pojem, ki je bil uveden v [67].
Vecina konstrukeij temelp na posploseni konstrukeiji, ki jo IlanthJeJO
dela v [82, 90| prek tako imenovane lastnosti (P;) (imenujemo jo lastnost
(Py), prim. lema 3.1.5). Podobno kot v Boolovem primeru lahko ti
vektorski objekti omogocijo boljse razumevanje, povezano s popolnejso
klasifikacijo teh struktur.

Preostali del disertacije je organiziran na naslednji nac¢in. V poglavju
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2 podamo osnovne pojme, definicije in rezultate, ki se uporabljajo v
celotni disertaciji. Vendar pa bodo nekateri pojmi uvedeni skozi celotno
disertacijo, ko se bo zdelo primerno in potrebno.

Poglavji 3 in 4 predstavljata novo metodo za sekundarno konstrukcijo
ukrivljenih (n, m)-funkcij in p-arnih Sibko regularnih ukrivljenih (n, m)-
funkeij (za definicijo glej poglavje 2.4) prek tako imenovane lastnosti
(Py). Ta konstrukcija bo zelo pomembna za pridobivanje funkeij, ki so

Sibko/mo¢no /skoraj mocno izven M.

Poglavje 5 obravnava konstrukcijo dveh novih superrazredov SC (super-
razred razredov C in D) in CD (superrazred razredov C in D) ter podaja
zadostne pogoje, za katere so te funkcije izven M7. Na koncu poglavija
podamo izrecne definicije dualov nekaterih funkcij v SC in CD.

V poglavju 6 podamo pregled uporabe novo zgrajenih razredov SC in CD
za konstrukcijo vektorskih ukrivljenih funkcij sibko/moéno/moé¢no izven
M# ter tako imenovanih MNBC funkcij, vektorske (n, m)- funkcije z na-
jvedjim Stevilom ukrivljenih komponent (prim. definicijo 3.3.1), §ibko/-
mo¢no izven M7,

Poglavje 7 dodatno razsirja Stevilo ukrivljenih funkcij izven razreda
M7 ki jih obravnavamo kot tako imenovane 4-dekompozicije. Dobimo

tudi primere tako imenovanih ukrivljenih 4-dekompozicij izven M# prek
razredov SC in CD.

V' poglavju 8 obravnavamo dve znani sekundarni konstrukciji -
neposredno in posredno vsoto ter podamo pogoje, za katere te funkcije
lezijo izven M¥. Podamo tudi primere (homogenih) kubi¢nih ukrivl-
jenih funkcij (brez afinnih derivatov) in moc¢no povecamo meje [71] za
razseznosti, v katerih obstajajo. Pokazemo tudi, da je eden od kon-
struiranih razredov nerazgradljiv (nelocljiv), in podamo tudi vektorske

ukrivljene funkcije moé¢no izven M* z razmeroma veliko izhodno dimen-
z1jo.

Zakljueki

Rezultati te doktorske disertacije predstavljajo pomemben prispevek k
Stevilnim odprtim problemom na podrocju kriptografije, ki so v zadnjih
petih desetletjih aktivna tema v matemati¢ni skupnosti.

Vecji del disertacije se ukvarja z gradnjo (vektorskih) ukrivljenih
funkcij izven popolnega Maiorana-McFarland razreda z uporabo ra-
zlicnih metod. Poudarjamo, da smo za vse primere potrdili, da so izven
M7 7z uporabo matemati¢ne programske opreme Sage in algoritma, ki
smo ga razvili z uporabo lastnosti klike v grafih.

Lastnost (Py) smo posplosili, da bi dobili metodo za konstrukcijo vek-
torskih ukrivljenih funkcij, ki zajema prejsnji dve metodi v [82, 90]. S to
konstrukcijo smo podali tudi nove primere vektorskih funkcij, ki imajo
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maksimalno Stevilo ukrivljenih komponent. Podobno smo te rezultate
razSirili na p-arni primer in razvili sekundarne konstrukcije p-arnih sibko
regularnih ukrivljenih (n, m)-funkcij.

7 zdruzitvijo kazalnikov C in Dy ter C in D smo dobili nova superrazreda
ukrivljenih funkcij, SC oziroma CD. Za oba razreda smo dolo¢ili pogoje,
pod katerimi te funkcije leZijo izven M?#. Opazili smo, da imata ta
razreda veliko moznosti uporabe. Predvsem pri konstrukciji vektorskih
ukrivljenih funkeij, ki so §ibko/mo¢no/mocno izven M#. Opazili smo,
da imajo nadi primeri vektorskih ukrivljenih funkcij moéno izven M7
najvecji (Geprav ne najvecji po definiciji) izhodni prostor v literaturi.
Te funkcije so bile uporabne tudi pri konstrukeiji funkcij (n, m)-MNBC
izven M. Podali smo tudi popolno klasifikacijo funkcij MNBC v Sestih
spremenljivkah.

Dejstvo, da je ukrivljena funkcija f v/izven M7 natanko tedaj, ko je
njen dual v/izven M#, smo uporabili v tako imenovani 4-dekompoziciji
ukrivljene funkcije nad F3, ki sta jo Canteaut in Charpin [14] prvotno
obravnavali v primeru odvodov drugega reda, pozneje pa sta jo v [39]
preoblikovali v primeru dualov in njenih omejitev na odseke (n — 2)-
razseznega podprostora V. Za vsakega od treh moznih primerov te
4-dekompozicije ukrivljene funkcije podamo splosne metode za nacr-
tovanje ukrivljenih funkcij dokazljivo izven M#. Na primer, za os-
novni primer definiranja ukrivljene funkcije h(x,y1,v2) = f(z) © 190
na F3 "2 z uporabo ukrivljene funkcije f na F} pokazemo, da h leZi izven
M7 natanko tedaj, ko je f izven M?. Ta pristop nato posplosimo
na primer, ko uporabimo dve ukrivljeni funkciji. Natanc¢neje, konkate-
nacija f1||f1||f2]|(1 © f2) prav tako daje ukrivljene funkcije izven M¥,
e je bodisi f; bodisi f, izven M. Obravnavani so tudi primeri, ko
so Stiri omejitve ukrivljene funkcije semi-ukrivljene ali petvrednostne
spektralne funkcije, in predlaganih je ve¢ metod nacrtovanja neskonc¢nih
druzin ukrivljenih funkcij izven M? z uporabo naértovanja spektralne
metode, obravnavane v [37, 39].

Dve znani sekundarni konstrukciji ukrivljenih funkcij sta metodi
neposredne in posredne vsote. Pokazemo, da lahko neposredna vsota pod
bolj spros¢enimi pogoji v primerjavi s tistimi v [71] dokazljivo generira
ukrivljene funkcije izven popolnega razreda Maiorana-McFarland (M),
Pokazemo tudi, da lahko metodo posredne vsote, c¢eprav postavlja
dolo¢ene pogoje za zacCetne ukrivljene funkcije, uporabimo pri obliko-
vanju ukrivljenih funkcij izven M¥. Poleg tega z uporabo te metode
za ustrezno izbrane ukrivljene funkcije konstruiramo vec¢ splosnih razre-
dov homogenih kubi¢nih ukrivljenih funkcij (kar je tezaven problem),
ki bi lahko imeli dodatne lastnosti (namre¢ brez afinskih odvodov in-

/ali izven M*). Nagi rezultati bistveno izbolj$ajo najbolj znane primere
tovrstnih ukrivljenih funkeij, ki sta jih podala Polujan in Pott [71], poleg
tega pa resimo Se odprt problem v [71, Open Problem 5.1]. Natancneje,
pokazemo, da je en razred nasih homogenih kubi¢nih ukrivljenih funkcij
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nerazgradljiv (nelo¢ljiv), tako, da h pod nesingularno transformacijo B
ni mogoce predstaviti kot h(xB) = f(y) @ ¢g(2). Nazadnje podamo
splogen razred vektorskih ukrivljenih funkcij, ki so moéno izven M7 z
relativno velikih izhodnih dimenzij, kar na splosno velja za tezko nalogo.

Osnovna orodja, uporabljena v disertaciji, segajo od kombinatori¢nih do
algebrskih kriptografskih metod. Poleg tega smo uporabili matemati¢no
programsko opremo Sage, Wolfram Mathematica in Magma, za potrditev
nase hipoteze. Seznam Sage kod, ki smo jih razvili med pisanjem dis-
ertacije, je na voljo na spletni strani https://kripto.famnit.upr.si/
sage/.
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