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Abstract

ON CERTAIN CONSTRUCTION METHODS OF CRYPTOGRAPHICALLY
SIGNIFICANT BOOLEAN FUNCTIONS

The certain classes of (vectorial) Boolean functions, such as bent functions for
instance, play an important role in symmetric-key cryptography. Even though a
complete classification of bent functions seems to be elusive, any new construction
methods of bent functions is of great importance. The same holds for related func-
tions such as vectorial bent functions, bent and vectorial bent functions over odd
characteristic, and plateaued functions with disjoint spectra. The main purpose of
the dissertation is to provide new examples of such functions by specifying their alge-
braic representation along with a set of conditions that guarantee the bent property
of the new classes. The algebraic expressions of certain classes of Boolean functions
that might contain bent functions are analyzed in details and some new constructing
methods of cryptographically significant functions have been developed.

All related parts in the dissertation address various aspects of designing certain
cryptographically significant functions. In particular, a complete characterization of
certain classes of vectorial bent functions given in a multiple trace form is given. The
existence of both single output and vectorial p-valued bent functions, represented as
trace multinomials with Dillon’s exponents are provided. Moreover, several infinite
classes of semi-bent functions, where each class is characterized by either a different
decomposition of such a function with respect to the Walsh spectra of its subfunctions,
or by the method used for its derivation, are proposed. Furthermore, two classes
of highly nonlinear vectorial semi-bent functions with very good cross-correlation
properties are proposed.

Math. Subj. Class (2010): 11T71, 94A60, 14G50, 68P25.

Key words: Boolean functions, Vectorial (generalized) bent functions, Binomial
trace functions, Symmetric polynomials, Linearized polynomials, Planar mappings,
Disjoint spectra, Plateaued functions, Semi-bent functions, Cross-correlation, Sum-
of-squares indicator.






Izvlecek

O NEKATERIH KONSTRUKCIJAH KRIPTOGRAFSKO POMEMBNIH
BOOLOVIH FUNKCI1J

Nekatere vrste (vektorskih) Boolovih funkcij, npr. zlomljene funkcije, imajo pomem-
bno vlogo v kriptografiji simetri¢nih kljucev. Ceprav se zdi popolna klasifikacija zloml-
jenih funkcij tezko dosegljiva, je vsaka na novo odkrita metoda za konstrukcijo teh
funkcij izjemnega pomena. Enako velja za sorodne funkcije, kot so vektorske zlomljene
funkcije, zlomljene in vektorske zlomljene funkcije nad liho karakteristiko ter planotske
funkcije z disjunktnim spektrom. Poglavitni cilj v disertaciji bo poiskati nove primere
tovrstnih funkcij s skrbno izbrano algebrai¢no strukturo in doloc¢itev mnozice pogo-
jev, ki bodo garantirali zlomljenost funkcij. Algebrai¢ne lastnosti dolo¢enih razredov
Boolovih funkcij, ki morebiti vsebujejo zlomljene funkcije, bodo podvrzene podrobni
analizi. Namen disertacije je tudi razviti nove konstrukcijske metode za nekatere
kriptografsko pomembne funkcije.

Vsa sorodna podrocja v disertaciji preucujejo konstrukcije dolocene vrste krip-
tografsko pomembnih funkcij. Posebno, popolna karakterizacija za doloCene razrede
vektorskih zlomljenih funkcij, ki so v multinomni sledni obliki, je podana. Ob-
stoj zlomljenih funkcij, ki slikajo v obseg lihe karakteristike, in njihovih vektorskih
analogov, pri emer so funkcije predstavljene kot multinomne sledne funkcije z Dil-
lonivimi eksponenti je podan. Poleg tega v disertaciji je podanih tudi ve¢ neskonénih
razredov semi-zlomljenih funkcij, kjer so razredi okarakterizirani bodisi z raznovrst-
nimi dekompozicijami tovrstnih funkcij ali njihovih podfunkcij glede na Walshov
spekter bodisi z metodo, ki je uporabljena za njihovo konstrukcijo. Podana sta
tudi dva razreda visoko nelinearnih semi-zlomljenih vektorskih funkcij z zelo dobrimi
navzkrizno-korelacijskimi lastnostmi.

Math. Subj. Class (2010): 11T71, 94A60, 14G50, 68P25.

Kljuéne besede: Boolove funkcije, Vektorske (posplosene) zlomljene funkcije, Bi-
nomne sledne funkcije, Simetri¢ni polinomi, Linearizirani polinomi, Preslikave rav-
nine, Disjunktni spekter, Planotske funkcije, Semi zlomljene Boolove funkcije, Navzkrizna
korelacija, Indikator vsote kvadratov.






Chapter 1

Introduction

If you cannot explain it simply, you
do not understand it well enough.

—Albert Einstein

Cryptography is a Greek word that means "hidden”. The verb form of the word,
interestingly means ”write” and the term eventually stands for the exclusive study of
message secrecy, that is cryptography is the science or art of secret writing. Today,
cryptography has become a branch of information theory and is used within a math-
ematical approach to study the transmission of information from place to place. The
science of cryptography involves communication in the presence of adversaries. It even
enhances the spheres of engineering and pure mathematics. It plays a very important
role within the spheres of information technology, authentication and access control.
In a modern society, exchange and storage of information in an efficient, reliable and
secure manner is of fundamental importance. Cryptology comprises the interrelated
areas of cryptography and cryptanalysis. Cryptographic codes, or ciphers, are used
to protect information against wiretapping, unauthorized changes and other misuse.
A cryptanalyst studies the vulnerabilities of ciphers. Secure communication will be
essential for Internet and mobile communication to realize their full potential, en-
abling the transfer of sensitive data in for example payment systems, e-commerce,
m-commerce, health systems etc. For many applications, systems for authentication
will be necessary. Cryptology is therefore becoming ever more important for business
and industry as well as for society at large.

The solutions to different cryptographic problems are refered to as cryptographic
primitives. They are designed for specific purposes with the aim of accomplishing
a number of security goals. The four major objectives associated with information
security are:

(i) confidentiality - a service used to prevent any unauthorized party of revealing
the content of information. Synonym terms for confidentiality are secrecy or
privacy.



(ii) data integrity - a service which addresses the unauthorized alternation of data.

(iii) authentication - a service related to identification. This means that two parties
in communication should identify each other.

(iv) non-repudiation - a service which prevents an entity from denying previous com-
mitments and actions.

For the sake of simplicity we show a classic cryptosystem model used for confiden-
tiality. Such a cryptosystem primitive, also called symmetric encryption algorithm
is depicted in Figure The transformation of the plaintext (message) into the
ciphertext is called encryption or enciphering and it involves the use of a secret key.
The decryption or deciphering algorithm takes as input the ciphertext and the same
key used in encryption, and it outputs the plaintext.

attack
plaintext ciphertext J

Encryption

laintext
Decryption S LLLLUNN

key

Figure 1.1: Model of classic cryptosystem

Symmetric-key cryptography comprises two large families of cryptographic primi-
tives, namely block and stream ciphers. However, both block and stream ciphers only
offer computational security as there is no reduction to a well-known hard problem
that would lead to a provable security (as in the case of public-key cryptography), no
matter how controversial this notion might be. These ciphers rather follow a heuristic
design approach that is based on certain well-accepted design rules mostly supported
by the experience and the resistance to current cryptanalysis. In the case of block
ciphers, the use of pseudo random permutation based either on Feistel or SP (Substi-
tution Permutation) network is an efficient and well-understood design method that
resulted in several strong schemes such as Data Encryption Standard (DES), Inter-
national Data Encryption Algorithm (IDEA), Advanced Encryption Standard (AES)
(current encryption standard) etc.. When stream ciphers are taken into consideration
the situation is quite different. Apart from a few exceptions such as RC4 or Grain,
most of the recent proposals, including the eSTREAM open competition proposals to-
wards standardization of stream ciphers, have failed in providing the claimed security
level and have been successfully cryptanalyzed within a short time frame. Neverthe-
less, the security of both design schemes heavily relies on the cryptographic robustness
of certain primitives known as Substitution boxes (S-boxes), which consists of a sin-
gle or a set of Boolean functions whose selection and cryptographic properties are
application/design dependant.



Introduction 3

The concept of public-key cryptography evolved from an attempt to solve two
problems, key distribution and the development of digital signatures. It uses an
asymmetric-key pair: a public-key and a private-key. The public key is used to encrypt
plaintext or to verify a digital signature, whereas the private key is used to decrypt
ciphertext or to create a digital signature. But all known public key cryptosystems are
much less efficient than symmetric cryptosystems. They produce a much lower data
throughput, because they need much time to encrypt long messages, and also need
much longer keys to ensure the same level of security. Due to its superior performance
in terms of encryption speed compared to public key cryptography, symmetric-key
encryption primitives are inevitable building blocks in modern cryptography.

There are four main classes of attacks that can be mounted on a cryptosystem.
These classes are encountered below with respect to the power of the adversary.

(i) ciphertext-only - the cryptanalyst tries to recover the encryption key, or a part
of the key, or a portion of the plaintext by only observing the ciphertext;

(ii) known-plaintext - the cryptanalyst tries to recover the key or a part of the key,
when he has some plaintext and the corresponding ciphertext at his disposal.

(iii) chosen-plaintext - the aim of the attack is to extract the key or decrypt other
plaintext. In this case the cryptanalyst is able to choose any plaintext and to
obtain the corresponding ciphertext.

(iv) chosen-ciphertext - this case is similar to chosen-plaintext attacks. The main
difference is that we assume that the adversary has access to the decryption
equipment and can decrypt any ciphertext. Then, the objective is to deduce
the key, which can be securely embedded in the equipment, from the ciphertext-
plaintext pairs.

Differential cryptanalysis has become a major cryptanalyst’s tool when attacking
iterated block ciphers. This cryptanalysts’ discipline has its origin in the breakthrough
paper by Eli Biham and Adi Shamir [6] in 1990. Basically, differential cryptanalysis
is a chosen-plaintext attack though it can be modified into a known-plaintext attack
provided that sufficiently many plaintexts are available. In brief, differential crypt-
analysis analyzes and exploits the effect of certain differences in the plaintext pairs
on the differences on the ciphertext pairs. It has been demonstrated by Biham and
Shamir that even up to 15 rounds of DES (out of sixteen) could be broken faster than
an exhaustive search, whereas a truncated DES version of up to 8 rounds could be
broken in few minutes. This technique has later evolved into more advanced attacks
such as differential-linear analysis by Susan K. Langford and Martin E. Hellman
[55], truncated and higher order differential analysis of Lars Knudsen and Thomas
Jakobsen [53, [49].

Linear cryptanalysis was introduced by Mitsuru Matsui [63] and has been con-
sidered as one of the most powerful attacks on DES to date. In such an attack the



cryptanalyst exploits a linear relation between some bits of the plaintext, some bits
of the ciphertext and some bits of the key. Matsui showed that provided the relation
does not hold exactly half the time (the distance of a Boolean function, in some S-box,
to a certain linear function is small) then it is possible to extract the key informa-
tion by applying a large number of known plaintext-ciphertext pairs. The efficiency
of such an attack is best illustrated in the original paper of Matsui where breaking
twelve rounds of DES took only 50 hours assuming 23! known plaintext-ciphertext
pairs.

Boolean functions (that is, functions from the vector space Fy of all binary vectors
of length n, to the binary field with two elements Fy) play therefore an important
role in the design of symmetric ciphers. They are often used as nonlinear combining
functions in stream ciphers based on Linear Feedback Shift Register (LFSR) (shown

in Figure

key stream @ ciphertext
_—

LFSR 2 f

[ronz )

plaintext
—_—

LFSRn [——=

Figure 1.2: LFSR-based stream cipher

Symmetric cryptography is a very attractive research area with several areas of ap-
plications such as GSM mobile phones, Bluetooth, WLAN connections, and especially
for radio frequency identification (RFID) schemes. The building blocks of these cryp-
tosystems commonly employ Boolean functions but also vectorial Boolean functions,
called S-boxes, that output several bits at the time (thus mappings F': F} — F7'). A
necessary condition for a symmetric-key encryption scheme to be unconditionally se-
cure is that the encryption key is at least as long as the message. Also, Shannon [90]
introduced two extremely important concepts which have been extensively used in
design of modern ciphers, namely confusion and diffusion. Confusion aims at making
the algebraic description of the cipher extremely complex. Furthermore, according to
Shannon’s postulates the associated equations should involve a great portion of the
secret key bits and plaintext/ciphertext bits. It is closely related to the complexity
of the involved Boolean functions. Diffusion consists in spreading out the influence of
any minor modification of the input data or of the key over all outputs. To provide
the robustness of the cipher to known cryptanalytic tools, Boolean functions must
satisfy certain cryptographic criteria as:

(i) high algebraic degree - all cryptosystems using Boolean functions for confusion
can be attacked if the functions have relatively low degree;

(ii) high nonlinearity - cryptographic functions must have a large distance to all
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affine functions, which means that affine approximation of the cipher is rather
inefficient when used in so-called affine approximation attacks;

(iii) balancedness - cryptographic functions must be balanced functions (its output
column in the truth table contains equal number of 1’s and 0’s) for avoiding
statistical dependence between the input and the output;

(iv) high algebraic immunity of order m - the output of Boolean function must be
statistically independent of any linear combination of any subset of m inputs;

(v) resistance to differential cryptanalysis - the function has good differential prop-
erties;

(vi) efficient computation and compatibility.

The major problem related to finding cryptographically strong functions is the fact
that the multiple criteria mentioned above need to be satisfied simultaneously. In
addition, the function space of a Boolean function mapping n binary (input) bits to
a single binary (output) bit is enormous 22", thus even when n = 6 an exhaustive
search for cryptographically strong functions becomes infeasible. The following table
shows the function space of Boolean function for n ranging between 4 and 8.

Table 1.1: The function space of Boolean function

n | 4]5]6] 7|38 |
22"‘216‘232‘264‘2128‘2256‘

Bent functions, as a special class of Boolean functions, are extremal combinatorial
objects with several areas of application, such as coding theory, maximum length
sequences, cryptography, the theory of difference sets to name a few. The term bent
Boolean function was introduced by Rothaus [85], and later further investigated by
Maiorana and McFarland [66] and Dillon [36]. These functions are actually furthest
away from the set of affine functions, implying that these functions offer a highest
resistance to affine approximation attacks. Among other equivalent characterization
of bent functions, the one that is most often used is a characterization of bent functions
as a class of Boolean functions having so-called a flat Walsh spectrum. It means
that for any bent function over Fy, its Hamming distance to any affine function in
n variables is constant, including the distance to the all-zero function (or all-one
function).

One of these classes is defined by f(x,y) = z-7(y)®g(y) for all z,y € IF;/Q, where
7(y) is any permutation on Fg/ ? and g is any Boolean function on IE‘;/ . Here @

denotes the addition modulo two and ”-” denotes the inner product in IF'Z/ 2. Another
pioneering work on bent functions is also due to Dillon [36], who introduced and
analyzed another important class of bent functions called partial spread (PS). He



also studied a subclass of it named the PS,, class, functions belonging to which
could be explicitly represented by bivariate polynomials over finite fields. In 1994,
Carlet [19] gave two new classes of bent functions. These combinatorial objects were
later extensively studied in many articles, see e.g. [I1], 20, [39], and though there are
numerous results on the classification of these functions this work seems to be elusive.

The main complexity characteristics for Boolean functions on the vector space
F2 which are relevant to cryptography [32] [70, 92] are the algebraic degree and the
nonlinearity. Bent functions attain the maximal nonlinearity, hence providing the
best resistance to powerful affine approximation attacks [63] when used as primitives
in the design of certain key stream algorithms such as filter generators and combiner
generators, for the latter see Figll.2l Moreover, vectorial bent functions are also
suitable as S-boxes in the design of blocks ciphers, due to their exceptional differential
properties.

Dealing with error correcting codes [62], where every code of length 2™ can be
interpreted as a set of Boolean functions, since every n-variable Boolean function can
be represented by its truth table and thus associated with a binary word of length
2™ and vice versa, bent functions are related to Reed-Muller and Kerdock code [15].
This characterization is of particular importance since it provides nonlinear codes
with parameters that linear codes cannot achieve. The first order Reed-Muller code
consists of all affine functions on F4 and, in the case n is even, bent functions on Fj
can be characterized as the functions having the maximal possible distance to all the
codewords in the first order Reed-Muller code. On the other hand, Kerdock codes
can be seen as a set of quadratic bent functions.

In combinatorics, they are equivalent to difference sets in elementary Abelian 2-
groups [35] [64]. A Boolean function f on F% can be characterized by its support, i.e.,
by the set S = {z € F} : f(x) = 1}. It is well-known that the set S is a nontrivial
difference set in F% if and only if f is a bent function [83]. Thus, characterizing all
nontrivial difference sets in (F5, +) is equivalent to the characterization of all the bent
functions. Partial difference sets are combinatorial objects corresponding to strongly
regular graphs [60]. Given a Boolean function f : F} — Fa, we can associate the
Cayley graph Gy, where the vertex set of Gy is equal to %, while the set of edges E
of Gy is defined as E¢ = {(u,v) € Fy xF3 : f(u®wv) = 1}. It was shown in [4][5], that
f is a bent function if and only if for all vertices u, v the number of vertices adjacent to
both u and v is constant, which means that the Cayley graph G is a strongly regular
graph. Hence, bent functions can be used to construct strongly regular graphs [94],
and therefore the constructions of bent functions are very important and have been
extensively studied in the literature.

A complete classification of bent functions seems to be elusive today. One special
family is the class of monomial bent functions, i.e., Boolean function represented as
x +— Tr(az?) for an exponent d and a fixed coefficient a € Fan (see Section [2.1).
This class of bent functions is of particular importance because it provides the only
known examples of so-called nonnormal bent functions [12]. Monomial Boolean trace
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bent functions of the form 777 (ax?) have been considered in several works [9], 26, [38]
56], and according to our best knowledge the functions in these references are the
only known classes of monomial trace bent functions (up to affine equivalence). An
explicit characterization of the exponent d and the corresponding a that define a bent
monomial function on Fon is a difficult open problem.

Another special family is the class of binomial bent functions, i.e., of Boolean
functions constructed via a linear combination of several power functions. Binomial
(or generally multiple) trace bent functions are harder to analyze and only a few
classes of these functions have been exhibited [25] [39]. The result of Dobbertin and
Leander [39] related to so-called linear Niho exponents (that is, the restriction of 2% on
Fyn/2 is linear) was later generalized in [57], where the existence of bent functions with
multiple trace terms consisting of 2" Niho exponents were confirmed. The framework
was later extended in [25], where a characterization of bent Boolean functions was
given in terms of Dickson polynomials and Kloosterman sums. A few other classes of
binomial hyperbent trace functions |21} [102], using one monomial with absolute trace
and the other with relative trace, was reported in [71l [95].

The bent property of Boolean functions may be extended to vectorial mappings
F : F§ — F3' by requesting that all nonzero linear combinations of the component
functions of F' are also bent. This means that representing F'(z) = (fi(x),..., fm(x))
as a collection of m Boolean functions f; any nonzero linear combination of the form
a1 fi(z) + ... 4+ amfm(x), where a; are binary, is again bent. In terms of the trace
representation using the isomorphism between F3 and [Fa», this corresponds to the
property that Tr]*(AF(z)) is bent for any A € F3.,x € Fon. The construction of
such wvectorial bent functions has been initially considered by Nyberg in [77]. It has
been shown in [77], that vectorial bent functions can only exist for m < n/2, and can
be constructed using some known classes of bent functions, namely the Maiorana-
McFarland class [36], 87, 85] and the Dillon’s partial spread class [15] [36 37]. The
same problem has also been treated in [39] [I00], and more recently in [40, 80]. What
is common to all these approaches is the underlying idea of specifying m bent Boolean
functions in a particular way, so that their linear combinations remain bent. It was
shown in [80] that the function F(z) = Tr%(az?), where n = 2k is a vectorial bent
function, assuming that f(x) = Tr}(ax?) is a bent function and z? is a permutation
over For. But the property of 2¢ being a permutation on Fox is only a sufficient condi-
tion but not necessary, and furthermore the functions with multiple trace terms have
not been treated. The necessary and sufficient conditions for the vectorial functions
given in a multiple trace form to be bent, is given in Section [3| (see Theorem .

On the other hand, the vectorial bent property of F' can alternatively be ex-
pressed in terms of the coefficients of elementary symmetric polynomials [59)] related
to evaluation of F on the cyclic group of the (2¥ + 1)th primitive roots of unity in
Fo2r. The hardness of evaluating these symmetric polynomials for multiple trace
functions restricts our analysis to the case of binomial trace functions, but even
for these cases only some necessary bent conditions are derived. These conditions



are very useful for the exclusion of certain choices of the coefficients «, z for which
F(z) = Tri(x + 'yzacrmk*l)) cannot be vectorial bent (see Section . In Section
it is shown that TTZ()\:ET(Zk_l)) is never a vectorial bent function of the maximum
dimension k.

A generalization of bent functions to nonbinary fields of odd characteristic was
first suggested by Kumar, Scholtz and Welch in [54]. The class of p-ary bent functions
has not received enough attention yet, and according to our best knowledge only a
few classes of binomial trace functions have been characterized in terms of bentness in
[105], and recently in [101], and also in [46}58]. Chapter [d|confirms that the conditions
derived originally in [105] are valid for multinomial trace functions f : Fpn — F,, with
Dillon’s exponents f(z) = Try(3h_, a;z"®" =) Tt is shown that the choice of a; and
7, ensuring that f is bent, is directly related to the image of a certain subset of .
into a union of disjoint multiplicative cosets, see Chapter. A complete classification
of generalized bent functions is naturally a much harder task compared to the binary
case.

The construction methods of designing resilient Boolean functions with high alge-
braic degrees, high nonlinearities and good immunity to (fast) algebraic attacks are of
great importance due to the possibility of using (vectorial) Boolean function as filter-
ing functions in certain LEFSR-based encryption algorithms such as nonlinear combiner
and filtering generators. A great variaty of design methods have been proposed dur-
ing the last two decades [14, 17, 24], 50l 511 [65], (78] 82, [86], 87, 89, ©6], O7]. Satisfying
all the relevant cryptographic criteria simultaneously is in many cases impossible due
to different trade-offs among the design parameters. For instance, Siegenthaler [91]
proved that for n-variable balanced function, of degree d and order of resiliency m,
it holds m+d < n—1if m < n — 2. The exact nature of trade-offs among order
of correlation immunity, nonlinearity and algebraic degree has also been investigated
in [16], 87, 97, 106]. Recently, a recursive construction method of optimal plateaued
functions with relatively large order of resiliency is given in [43]. Chapter [5| general-
izes the use of disjoint spectra functions by showing that given two n-variable disjoint
spectra functions f and g any concatenation of 2¥ functions from either {f,1 + f}
or from {g,1 + g} will give again a pair of (n + k)-variable disjoint spectra func-
tions for any k > 0 (see Proposition . The importance of this result lies in the
fact that we can control the nonlinearity and resiliency of these functions by using
a suitable configurations of the function and its complement. The generalization of
this approach is then straightforward (see Theorem . An iterative construction
method of disjoint spectra functions, which gives a multiple branching tree of infinite
sequences of optimal plateaued functions, is proposed in Section[5.3] Moreover, a pair
of (n + k)-variable disjoint spectra functions represents so called semi bent Boolean
functions [29]. In general, disjoint spectra (semi-bent) functions, commonly used in
iterative constructions of cryptographically strong functions, are not rare combinato-
rial objects. The construction method of semi-bent function is proposed in Section
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In [104], Zhang and Zheng introduced the global avalanche characteristic (GAC)
to overcome the shortcomings of the propagation criterion and the strict avalanche
criterion, to comprehend the overall propagation characteristics of a cryptographic
function. It was also shown that the propagation characteristics of any Boolean
function refer to certain properties of its derivatives [104].

The motivation behind the characterization of Boolean functions in terms of the
cross-correlation properties can be traced back to information theoretic aspects of
security such as the two fundamental concepts of confusion and diffusion introduced
by Shannon. To achieve a sufficient amount of confusion and diffusion the constituent
Boolean functions in the cipher should have a low cross-correlation to each other, as
originally proposed by Sarkar and Maitra [88]. In addition, a useful characterization
of some important classes of cryptographic Boolean functions in terms of their cross-
correlation properties was established in [88] and certain weaknesses of commonly
used S-boxes were also identified. The analysis of a given S-box was performed by
measuring the cross-correlation between the component functions fi,..., f;, of the
S-box, thus representing an S-box as a vectorial Boolean mapping F' : Fy — F5* [8§].

Nevertheless, a further generalization of these criteria was considered in [110] by
introducing two additional indicators for measuring cross-correlation properties of
two Boolean function (as in the case of autocorrelation). Chapter |§| proposes several
construction methods of highly nonlinear S-boxes whose cross-correlation properties
of their component functions are very good. In Section [6.2]it is shown that a sufficient
condition that so-called absolute indicator (cf. Section attains its lowest possible
value 22 is that f + ¢ is also a bent function. In addition, a practical method of
constructing perfectly uncorrelated S-boxes, for an even number of input variables, is
given in Section [6.2.2

The results of this PhD Thesis are published in the following papers:

» A. Muratovi¢-Ribié, E. Pasalic, and S. Bajri¢. Vectorial bent functions from mul-
tiple terms trace functions. IEEE Transaction on Information Theory, vol. 60,
no. 2, pp. 1337-1347, 2014.

» S. Bajri¢, E. Pasalic, A. Ribié-Muratovi¢, and S. Gangopadhyay. On generalized
bent functions with Dillon’s exponents. Information Processing Letters, vol. 114,
no. 4, pp. 222-227, 2014.

» E. Pasalic, S. Bajri¢, M. Djordjevi¢. On cross-correlation properties of S-boxes
and their design using semi-bent functions. Accepted for publication in Security
and Communication Networks.

» S. Bajri¢, S. Gangopadhyay, E. Pasalic, and W. Zhang. Designing semi-bent,
disjoint spectra and optimal plateaued functions. Submitted manuscript, 2014.
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Chapter 2

Boolean Functions
and S-Boxes

All truths are easy to undestand
once they discovered. The point is
discover them.

— Galileo Galilei

HE PURPOSE of this chapter is to give some preliminary definitions on Boolean
T functions and S-boxes relevant to cryptography, and introduce one of the most
important tools in cryptography, namely the Walsh transform. The Walsh transform
is most efficient tool for examining certain cryptographic properties of (vectorial)
Boolean functions.

2.1 Boolean Functions

Let F§ denote the vector space of dimension n over the field Fy (Galois field with two
elements). For two vectors x = (z1,...,2,) and y = (y1, ..., yn) in F5 we define the
scalar product as x -y = z1y1 D ... D T,Y,, Where the multiplication and addition
are over Fo. Addition operator over Fyo denoted by @, is often replaced with usual
addition operator 4+, when no confusion is to arise.

A Boolean function on n variables may be viewed as a mapping from % into Fs.
The set of all n-variable Boolean functions, f : [} — Fa, is denoted by B,,.

Let Fan denote the finite Galois field GF(2") consisting of 2" elements. The
group of units of Fan, denoted by 5., is a cyclic group consisting of 2" — 1 elements.
An element o« € Fan is said to be a primitive element if it is a generator of the
multiplicative group F%.. Once the basis of the field is fixed, say (y0,...,Vn—1) SO
that a = agyo + ... + ap—1Yn—1, where v; € Fon and «; € Fo, there is a natural
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isomorphism between Fy» and F5 given by
apYo + - .-+ apn—1Yn—1 € Fon — (g, ..., n—1) € 5.
Any function from Fon to Fy is said to be a Boolean function on n variables.

Truth Table (TT)

A Boolean function f(x1,...,x,) is also interpreted as the output column of its truth
table f, i.e., a binary string of length 2",

f=1f(0,0,...,0), f(1,0,...,0),..., f(1,1,...,1)].

The Hamming weight of any binary vector y is wt(y) = #{i : y; = 1}, where #A4
denotes the cardinality of any set A. The Hamming distance between two functions
frg € B, E| is denoted by dy(f, g) and defined by

du(f,9) = #{z € ¥y : f(z) # g(x)}.

An n-variable function f is said to be balanced if its output column in the truth
table contains equal number of 1’s and 0’s, i.e., its Hamming weight is wt(f) = 2"~ 1.

Algebraic Normal Form (ANF)

Any Boolean function has a unique representation as a multivariate polynomial over
Fy, called algebraic normal form (ANF),

f(l‘l, e ,l’n) =ag + E a;x; + E QiT;T5 + ...+ Q12 nT1X2 ... T (21)
1<i<n 1<i<j<n

where the coefficients ag, a;j, . . ., a12.., belong to {0, 1}.

The algebraic degree, denoted by deg(f), is the number of variables in the highest
order monomial with nonzero coefficient. A Boolean function with deg(f) < 1 is
said to be affine and the set of all n-variable affine functions is denoted by A,,. An
affine function with the constant term equal to zero is called a linear function. There
is a one-to-one correspondence between the truth table and the ANF via so-called
inversion formulae.

Trace Representation

The trace function Tr]!, : Fon +— Fam, a mapping to the subfield Fom, where m | n, is
defined as

(n/m—1)m
5[72

Trm (z) =z + 22" + N , for all z € Fan. (2.2)

!For shortness, we use the notation f instead of more correct f(z1,...,25). It should be clear
from the context, whether by f we refer to the truth table of the function f(z) or to its algebraic
normal form.
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The absolute trace Tr} : Fon — Fa, also denoted by T'r, then maps to the prime field.
A cyclotomic coset modulo 2" — 1 of s € Z is defined as [62], page 104]

Cys = {s,52,522, ... 82" 1} (2.3)

where ns is the smallest positive integer such that s = s2™ (mod 2" — 1). It is a
convention to choose the subscript s to be the smallest integer in C and refer to it
as the coset leader of Cs and ng is the size of the cyclotomic coset Cs. The trace
representation [45] of any function f € 9B, which is unique, is

fl@)= Y Tri*(Aa®)+ Agn_12”" 7", for all & € Fan, (2.4)

sel(n)
where I'(n) is the set of all coset leaders modulo 2" — 1, and As € Fons, Agn_; €
Fy, for all s € I'(n). A Boolean function is said to be a monomial trace function

or, equivalently, to have a monomial trace representation if its trace representation
consists of only one trace term, otherwise it is called a multiple (term) trace function.

Walsh Transform

The cryptographic properties of a Boolean function are most easily reflected through
its Walsh transform.

Definition 1 The Walsh transform of f € B,, in point o € Fy is denoted by Wy(«)
and calculated as,

a€Fy — Wila)= > (-1)f0rer, (2.5)
z€Fy
The values Wy(a) are called the Walsh coefficients of the Boolean function f, and
the set {Wy(a) : o € F3} is called the Walsh spectrum of f.

The Hamming distance between a Boolean function f(x) and an affine function g(z) =
a-z+b(aeFy and b€ Fy) can be calculated via the Walsh transform

(=1 Wy (a)
5

An important property of Walsh spectrum, referred to as Pareseval’s equality [62],
states that for any Boolean function f € 9B,

Z W]%(oz) =22,

aclFy

du(f,9) =2""" - (2.6)

Over Fan, the Walsh transform of the Boolean function f can be calculated as (using
Tr}(azx) to represent the scalar product a - x)

a €Fon — Wela)= Y  (—1)f@FTriles), (2.7)

LL’EFQn
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2.2 Basic Definitions on Boolean Functions

Probably the most important measure of the cryptographic strength of Boolean func-
tions is nonlinearity. More or less all known attacks utilize the fact that there must
be a correlation between a given function f and some affine function.

Definition 2 The nonlinearity of f € B, denoted by Ny, is defined to be the Ham-
ming distance from the set of all n variable affine functions,

Ny = gl"élirfl du(f,9). (2.8)

In terms of the Walsh spectrum, the nonlinearity of f is given by

1
Ny =271 = 5 max [Wy(a)]. (2.9)
acly

The correlation immunity of function f introduced by Siegenthaler [91] refers to the
function’s ability not to leak the information from a single or a small number of input
variables to the output. This property is of particular importance in the design of
certain LFSR-based encryption schemes such as the nonlinear combiner depicted in

Fig.

Definition 3 A Boolean function f(x) on n variables is said to be m-th order corre-
lation immune (m-CI), if for any m-tuple of independent identically distributed binary
random variables x;,, iy, ..., i, , we have

(@i, Tigy ooy Tiys f(2) =0, 1<y <idg <+ <y <m, (2.10)
where I(x; f(x)) denotes the mutual information [10].

Definition 4 An m-th order correlation immune function Boolean function f which
1s balanced, is called an m-resilient function.

In terms of the Walsh spectrum, an n-variable Boolean function is m-th order corre-
lation immune (m-CI) if and only if its Walsh spectrum satisfies

W§(0) =0, for all u e F; such that 1 < wt(u) < m.

A function is balanced if and only if W;(0) = 0, i.e., #{z|f(z) = 0} = #{z|f(x) = 1}.
A balanced m-CI function is said to be m-resilient.

The concatenation of the Boolean functions means that their truth tables are
merged. For instance, for fi, fo € B, one may construct f = x,41(f1 + f2) + f1 €
$B,,+1, meaning that the upper half part of the truth table of f corresponds to the
truth table of f; and the lower half part of the truth table of f corresponds to the
truth table of fs.
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Given f(z) € B, define AN(f) = {g(x) € B,|f(z) - g(z) = 0,Vx € F§}. Any
function g € AN(f) is called an annihilator of f. The algebraic immunity, denoted
by AIL,(f), of function f(z) € B,, is the minimum degree of all non-zero annihilators
of f(z) and f(x) + 1.

Autocorrelation Properties

The autocorrelation properties, also called propagation properties or differential prop-
erties, of f are described by the behavior of its derivatives.

Definition 5 The derivative of f € ‘B,, with respect to any direction a € Fy, is the
mapping Dof 1z — f(x) + f(a+ x).

The notion of derivative of a Boolean function is extended to higher orders as follows.

Definition 6 Suppose {a1,az,...,ar} is a basis of a k-dimensional subspace V' of F}.
The k-th derivative of f with respect to V', denoted by Dy f, is a Boolean function
defined by

Dy f(z) = D, D .. Dy, f(x), for all x € Fy. (2.11)

Ak—1 °

The function f € B, is said to satisfy propagation criterion (PC) of order p (PC(p)),
when D, f is balanced for any a € F4 such that 1 < wt(a) < p. The strict avalanche
criterion (SAC), which also relates to the differential properties of S-boxes, and it
actually corresponds to PC(1), implying that D, f is balanced for all a of weight one.

The main indicators of propagation characteristics, namely, the absolute indicator
and the sum-of-squares indicator were introduced by Xian-Mo Zhang and Yuliang
Zheng [107]:

= — 2
Ay = o | Wp,f(a) | and oy _%F:n Wh, s(a) - (2.12)
2

Notice that 0 < Ay < 2™ and the upper bound corresponds to the existence of so-
called linear structures, meaning that the derivative D, f(x) is constant for some a €
F2\{0}. A function exhibits good propagation characteristics when its autocorrelation
function, defined by
Ag(a) = Z (—=1)f @+ (@ta),
x€Fy

takes “small” (absolute) values.

Definition 7 The cross-correlation between f,g € B, at direction o € Fy is an
integer-valued function C : F§ — [—2",2"] defined by,

Ctgle) = Z (=1)/ @) +glate), (2.13)

z€lFy
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The two indicators above are then defined in terms of cross-correlation as follows [112]:

Ajy =max | Cry(a)| and of, = Z CF () . (2.14)

a€eF?y
2 aclFy

Two n-variable Boolean functions f,g € B,, are said to be perfectly uncorrelated if
Cfg = 0 for all o € Fy, which is true if and only if Wy(a)Wy(a) = 0 for all o € Fy,
see [88]. Equivalently, f and g are so-called disjoint spectra functions.

2.3 Some special classes of Boolean functions

As already mentioned, bent functions attain the maximal distance to the set of affine
functions, thus they achieve the maximum possible nonlinearity. The following defi-
nition summarizes some properties of bent functions.

Definition 8 Let f(x) be a Boolean function on FY, where n is even. The following
statements (among other characterizations) are equivalent

(i) f(z) is a bent function;
(ii) Wi(a) = +22 for any o € FY;

(11i) Do f(z) = f(x)+ f(z+a) is balanced for any non-zero a € FY, that is, f satisfies
PC(n);

(iv) f(z)+ a-x is a bent function for any o € Fy.

The property (i) means that the bent functions are at the same distance to any linear
(affine) function, thus according to the Parseval’s equality they achieve the maximum
possible nonlinearity maxsey, Ny = on=1 _ 93-1 Also, bent functions are clearly
neither balanced nor correlation immune of any order. Considering the item (i), this
class of functions is the only one having a perfect balancedness in the autocorrelation
domain, that is, all nonzero derivatives are balanced. Remark that the property in
item (47) is also known as perfect nonlinearity property, the notion introduced by
Willi Meier and Othmar Staffelbach in [69).

To any bent function f € 8, one can uniquely associate its dual bent function f
defined implicitly as (—1)f(“) = 27"/2W;(w), for all w € F.

By (n,m,d, N¢) function we specify an n-variable, m-resilient Boolean function f
with algebraic degree d and nonlinearity Ny.

Definition 9 A Boolean function f(x) € B, is called plateaued if its Walsh spectrum
only takes three values 0 and £2, where \ is some positive integer. An m-resilient
function f € B, with m > n/2 — 2, is called optimal plateaued if f is an (n,m,n —
m — 1,271 —2m+1) function.



Boolean Functions
and S-Boxes 17

Using semi-bent functions have been introduced by Chee et al. [29] as a special
case of so-called plateaued Boolean functions [107, [108].

Definition 10 A Boolean function f(x) € B, is said to be semi-bent function if

ntly L
Wi(w) € {O,:|:2n12}, if n is odd (2.15)
{0,£272}, ifn is even

for all w € Fy.

Notice that the spectrum of plateaued functions is also three-valued of the form
{0, 42"}, where r > ”T*Z, and therefore semi-bent are maximally nonlinear plateaued
functions.

The applications of semi-bent functions are not restricted to cryptography only,
but rather these objects are widely used in certain combinatorial designs such as
a construction of orthogonal variable spreading factor codes used in Code Division
Multiple Access (CDMA) systems [47].

2.4 Vectorial Boolean Functions or S-Boxes

For two positive integers n and m, a function F' : Fy — [F5' is usually denoted as
(n,m)-function and moreover referred to as (n,m) S-box . Representing F(z) =
(fi(z),..., fm(x)), the Boolean functions f;(z) are called the coordinate (component)
functions of F. When the numbers m and n are not specified, (n, m)-functions are
called multi-output Boolean functions, vectorial Boolean functions or S-boxes. Last
term, S-box, is the most often used in cryptography, but is dedicated to the vectorial
functions whose role is to provide confusion into the system. Such a multiple output
function should possess high values in terms of order of resiliency, nonlinearity and
algebraic degree.

The nonlinearity of a vectorial function F' : Fon — Fom, and hereby the resistance
to linear cryptanalysis of Matsui [63], is measured through extended Walsh transform
defined as,

Wr(o,v) = Z (=D)Tr* OF@IHTT02) 5 e Fon, y € Fhm. (2.16)
(IJEFQ”

Alternatively, F is a vectorial bent function if and only if |[Wx(o,~)| = 2/2, for any
v € F5n and any o € Fan.

2.5 Generalization to the nonbinary fields

A generalization to nonbinary fields of odd characteristic was first suggested in [54].
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The trace function 7)), : Fpn +— Fpm, a mapping to a subfield F,m when m | n, is
defined as , )
Tr(z) =ax + a2 + 2P+, + 2" )m, (2.17)
for all € Fym. The absolute trace Tr} : Fn — I, also denoted by T'r, then maps
to the prime field.

Definition 11 The Fourier transform of a function f : Fyn — F), is defined by

FO = Z Wl @=Tri0w) ) ¢ Fyn, (2.18)

.IEFPTL

27
where w denotes a p-th root of unity, that is, w = e » , where i € C denotes imaginary
unit.

A bent function f(x) is called regular if for every A € F» the normalized Fourier
coefficient p~ 2 F (M) equals to complex p-th root of unity, that is, p3F () = wI®
for some function g : Fjn — F,. A binary bent function is always regular. For odd p,
a p-ary bent function f(z) may not be regular, but its Fourier transform coefficients
satisfy

+wINp3,  if p" =1 (mod 4)

= n 2.1
F { +ewIMNp2, if p = 3 (mod 4) and n is odd ’ (2.19)

where e is a complex primitive forth root of unity [54].
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Chapter 3

Vectorial bent functions from
multiple terms trace functions

The weight of evidence for an
extraordinary claim must be
proportioned to its strangeness.

— Pierre Simon Laplace

HIS CHAPTER is related to several necessary and sufficient conditions for the vec-
T torial functions given in a multiple trace form to be bent. These conditions can
be efficiently use for specifying vectorial bent functions given in the particular trace
form considered, essentially using the sum of trace monomials with Dillon exponents.
The approach based on the use of elementary symmetric polynomials to establish
the bentness of binomial trace mappings seems to be an interesting framework for
handling the vectorial bent property of these mappings.

The main results are published in [75].

3.1 Introduction

As mentioned, monomial Boolean trace bent functions of the form T} (az?) have
been considered in several works. For n = 2k, any monomial trace function T} (ax?)
must satisfy certain conditions to be bent. We necessarily have ged(d, 2" —1) > 1, and
furthermore it was shown that we either have ged(d, 2¥ —1) = 1 or ged(d, 2% +1) = 1,
cf. [56).

Since binomial (or generally multiple) trace bent functions are harder to analyze,
only a few classes of these functions have been exhibited [25, [39]. The result of Dob-
bertin and Leander [39] related to so-called linear Niho exponents was later generalized
in [57], where the existence of bent functions with multiple trace terms consisting of
2" Niho exponents were confirmed. The framework was later extended in [25], where a
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characterization of bent Boolean functions on Fon of the form ) p TT‘?()\T:UT(QIC_U),
where R is a set of representatives of cyclotomic cosets modulo 2% + 1 [25], was given
in terms of Dickson polynomials and Kloosterman sums. A few other classes of bi-
nomial hyperbent trace functions, using one monomial with absolute trace and the
other with relative trace, was reported in [71, ©95]. It is well-known that the bent
property of Boolean functions may be extended to vectorial mappings F' : Fy — F5°
by requesting that all nonzero linear combinations of the component functions of F'
are also bent, i.e., Tr{"(AF(z)) is bent for any A € F,., x € Fon. The bent property
of functions f : Fon — Fom, for Fom C Fon, may be established directly, as it was
done in [39] for the binomial trace functions Tr}(ax® + bx??) with Niho’s exponents,
for a,b € Fon, due to the particular choice of the exponents dq, ds.

In this chapter, we firstly consider a special class of trace functions of the form
f(z) = Tri(>_; Mizdi) on Fan (assuming n = 2k) that are possibly bent, and a
sufficient condition on d;s is derived so that if f is bent then the vectorial function
F(x) =Trn (3, Mizdi), m | n, is also bent. In difference to the approach taken in
[39, [57], where linear Niho exponents are used, we consider a more general framework
by allowing the use of “nonlinear” exponents, that is d; #Z 2/ (mod 2™ —1) in general.
Essentially, our idea is to select the exponents so that for a suitably chosen d; the
remaining exponents d; are of the form d; = d; + v;(2™ — 1), for i = 2,...,r, and
some positive integers v;. Then, it is shown that if f(z) = Tr?(3I_, \iz%) is bent
for suitably chosen \; € Fan, then the sufficient condition for the function F'(z) =
Trr (3°0_; Aiz%) to be a vectorial bent function is that z% is a permutation of Fom
(where d; is not necessarily linear in the Niho sense). The condition is not necessary
which is demonstrated for some particular choices of d;, when more precisely d; =
2™ — 1 so that ¥ is a constant mapping over Fam.

Nevertheless, our main result concerns the characterization of vectorial bent prop-
erty of a class of functions of the form F(z) = Tr#*(3"}_, a;z"(2*=1)). By utilising
the structure of the cyclic group U, three equivalent statements that provide both the
necessary and sufficient conditions for F' to be a vectorial bent function are derived.
While the first condition specifies the bentness of F' in terms of certain character sum
evaluated over U, its reformulation provides more comprehensive assertion by claim-
ing that I is vectorial bent if and only if Im(F) = Faxy U {0}, when F' is evaluated
onU.

Finally, the vectorial bent property of F' can alternatively be expressed in terms
of the coefficients of elementary symmetric polynomials related to evaluation of F
on U. The hardness of evaluating these symmetric polynomials for multiple trace
functions restricts our analysis to the case of binomial trace functions, though even
in this case only some necessary bent conditions could be derived. These conditions
are in the first place very useful for the exclusion of certain choices of the coeflicients
v,z for which F(z) = Tri*(z + vzz"2*=D) cannot be vectorial bent. In the case
of monomials, it is shown that Tr,%k()\a:’"@k_l)) is never a vectorial bent function of
the maximum dimension k. Interestingly enough, it is also shown that linearized
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polynomials can be used in an elegant and efficient way for establishing multiple bent
property for certain trace binomials.

3.2 Vectorial bent functions with nonlinear Niho expo-
nents

We derive a sufficient condition for a Boolean bent function of the form f(z) =
Tr2k (30 Nixdh), so that its associated mapping F : Fgor — For, where F(z) =
Tr2k (371, Madi), is a vectorial bent function. The sufficient condition applies to
certain choices of the exponents d;. That is, d; is such that 2% is a permutation over
For, and d; = dy + v;(2¥ — 1) for i > 2.

Let n = 2k, and denote by L the field Fon and its subfield Fyr by K. In [39],
binomial trace bent functions with “linear” Niho exponents d; and ds were considered.
The term “linear” refers to the multiplicative group of K, that is, d; = 2" (mod 2% —
1), for i = 1,2, and r; < n so that d; = 2" + s;(2¥ — 1), with 2 < s; < 2¥. Moreover,
a normalized form is obtained for r; = ro = 0, and it was shown that certain choices
of s; give bent exponents d; and ds. The "linearity” of these coefficients was used to
demonstrate that the bentness of f(x) = Try(3_; \iz®%), for suitably chosen d; and
i, is preserved when the function F : L — K defined as F(z) = Tr( >0 Aia®)
is considered. It can be shown (cf. [39]) that Tr¥(A\F(x)) = f(Ax), for A € K, and
therefore if f(z) is bent then fy(x) = f(A\x) is bent as well. For completeness, we
recall this simple but important observation from [39]. We have,

TrEAF(z) = Tri(XTr(Y° ha®))

i=1
= TrF (Tri (N Z )\ixdi)) =TrP (X Z )\ixdi))
i=1 i=1

= Tri( > N(a)™) = f().
i=1

Then, if f(z) is bent then fy(z) = f(Az) is bent. This nice property is due to the
fact that for A € K, we have A% = X for d; = 1 + s;(2F — 1).

Assume now that f(z) = Tr7(YI_, Nizd) is a bent function, where d; = d; +
vi(2™ — 1) for v; > 0, m | n, and i = 2,...,r. For an arbitrary § € Fom C K C L,
we note that 2" ! = 1 implies f% = %, for any i = 1,...,r. Then, the extended
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Walsh transform of F(x) = T (-1, Mizdi) at 4 is computed as,

Wr(o, %) = Y ()T BaFE)Tri(en)
z€Fn
= 3 ()T RS A AT (o)
2€Fgn
= 3 ()T AT 8 )
yEFon
= WF(O'Bfl, 1)

— Wy(op ) = 4202

This calculation shows that if 2% is a permutation on Fom then Tr7(yF(x)) is bent
for any v € F5,.. We have just proved the following result.

Theorem 3.2.1 Let n > 4 be an even positive integer and let m | n, m < n/2.
Let x™ be a permutation of Fom, and let f(x) = Tr(Yi_, \iz%) be a Boolean bent
function, where d; = dy + v;(2™ — 1) for i = 2,...,r and some integers v; > 0, and
ml|k. Then, the function F(z) = Tr(>_, \iz%) is a vectorial bent function. In
particular, this is also true for m = k = n/2 so that the dimension of the output
vector space is mazimal.

Remark 3.2.2 The class of binomial bent functions with d; = 1+ v;(2% — 1), consid-
ered by Dobbertin et al. in [39], appears to be a special case of this approach. Indeed,
we can rewrite di = 2F + (v1 — 1)(28 — 1) and dg = dy + (v2 — v1)(2F — 1). In this
case, ™ is a (linear) permutation over K and the bentness of the associated map-
ping F(z) = Tri(Mz® + Xax®) for A1, Ao, d1 and dy specified in [39] follows from
Theorem [3.21.

Open Problem 3.2.1 [t is of interest to prove a similar result to the above for
the functions of the form f(z) = Tri(Mzh + Y1, Nz@itvi2 1)) gdi s ot
permutation polynomial.

The case when z% is a constant mapping on K, given by x2k_1, is of particular

importance due to the existence of binomial bent functions for some particular choices
of the coefficient ve. Such a nonpermuting exponent d; has been considered in [25] for
f=1Tr} ()\(ka_l + :c3(2k_1))), and A € K*. It was shown that f is not (hyper)bent
if Tr¥(\) = 1, for k > 5, but on the other hand several examples of (hyper)bent
functions (thus T7%(\) = 0 is necessary but not sufficient) were also exhibited.

3.3 Necessary and sufficient bent conditions - three equiv
alent statements

In this section we analyze the conditions imposed on some special kind of polynomials
P(z) € L[z] that might give rise to trace (vectorial) bent functions. More precisely,
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for even n = 2k, we consider multiple trace functions of the form F(z) = Tr}(P(x)),
where P(z) = Y.i_, a;z’, a; € L, and each exponent i is of the form i = r;(2F — 1)
for some suitable r; < 2¥ 4+ 1. Then, a set of necessary and sufficient conditions
for ' to be vectorial bent function on K is summarized in Theorem B.3.1l Due to
somewhat lengthy proofs of these assertions, these conditions are proved separately
in the subsequent sections.

Let U = {u € L : u2"** = 1} be the cyclic subgroup of L of order 2% + 1, which

is essentially the group of (2k + 1)th primitive roots of unity. Then, o l=wisa

generator of U, and U = {a (28-1) ,5=0,...,2"}, where a € L is a primitive element.
Now, any element x € L* can be uniquely represented as x = yu, where v € K* and
u € U, and furthermore U,y uK* = L*.

Theorem 3.3.1 Letn = 2k, and define F(z) = Tr}(P(z)), where P(z) = >\_, a1,
Then the following conditions are equivalent:

1. F is a vectorial bent function of dimension k.
2. Y e (~D)TTOF@) = 1 for all X € K*.

3. There are two values u € U such that F(u) =0, and furthermore if F(ug) =0,
then F' is one-to-one and onto from Uy =U \ ugy to K.

4. The elementary symmetric polynomials o, used as coefficients in the expansion
of Tluey(z — F(u)), satisfy the following: for any odd e, 1 < e < 2F +1, we
must have oqx_1 = 1, and 0. = 0 otherwise.

3.3.1 The first equivalence: equivalence via character sums over U

We prove that the vectorial bent property is equivalent to the second condition in
Theorem claiming that Zueu(—l)TT}f(’\Trz(P(“))) =1, forall A € K*.

Theorem 3.3.2 Let F be defined as in Theorem|[53.5.1. Then, F is a vectorial bent

function if and only if
Z(_l)m(ATrg(P(u)» —1, (3.1)
ueU

for all X € K*.

PROOF. Assume that F'is a vectorial bent function, and let A € K* and o € L. The
extended Walsh transform of F' at ¢ is given by,

Wr(\ o) = Z(—l)T’"’f(*TTZ(Z;law”@k—”))wr?(az)
xeL

— 1+Z Z ROF(u)+Tr} (ouz)

uelU ze K*

= 14+ Z Trl (AF(u)) Z (_1)Tr?(auz) (3'2)

ueU zeK*
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Especially,
Wr(X,0) =1+ (2" —1) Y (-1)TiAF @),
uel
If Wg(),0) = —2% we would have a contradiction that 2¥ — 1 | 2% + 1, and thus

Wr(X,0) = 2%, Thus, the necessary condition that F is a vectorial bent function is
as follows,

ST)THOF@) =1 for all A € K7
ueU

To show that the above condition is also sufficient we note that
Tri(ouz) = TT’f(TrZ(auz)) = Tr]f(zTrZ(au)),

and for Tr}}(ou) = 0 we have ZZGK(—l)TT?(U“Z) = 2% and zero otherwise. Thus,

(3-2) can be rewritten as,

Wr(M\o) = 1-— Z (_1)Tr’f(>\F(U)) + (2k —1) Z (_1)Tr’f()\F(u))
w€U,Try (ou)#0 weU,Try (ou)=0
- 1- Z(_1>Trlf()\F(u)) + 2k Z (_1)T7“lf(/\F(u)).
uel u€U, Tr} (ou)=0

Note that the kernel of the function T} is the subfield K, and due to the unique
decomposition of x € L* as x = uo (where o € K*) there is a unique u(,) such that
ou(y) € K, so we can write the last equation as,

Wr(\,o) = 1— Z(_l)TT’f(AF(u)) 4 2k (1)TrEOF ()
uel
_ Qk(_l)Trf(,\F(u(g))) _ iQ’“,

where we have used the necessary condition that Zueu(—l)ﬂ{c (AF(w)) = 1. Therefore,
the condition given by (3.1 is also sufficient. [ |

3.3.2 The second equivalence: bentness via image of F : U/ — K

Now we show that F'(u) takes all possible values of K* just once and the zero value is
taken twice when u ranges over U. Let us first prove that Condition 2 of Theorem [3.3.1
implies the existence of ug € U such that F(ug) = 0.

Proposition 3.3.1 Let F(u) = Trp(3'_, aju™), F: U — K. The condition

Z(—l)TTIf()‘F(“)) =1, for all A e K*,
ueld

implies that there is at least one uy € U such that F(up) = 0.
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PROOF. Assume on contrary that F'(u) # 0 for all u € U. Let g = o+ be a gen-
erator of K* and U = {ug, u1, ..., us }. Then we can write the values {T7F(\F(u)) :
M € K*,u € U} as the following (2F — 1) x (2% + 1) binary matrix,

Tr’f(F(uo)) Tr’f(F(ul)) .. Tr’f(F(uzk))
Tr¥(BF (uo)) Tri(BF(u1)) ...  Tri(BF(ug))
Trh(6%2F(uo)) Tri(*—2F(w)) ... Tri(6%2F(ug)

Let us first consider the columns of this matrix. Since by assumption F'(u;) € K*,
and 3/ F(u;) permutes K*, for j = 0,1,.. .,2F — 2. all values of the absolute trace
function over K* are taken. It follows that there are 28! ones and 2~ — 1 zeros in
each column of this matrix. Thus, there are in total 2¥71(2* 4- 1) ones in the matrix.

Let us now consider the rows of the matrix. Since for each A € K* we have
S uey (—DTTOFW) = 1t follows that in each row Tr#(AF(u)) takes the value “one”
25=1 times and the zero value exactly 2¥~! 4 1 times. Summing this up, there are in
total 28=1(2% — 1) ones in the matrix, differing from the result obtained above when
we were summing over columns, a contradiction. Thus, there is at least one ug € U
such that F(ug) = 0. |

Theorem 3.3.3 The vectorial bent condition given by
Z(_l)Tr’f()\F(u)) _,
uel

holds for all X\ € K* if and only if F(u) takes all the values in K* exactly once, and
the zero value is taken twice when u € U.

PROOF. By Proposition there exists ug € U so that F'(up) = 0. Then, we can
consider the set Uy = U \ {up} and we have,

Z(_I)Trf()\F(u)) =14+ Z (_1)T7"’f()\F(u)),

ueU uEUp

which, due to the condition Zueu(—l)Tﬂfo‘F(“)) = 1, is then equivalent to
Z (_1)Tr’f()\F(u)) =0.
ueUp

Hence, it is of interest to consider F': Uy — K. Since #K = #Uj, there is a bijection
U : K — Up. Recall that G(z) € K|z] is a permutation if and only if,

ST (-nTHOCED — 0, for all A€ K.
zeK
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Thus, by setting u = ¥(x) for u € Uy, z € K, and letting G : K — K, where
G = F o ¥, we have the condition

S (—)THOF@) — SNy TrHOREE) Z 7 (1) TrHOGE) g,

u€lp U(z),zeK z€K

where F(U(x)) : K — K. This is satisfied if and only if F(¥(z)) is a permuta-
tion polynomial over K. Since ¥ is a bijection and F(¥(x)) is a permutation, then
F : Uy — K is also a bijection, i.e., it has a full range. Thus, F : Uy — K is a
bijection, and furthermore for F' : Y — K we have shown that F'(u) takes all the
values in K* exactly once, and the zero value is taken twice when u ranges over /. i

3.3.3 The third equivalence: bentness through symmetric polyno-
mials

Now we prove the last equivalence stated in Theorem This assertion, relating
the necessary and sufficient bent conditions to the evaluation of elementary symmetric
polynomials, is established using a few preparatory results derived from the fact that
F(u) takes all possible values of K* just once and the zero value is taken twice when
u ranges over U.

Theorem 3.3.4 A necessary and sufficient condition for F(x) = Tri(32h_, ;a2 =D)
to be vectorial bent is that

[T - F(u) = 2*+ + 22 (3.3)
ueU
PROOF. The proof follows directly from Theorem [3.3.3] and the fact that 0 is the

only multiple root of order two. |

On the other hand, using symmetric sums (elementary symmetric polynomials, see
[59][Chapter 1]) we can write (3.3)) as,

H (x — F(u)) = e s N
ueU
Foge 2% 4 oo + Oy = 22 T+ 2%, (3.4)
where
Oe = Z F(wh)F(wiz)...F(w%)’ 6217...,216_’_1’ (35)

0<i1 <in<...<i. <2k

are elementary symmetric polynomials. Therefore, by Theorem [3.3.4] an alternative
statement to the above is as follows.
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Theorem 3.3.5 The function F(z) = Tri(3:_, am’"l’(zk_l)) is vectorial bent if and
only if ogr_1 =1 and 0. =0 fore #2F — 1,1 < e < 2% + 1, where o, is defined by

)

The following lemma gives a useful insight at the structure of U. It is used below in
the estimation of o through Newton’s formula.

Lemma 3.3.1 Let Y = {u € L | W2l = 1} be the cyclic subgroup of L of order
28 +1. Then, Y, o, u = 0. Furthermore,

Z“t [ 1, ift=0 (mod2¥+1)
1 0, otherwise

uel

PROOF. Since [[,(z —u) = g2 1, considering the corresponding symmetric

sums, we have >, ,u = 0. If ged(t,2F + 1) = 1 then 2’ permutes the set ¢ and so

k
> uey v = 0. If t strictly divides 2% 11 then the elements uf are the roots of z° ¢ — 1,
and we again have that Y., ., u" = 0. Now since U = {ozs(Qk_l),s =0,...,2%}, for
some primitive element o € L, if ¢t = 0 (mod 2¥ 4+ 1) then Y, u' =2 +1 =1
(mod 2). [ |

According to this result the choice of constants a; € L, and r; € N must ensure that
0. =0forall 1 <e < 2F41 apart from o9x_;. The hardness of using these conditions
lies in the fact that higher order symmetric polynomials are difficult to calculate, and
therefore using this approach we can only derive a few necessary conditions (but not
sufficient) that F' must satisfy in order to be a vectorial bent function.

For instance, for a normalized binomial trace function F(u) = Tr}(u + zyu"), we
clearly have F(u) = u + u~! + zyu" + 2y 'u~". Then, the first order elementary
symmetric polynomial o is given as,

o1 = ZF(U) = Zu—l—Zu*l +372ur+2’y*12u’r,
uel ucl uel ucl ucl

and by Theorem o1 must be zero if F' is a vectorial bent function. Since these
symmetric polynomials of higher order are hard to calculate we will use Newton’s
formula (cf. [59][Chapter 1]) to relate them to the sums of the form,

se=>» Fwe, e=12...2"+1,  s=2"4+1
ueU

Then, for 1 < ¢ < 2F + 1, Newton’s formula states,
S¢+018¢—1+028_9+ ...+ lop =0,

where of course all the calculations are performed modulo two without mentioning it
explicitly (e.g. in the above formula — signs are turned into + over F3). Note that
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by Lemma [3.3.1} s; = 0 and thus o1 = s; = 0. If we assume that o4 = sq = 0 for all
odd d, d < ¢, and if £ is odd, then Newton’s formula implies that o, = s,. Therefore,
instead of calculating o, we will calculate s, which is much easier.

Example 3.3.1 Assume that k = 3, F(u) = Tri(u+ ~yu"), and we need to derive
the conditions for v and r from the requirement that oo = 0 for all1 < e < 2F +1
and ogr_q = 1. Since s; =0, then o1 = 0. Then, also so = o2, whereas for { = 3 we
have s3 + so01 + s109 + 03 = 0, which then implies o3 = s3. It is straightforward to
derive the remaining equalities.

Furthermore, the following result significantly reduces the computation of the sy,
since only those sy for odd ¢ need to be computed. Assume that oy = 0, for odd ¢,
¢ <2841, 0%#2F —1and oy, = 1. Then the polynomial [],,(z — F(u)) can be
written as

h(z) = H (x — F(u)) = 22+ 4 th_1$2k_1 +.. .+ hsx*+ 2% hiel,
uel

having multiple roots. But the following lemma shows that this is impossible.

Lemma 3.3.2 A polynomial of the form
h(z) = 22+ 4 th_1z2k_1 + ...+ hgz* + 2% h;eL,
cannot have multiple roots in the field of characteristic 2, apart from zero.
PrOOF. Note that
B (z) = 22+ h2k_15132k72 4 ...+ h3z? +0,

and so h(z) = zh/(x) + 2. If ¢ is a multiple root of h(z), then it is also the root of
R'(x), and thus 22 = 0 which implies z = 0. |

Thus, based on the above Lemma and Equation , assuming oy = 0, for
odd ¢ (apart from o9r_; = 1), will imply that o, = 0 for even ¢ and consequently
Condition 4 of Theorem is also proved. It reduces the amount of computation
since only o4 for d odd need to be calculated.

Theorem 3.3.6 The function F(z) = Tr(3:_, aixri@k_l)) is vectorial bent if and
only if 0. = 0, for all odd 1 < e < 2% + 1, with the exception of oor_; = 1.

3.4 Evaluating symmetric polynomials and induced nec-
essary conditions

In the previous section we have shown that for a given F(x) = Tri (3 h_, aix”@k_l))
ensuring o, is nonzero only for e = 2¥ — 1 is equivalent to saying that F' is vectorial
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bent. In what follows, we focus on the bentness of binomial trace functions, though the
whole approach can be easily generalized to trace functions containing more than two
trace terms. On the other hand, the combinatorial aspects of the similar calculations,
as given in this section, are much harder to handle.

Our goal now is to calculate s, for a binomial trace function F(x) = Tr}(z +
'yzx’”(zkfl)) (where v € U, z € K*), where ¢ is an odd positive integer. In general, for
11,19, 13, 14 being nonnegative integers, using s; = 0; and the multinomial theorem we
have,

S¢ = Z(F(U))Z = Z(u +ul 4 zyu” + zfyflu*’")g

ueU uel

¢ o
— § § ( w2y By r14213+z4,YZ3 iq

w€U i1 +ig+iz+is=~ 1,%2,%3,%4

_ Z ( l >zi3+i4,yi3—i4 Z ui1—i2+7”(i3—i4)

iy pigtigtig=e N 1B 3T ueld

— Z <Z . Ez . >Zi3+i4,yi3i4’
i1-Fintiztia=C,is —in+r(is—i)=0 (mod 2F41) N 17 2T 4
! . .
where ( L ) = 2 and Lemma was used in the last summation.
11,12,13,%4 i1ligliglig!

For those values of ¢ satisfying ¢r < 2¥ 4+ 1, we can only have the case i1 — ip +
r(iz —i4) = 0. But then i; —ig = rt, iy —i3 =t, i.e., iy = i+t and iy = i3+, where
t is some integer. If ¢ is zero then ¢ is even, which is a contradiction. Substituting i;
and i4 from above, we have

il+i2+i3+i4:2(i2+i3)+7“t+t:€.

However, this is only possible if ¢ is odd and 7 is even. But for even r we can calculate
or+1- Indeed, in this case f = r+1 and t # 0, implying o = i3 =0,4 =rand iy = 1
or i1 =14 = 0 and i3 = 1 and io = r. Thus,

se=z2(y+97h).

Since for odd ¢ we must have s; = oy and oy = 0, the condition y+v~! = 0 then implies

v = 1. But then F(u) = F(u™!) for any u € U, which contradicts the assumption
that F'(Uy) = K. Thus, r is necessarily odd, v # 1, and in this case oy = sy = 0 for
small values of ¢, or more precisely for those values satisfying ¢r < 2% + 1.

Theorem 3.4.1 Let F(z) = Tr?(m—i—'yzx’"@k*l)), wherey € U, z € K*, be a binomial
trace function. Then, if F' is a vectorial bent function, then r must be odd and v # 1.

In the following subsections we consider some special choices of r, namely we consider
the case when 7 | 2¥ 4+ 1 and show that we necessarily have » = 3. In addition, the
case when r t 2% + 1 is also analyzed, and a few necessary conditions for F to be a
vectorial bent function are derived.
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3.4.1 The case 2 +1=rD

We derive some necessary conditions for the coefficients z € K* and v € U when
r | 28 4 1. In particular, it is shown that r = 3, and some classes of binomial vectorial
bent functions satisfying these conditions are also confirmed through simulations.

Theorem 3.4.2 Let 2 + 1 = rD, where D is a positive integer. The necessary
conditions for the function F(x) = Trg(x%*l + 22" D) to be a vectorial bent
function are that r = 3 and

Pl AL =THETRE)

PROOF. Note that since r is odd and rD = 2¥ 4+ 1 is also odd, then D is also odd.
We have

sp = Z ( D )Zi3+i4’7i3_i4.

i1,19,13,14
i1+ig+iz+ia=D,i1—ia+r(iz—is)=0 (mod 2F+1) T2

We already showed that i; —io 47 (i3 —i4) cannot be zero but it can be +(2¥ +1) since
’il —ig+r(ig —i4)| <rD. If iy —ig 4+ r(is —i4) = rD, then iy —ia = r(D — i3 + i4),
and thus iy = io + rh and i3 = D + i4 — h, where h € Z. Substituting, we have
2(ig+i4)+h(r—1)+D = D, and so 2(is+i4) = —h(r—1). Since 0 < i3 = D+iy—h < D
and i4 > 0, we must have h > 0. But, » — 1 > 0 and 2(i2 + i4) = —h(r — 1) imply
h = 0. Thus,i; = iy = i4 = 0 and i3 = D. Similarly, i; — iy + (i3 —4) = —(2F + 1)
implies i1 = io =13 = 0 and i, = D. Consequently, in this case we have

sp=2"(v" +47") =0,
which implies v = 1, and furthermore it was already shown that v # 1. Then, using
F(u) =Trp(u+yzu") = u+ u™t 4 2yu” + 2y~ luT", we have

F(wiD) — wiD_i_wfiD_i_Z,ywm'D_’_Z,yflwfm'D

WP w4 2 (y +97Y),
where due to v # 1 we have T} (v) # 0, and w'P =1 was used in the last equality.
Therefore, F(w'?) = F(w™P), for all i = 1,2,...,7 — 1. Since we have already
shown that F'(u) takes all possible values of K* exactly once and 0 is taken twice

when u ranges over U, it follows that r = 3 and also w™? = w?P. Apparently,
F(wP) = F(w™P) = 0, therefore

wP 4w p2(y 47 =0.

It follows that z can be calculated from z = Tri(w?)(Tr(y))~!. Thus if r divides
2F 41, the necessary conditions for the function F'(x) to be a vectorial bent function
are r =3, vP = 1,7 # 1, and z = Tr}(w?)(Tr(y))~}, as claimed. |
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In the above proof, we have only calculated sp = 0, for a fixed D = (2¥ +1)/3,
and therefore the above conditions are not sufficient. Recall that we have already
shown that sy = oy = 0 for odd 1 < ¢r < 2F 4+ 1, which implies that o, = 0 for
odd ¢ < D. To obtain further necessary conditions, we also calculate spyo using the
assumption that 3(D + 2) < 6D, that is, D > 2.

Lemma 3.4.1 If the conditions of Theorem are satisfied, then spys = 0.

PROOF. We need to solve i1 + ig + i3 + 44 = D + 2 and (i1 — i2) + 3(i3 — i4) = 3D
simultaneously, which implies i1 — io = 3(D — i3 + i4). Now,

i1=1i9+3h and i3=D+isj—h<D+2,
imply h > —2. Again substituting, we get 2(iy + i4) + D + 2h = D + 2, so that
ig+14+h=1,
must be satisfied. We have the following cases:

1. io=1,94=0,h=0,4, =1, i3 = D. The corresponding multinomial coefficient

is of the form (1[1”2)20) =(D+2)(D+1)=0 (mod 2), since D + 1 is even.

2.9 =0, =1, h =0,4 =0, i3 = D+ 1. The corresponding multinomial

coefficient is of the form (0 ODD++21 1) = D+2=1 (mod 2). Note that equaling

the elements i, and io with —(2%41) (the same is true for i3 and i4), just change
their roles. Thus, in the sum of sp o we get the term 2P+2(yP + ~+~P), which

is 0 by Theorem [3.4.2]

3.9 =0,94 =0, h=1,14 =3, i3 =D — 1. The corresponding multinomial

coefficient is of the form (3 ODD+—21 0) = (D+)D+)D Furthermore,

2-3

28 +1 2" +4
D+1= 1= .
* 3 * 3
Thus, D + 1 is divisible by 4 (but not by 8), and this coefficient is also even,

i.e., equal to zero modulo two.

4. If h = —1, i4 can be either equal to 0 or to 1. If ¢4 = 0 then iy = 2, but then
i1 = 2 —3 = —1, a contradiction to i1 > 0. If i4 = 1 then i3 = D + 2, ix = 1,
i1 =1—3 <0, a contradiction.

5. For h = =2, from i3 = D +i4 — h and i3 < D + 2, we have i4 = 0. Then, is = 3
and i1 = 3 — 6 < 0, a contradiction.

Thus, spy2 = 0. [ |
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Example 3.4.1 Let n =6 so that k = 3. Then, 3| 2" + 1, and furthermore D = 3.
Since U = {u € Fys : u® = 1} the generator of U is w = o', where a is a prim-
itive element of Fos. Therefore, v = o', and vP = 43 = 1. Furthermore, using
wP =, we have z = Tr(wP)(Tri(y))~1 = 1. Notice also that, by Theorem
we necessarily have r = 3 and consequently r(2F — 1) = 21. Then, indeed, the func-
tion Trg(:v7 + o122 is a vectorial bent function, which was confirmed by computer
simulations. In this case, the previous results imply that o1 = 03 = 05 = 0, hence it
must be true that o7 = 1 and g9 = 0 for the function Tr§(x" + a?'z?!).

Since the evaluation of o9 (essentially spi2) in Lemma does not induce further
conditions, we consider spy4 for 3(D +4) < 6D, that is, D > 4.

Lemma 3.4.2 If the conditions of Theorem are satisfied, then for D > 4 it
holds sp1+4 = 0 if and only if

Py 4 2 4 1) =0 (36)

ProOOF. We look for the possible solutions of

i1+i2+i3+ia=D+4, (i1 —i2) + 3(i3 —i4) = 3D.
Similarly as before,

11 =12 + 3h, is=D+iy—h<D+4 = h>-—4,
and the substitution gives 2(ig +i4) + D 4+ 2h = D + 4, i.e.,

(ig +1i4) +h =2.

Considering all possible cases we have:

1. 499 =0,4i4 =0, h = 2,4, =6, i3 =D — 2. The corresponding multinomial
coefficient is of the form

( D+4 > (D +4)(D+3)(D+2)(D+1)D(D —1)

6,0,D—2,0 23.3.5-6 '
Since D + 1 is divisible by 4 , D — 1 and D + 3 are divisible by 2, 670?D+_4270) =
1 (mod 2), and the corresponding term in the sum of spy4 is 2”77 2(yP~2 +

77(D72) )

2. i9=2,i4=0,h=0,i3=D, iy =2. Then,

< D+4 ) (D +4)(D +3)(D +2)(D + 1)

2,2,D,0 4 0 (mod?2)
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3.1 =0,1 =2, h=0,17 =0, i3 =D+ 2. In this case we have (0 ODDJfQ 2) =
7(D+4)2(D+3) =1 (mod 2)

, but the term in the sum of sp 4 is 2P (yP+y~P) =0
by Theorem
4. i9=1,i4 =0, h=1,14 =4, i3 = D — 1. Then,

D+4 _ (D+4)(D+3)(D+2)(D+1)D
(4,1,0-1,0)‘ 2.3-4

and the corresponding term is szl('nyl + vf(D*U).

5. 49 =0,i4=1,h=1,1 D. The corresponding multinomial coefficient

is of the form (38241) D 32)(3D+2)(D+1) =0 (mod 2).

6. io=1,94=1,h=0,4 =1, i3 = D + 1. The multinomial coefficient is of the
form (171{35111’1) =(D+4)(D+3)(D+2)=0 (mod 2).

7. h=—1and iy =19 —3 > 0 imply i9 = 3, and further ¢4 =0, iy =0, i3 = D + 1.
Then,

< D+4 >: (D +4)(D +3)(D +2)

=1 d 2
0,3,D+1,0 2.3 (mod 2),
and the corresponding term in the sum is 2P+ (yP+ 4 4~ (D+1),

8. The case h < —2 leads to a contradiction, since i1 = io — 6 > 0 implies i3 > 6,
but then i + iy = 4 gives io < 4.

Summing up the above values, we have
SDia = ZD+1(’}/D+1 + 7—(D+1)) + ZD_I(’)/D_I + ,y—(D—l)) + ZD_2(’)/D_2 + 7—(D—2)).
Using 7P = 1 from Theorem we obtain,
spra =20 oy H T A D) + 2P 47 =0,
which can be rewritten as,
spya=2"2(y 7 NEE+ D +y+97) =0,

[ |
The necessary condition given by (3.6)) excludes many possibilities for the choice of v
and z for F'(z) = TTZ(ka_l + 223" D). Indeed, if n = 10, then 2¢ 4+ 1 = 33 so that
D = 11. According to Lemma the coefficient s15 = 0 if and only if v and z are
chosen so that (3.6)) is satisfied. It is easily verified, by analysing (3.6]), that selecting
z = 1 in this case would imply that v = 1, thus contradicting the condition that v # 1

given by Theorem Thus, when n = 10, the function F(z) = Tri%(z3 +y233!) is
never vectorial bent for any choice of v € U, which was also confirmed by simulations.
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3.4.2 The case when 3 does not divide 2F + 1

This case only applies when £ is even or equivalently n = 0 (mod 4). For even k and
31 2% + 1, the order of the cyclic group U can be written as 2¥ + 1 = 3D + 2 since
2% + 1 =3D + 1 would imply 3 | 2k a contradiction. Since 2 = 3D + 1, D is odd.

Lemma 3.4.3 The coefficient spy2 = 0 if and only if z = TrZ('yDH).

PRrROOF. Let us consider spi9. Then we have two equations, 71 + 49 +1i3+i4 = D +2
and i1 — ig + 3(i3 — i4) = 3D + 2 that must be satisfied simultaneously. Multiplying
the first equation by 3 and subtracting from the other, we obtain 2i; + 4is + 6i4 = 4,
i.e., i1 + 2i3 + 314 = 2. We only have two cases:

1.i1=0,i2=1,ia=0,43 =D+ 1 with (, ;7,72 ,) = (D+2) =1 (mod 2), and

0,1,D+1,0
the corresponding term is 2P+ (yPH 4 4~ (D+1),

9. iy =2, iy =0, i5 = D, iy = 0 with (2134520) _ (D+2)2(D+1). Using D = ng_17

D+1 = 2k731+3 = 242 iy divisible by 2 but not by 4. Thus, (2’%})270) =

3
% =1 (mod 2), and the corresponding term is z”(y? +~y~P).

Adding these two terms we get,
SDia = zD+1(,yD+1 +77(D+1)) + ZD(’}/D + ,ny)‘

Noting that y2(P+DyD = ~2"+1=1 one can easily verify that Tri(vP)=(Tr(vP*1))2.
Hence,
(VP + Trp(v7) = 2T (P + (T (7P Hh)? = 0,

ie., z=Tr(yP*1). Since ged(D + 1,3D + 2) = 1, we have a nontrivial solution for
all z or v # 1. [ |

Lemma 3.4.4 If the conditions of Lemma hold, then spi4 =0 for D > 3.
ProoF. To calculate sp44, we need to solve
il—i2+3(i3—i4):3D+2, i1+i9+13+i4 =D+ 4.

Multiplying the second equation by 3 and subtracting from the first, we obtain 47 +
219 + 314 = 5. The cases are:

1. 43 =5,i2 =0, 44 = 0 and i3 = D — 1 (using the second equation above). The
corresponding multinomial coefficient is of the form,

( D+4 ) (D +4)(D +3)(D +2)(D +1)D

5.0,D—1,0 2.3-4-5 0 (mod?2),

since D + 3 = 271 4 3 = 248 s divisible by 8, and D + 1 is divisible by 2.
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2. i1 = 4 has no solution.
3.i1=3,i5=1,1i4 =0, i3 = D. We have,

( D+4 ) (D +4)(D+3)(D+2)(D+1)

51.0.0) = 5.3 =0 (mod 2).

4. iy =2,ip=0,i4=1,i5 =D+ 1. Then, (557 ;) =0 (mod 2).

5.i1=1,iy=2,i4 =0, i3 = D+ 1. In this case, (,,/,7} ;) =0 (mod 2).

6. i1 =0, i2 =44 =1, i3 = D + 2, and similarly as before,

( D+4

0,1,D+2,1> =(D+4)(D+3)=0 (mod 2).

Thus, summing up, sp+4 = 0 whenever 3(D +4) < 6D + 4, i.e., D > 3. [ |

Lemma 3.4.5 Let the conditions of Lemma hold and D > 5. Then, spig =0
if and only if
(Tr(yP*1) = = Trg (vP 7).

PROOF. Similarly as above, to solve i} —ig+3(i3 —i4) = 3D +2 and i1 +ig+i3+i4 =
D + 6, we end up with the equation iy + 2i9 + 3i4 = 8 and consider all possible cases:

1. i1 =8,i=0,1494 =0, i3 = D — 2. We have
( D+6 > (D+6)(D+5)---(D+1)D(D —1)

= =1 d 2
8,0,D —2,0 2.3...7-8 (mod 2),

since D + 3 is divisible by 8 but not by 16, D + 1 and D + 5 are divisible by 2
only, and D — 1 is divisible by 4 only but not by 8. The corresponding term in
the sum is 2P ~2(yP=2 4 4y~ (P-2)),

2. i1 = 7 has no solution.

3. ’i1:6,i2:1,’i4:0,i3:D—1. Wehave,

D +6 (D+6)(D+5)(D+4)(D+3)(D+2)(D+1)D _
= :0 (mOd 2)7
6,1,D—1,0 2-3-4-5-6
reasoning similarly as above.
4. i1 =05,i9=0,1i4 =1, i3 = D. Then,
D+ 6 (D+6)(D+5)(D+4)(D+3)(D+2)(D+1)
<5,0,D,1> 2.3-4-5 0 (mod2)



38 3.4 Evaluating symmetric polynomials and induced necessary conditions

5. 11 =4,13=2,14 =0, i3 = D. In this case

D D D D+ 4)D D+2)(D+1
£6 ) _ (DAOD 4D LD HD LD _ o oo
4,2,D,0 2.3.4-2
6. i1=3,10=1,14 =1, i3 =D+ 1. We have,
D+6 \ _ (D+6)(D+5)(D+4)(D+3)(D+2) _
<3,1,D+1,1> 2.3 =0 (mod2).
7. i1 =2,i5 =344 =0, i3 = D+ 1. Then,
D+6 (D+6)(D+5)(D+4)(D+3)(D+2)
= = d 2).
<2,3,D+1,0> 2.3.2 0 (mod 2)
8. 11 =2,10 =0, 14 =2, i3 = D + 2. In this case,
D D D D+ 4)(D
+6 _ (DAH6)(D+5)(D+4)( +3)EO (mod 2).
2,0,D 42,2 2.2
9.1 =1,10=2,14 =1, i3 = D + 2. We have,
D D D D+ 4)(D
+6 _ (DH6)(D+5)(D+4)( +3)zo (mod 2).
1,2,D+2,1 2
10. 47 =0,i9=4,14 =0, i3 = D + 2. Then,
D+6 (D+6)(D+5)(D+4)(D+3)
<0,4,D+2,0> 2-3-4 0 (mod2)
11. 47, =0,i0=1,14 =2, 13 = D + 3. We have,
D+6 (D+6)(D+5)(D+4)
= =1 2
<0,1,D—|—3,2> 2 (mod 2),

with its corresponding term zD+5(7D+1 + ,y—(DH))'

Collecting together the above multinomial coefficients we get,

= ZDH5( DL~ (D)) D=2 D=2 |\ ~(D-2)) _
ZD_2(2’7(’)’D+1 + 7_(D+1)) + (,YD—Q + ,Y—(D—Q))) —0.

SD+6

Using Lemma we end up with

spyg = 20 2B+ Trp(vP72)) =0,
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that is, 28 = Tr2(vP~2), which again using Lemma gives
(Trp( P+ ) = Trp(P2),
as claimed. [ ]

This lemma is a very useful tool for testing the functions which are not vectorial
bent. Indeed, if we can show that this single condition cannot be satisfied for any
v € U, and for some fixed D such that 2¥ 41 = 3D +2 (where k is even), then F(z) =
T rg(xjtvz:nr(zk_l)) cannot be vectorial bent. Our computer simulations indicate that
when n = 8, k = 4, there are no vectorial bent functions of the form Tr§(az ' +bx31?),
which means that (setting D = 5 in this case) the equation (77%(7%))™8 = Tr§(v3)
might not have a solution, for any v € U. Indeed, the performed simulations show
that for 4 < n < 28, n = 2k = 0 (mod 4), for a fixed D given by 2¥ +1 = 3D + 2,
the equation (Tr2(yP+1))=8 = Tr2(yP~2) has no solution for any v € Y. Based on
this we propose the following conjecture.

Conjecture 1 Let k > 2 be an even positive integer and n = 2k. Then, the
functionF(z) = TrZ(ka*l + Az"@ =Dy X € L*, is not a vectorial bent function,
for any A\ € L*.

Open Problem 3.4.1 Let n = 2k = 0 (mod 4), n > 4, and let D be given by
28 +1 = 3D + 2. Show that the condition (Tri(vPT1))=8 = Tri(vP=2) is never
satisfied for any n, and for any v € U.

3.5 Monomial bent functions and linearized polynomials

In the previous section we have seen that the derivation of the necessary conditions
related to vectorial bent property is quite hard even for binomials. It turns out
that monomial functions of the form 7' r,’;‘()\wr(Qkfl)) are easily treated without using
symmetric polynomials. More precisely, we show that the function TTQ(AxT(Qk_I)) is
never a vectorial bent function on K. Also in this section, we relate certain monomial
bent functions to vectorial bent binomials through the usage of linearized polynomials.

3.5.1 Monomial trace functions and induced necessary conditions

Boolean functions of the form f(z) = Tr{’()\:nr(zk_l)) have been extensively studied in

[25] in terms of their bentness and hyperbentness. Since 2=

is not a permutation
on K, the vectorial bent property of the associated mapping F(z) = TTZ(AmT(2k_1))
cannot be established using Theorem The main results related to fy,(z) =
Tr?(Axr(Qk_l)) given in [25], where A\ € K*, are summarized as follows. The function
far is bent if and only if Ki(A) = 0, where K(A) = 3 o (—1)T@ 29 denotes
the Kloosterman sum at point A. Furthermore, f) , is bent if and only if f) ; is bent.
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Then, for the function f)(z) = TT’f()\ka_l) it was shown that f) is not bent when
A € K* belongs to the set Ti given by,

{1}, if k is odd

Fs., if k =2s and s is even ,s > 2
Fi\{0,1}, ifk=4 '
(Fos UFy)*, if k = 2s and s is odd

T =

Remark 3.5.1 Without loss of generality we may consider A € K* since any A € L*
can be written as A = yu, v € K*, w € U, and fy and f, have the same spectrum, cf.
[25].

Let now Fy(z) = Trg(axzk_l). Then, by Theorem F, is a vectorial bent
function if and only if
Z(_l)wf(xﬂg(w?k*)) —1,

ueU

for all A € K*. Now, if a € K*, substituting X for a\ we have

Z(_DTﬂf(A'T?«g(u?’“l)) _,

ueU

for all ' € K*. Then, since 221 permutes the set U when x € U, the above condition
becomes

Z(_l)TT]f()\’TTZ(u)) _ 1’

ueU

for any N € K*. Considering Uy = U \ {up}, where Trg(u%kfl) =u+u? =0,
ug # 1, we get
Z (_1)Tr’f()\’Tr£(u)) —0.

uEUy

Consequently, the mapping F(u) =T rﬁ(uzk_l) must be a bijection from Uy to K if
Fu(z) = Trz(axzk_l) is a vectorial bent function. On the other hand, this condition

implies that the Boolean function fy = Tr} (N ka_l) must be bent for any choice of
N € K*, which is certainly not true. Thus, we have the following result.

Theorem 3.5.2 Let fy(x) = Tr?()\x@k_l)) be a Boolean bent function for suitably
chosen A € K*. Then, its associated mapping Fy(z) = Trz()\x(zk_l)) cannot be a
vectorial bent function on K.
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3.5.2 Binomial bent functions via linearized polynomials

Some interesting properties related to the preservation of the bent property under the
addition of a linearized polynomial are presented bellow. Using the fact that

n—1
T = e
=0
- )\szj + ()\j{]}‘2j)2 + ...+ )\?szj_‘—k 4.+ ()\ijJ)Qn—l
= N2 AP N YT
J ; . ) N N
= 6362 2% 4 ﬂJQ-JHwQHl + ...+ 5j$ 4+ BJQJ lmQJ 1

= Tr(Bjx),
where 3; = )\Jznfj, one can easily establish the following well-known result.

Theorem 3.5.3 Assume that Tr(f(z)) is a bent function, f(x) € Fan[z]. Then the

n—1
function F(x) = f(x) + Z Nz is also a bent function.
i=0

ProOOF. We compute the Walsh transform of F' as,

nely g2t r(ox
Wr(o) = Y (~1)TrU@+Es, ha®)+Tr(on)

zcL

- Z(fl)TT(f(z))-FTT(Z?:_Olﬂﬂ)-*-TT(Ul")
zeL

=Y ()T B
zel

- Z(_l)T?“(f(u’v))JrT?“(W) = W(p),
zeL

where = o + Y7 ;. Tt is obvious that F(z) is a bent function. [ |

Corollary 3.5.1 If Tr?(\ax®) is a bent function, then Tri(Ax® + \ox?’) is also
a bent function, for any Ao € L and j € Z. Especially, if x¥ is a permutation on
K and there exist j,v > 0 such that 27 = dy + v(22 — 1), then by Theorem
Tr(Mz® + Xox?") is a vectorial bent function.

For instance, assume d; = 2¢ 4 1, with ged(i,n) > 1, ged(2! +1,2%F — 1) = 1,
and furthermore let m be even. Then we would have the relation 2/ = 27 + 1 +
’U(Q% —1). This gives, for n = 6 and taking ¢ = 3, v = 4, so that d; = 9, that the
previous equality is satisfied for 2/ = 16. Therefore, if Tr(\12?) is a bent function



42 3.5 Monomial bent functions and linearized polynomials

on Fys for some A1, then Trg()\lajg + )\25616) is a vectorial bent function for any As.
This does not contradict Theorem that only claims that the bent property of
Boolean functions is invariant under the addition of a linearized polynomial, whereas
the same addition may give rise to vectorial bent functions even though the monomial
itself does not have the vectorial bent property.

The Dillon exponent of the form d; = i(2¥ — 1), where ged(,2% 4+ 1) = 1, is of
particular interest since it is closely related to the results in the previous section.
In this case we would have 2/ = (i 4+ v)(2F — 1), implying that 22 — 1 is divisible
by 27, which is clearly impossible. Therefore, even though Tr’f()q:cdl) is bent for a
suitable A\; and the function Tr?()\lxdl +)\2x2‘7) is also bent for any Ay € L and j € Z,
we cannot represent these binomials in the binomial form discussed in the previous
section. Furthermore, since 2% is not a permutation we cannot apply Theorem

Similar arguments apply to the Kasami exponent d; = 2% —214-1, where ged(i, n) =
1, and furthermore ged(dy,2¥ — 1) = 1. However, it seems to be hard to find
suitable A\; and d; so that Tr?(Ajz%) is bent, furthermore satisfying the relation
2 =d; +v(2% —1).



Chapter 4

On Generalized Bent Functions
With Dillon’s Exponents

The art of doing mathematics
consists in finding that special case
which contains all the germs of
generality.

— David Hilbert

HE POSSIBILITY of constructing bent functions over fields with odd characteristic
T has been considered in this chapter. The existence of both single output and vec-
torial p-ary bent functions represented as trace multinomials with Dillon’s exponents
has been established. Also, a secondary construction of vectorial bent functions of
dimension n/2 is easily derived from the Maiorana-McFarland class of bent functions.

The main results are published in [2].

4.1 Introduction

While in the binary case and for n = 2k the bent property of monomials of the
form Tr7(az"2"~1)) and binomials Tr? (z2" ! +az" " ~1) were investigated in several
papers, generalized bent functions f : F,» — ), of the form Tr’f(Zle aix’"i(pk_l)),
p being an odd prime, were not analyzed previously. In particular, the construction
of vectorial (generalized) bent functions has not been addressed. In this chapter we
confirm that the conditions derived originally in [I05] are valid for multinomial trace
functions f : Fpn — F, with Dillon’s exponents, i.e., f(z) = Tri(>\_, azami D),
where p is an odd prime, n = 2k. The coefficients a; € Fy» and r; € N still need
to be specified so that f is bent. It is shown that the choice of a; and 7;, ensuring
that f is bent, is directly related to the image of the subset V. More precisely, f
is bent if and only if f(V) = (F,)*~! U {0}, which then gives us a possibility of
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specifying a; and r;. Here, (IF]D)J”I%1 denotes a multiset containing pF~—?

copies of I,
and V = {1,a,0?,..., ozpk} where « is a primitive element of F,». The existence of
bent coefficients a;,r; is confirmed by simulations using the above condition. It is
well known that for a prime p, the multiplicative group Fy» can be decomposed in the
Cartesian product Fy. = F;k x V, where V = {1,a,0?, ..., apk} and « is a primitive
element of [Fn.

The single output case of binomial trace functions with Dillon’s exponents can
be naturally extended to vectorial functions by considering the functions of the form
For(z) = Tri(3i_, a;z"P*=1)) instead. In this case, the condition that F is bent
is again given in terms of the image set of V, that is, F'(V) = F,x U {0}. Again,
a large number of vectorial bent functions could be found using the condition con-
cerning the image of V. In other direction, some secondary constructions of vectorial
bent functions of dimension k, derived from a famous Maiorana-McFarland class, is
proposed. Nevertheless, we leave as an interesting open problem the construction
of vectorial bent functions of dimension > n/2, since there is no evidence that such
functions actually exist, apart from those that from planar mappings [34] and are of
full dimension n.

4.2 Single output generalized bent functions

Let f(z) = Tri(>_, ai:r”(pk_l)), where n = 2k,a; € Fjn,1 < pF + 1. We show
that the necessary and sufficient conditions for the multiple trace function f(z) to be
bent are the same as originally derived in [I05]. To characterize the bentness of the
function f(z) we denote an exponential sum over the subset V' as,

p" .
B = Z wf(v) — Z wTT{l(ZE:I aiari(l’kfl)]). (4.1)

veV 7=0

Before we prove the main theorem we need the following preparatory results. Since
any = € F)» can be uniquely expressed as yv for y € IE‘;k and v € V, we have

F@) = flyo) = T (Y ailyo) @ =0) = e (3 ™ ® V) = f(v).
=1

i=1

Then, the Fourier transform can be computed as,
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FO) = Y W @TH00 211373 ol 60)-Tr 0w

x€F,n veV yE]F;k

14w ¥ ST (= 0wt )P )y)

veV ye]F;k

- 14 Z (p* — Dwf® — Z wf®)

vEV,)\v—i-()\v)Pk =0 vEV,)\v—i-()\v)Pk #0

= 1+pF > w0 =3 W), (4.2)

vEV, Av+(Aw)PF =0 veV

If A =0 then
FO)=1+(p" - 1)B. (4.3)

If A # 0 then we know the equation Az + AP"2P" = 0 has a unique solution in V', given
P41

by vy =A"ta 2 . By 1D we have

FA) =14 pkw/®) — B, (4.4)

Hence, the calculation of F()) is reduced to determining the exponential sum B.
The main result of this section is the following.

Proposition 4.2.1 The multiple trace function f(x) is bent if and only if B = 1.
PROOF. Assume B = 1. By equations (4.3) and (4.4)) we have

kol if X £0
o pw , 1
F(A) = { o FA—0 (4.5)

Thus f(x) is a regular bent function. The converse may be proved using exactly the
same arguments as in [L05]. For the reader convenience we repeat the proof. Assuming
that f(z) is a bent function, then |F(\)| = p* for any A € Fyn. Thus, if A # 0, by
eq. (2.19) we can suppose that F(\) = xwF1p” for some 0 < k; < p — 1. Then, let
Bi=Y, yw= Zf:_ol Nwt, where N; = #{v € V|f(v) =i} for 0 < i < p— 1.
Now, it is sufficient to prove

NQ*lZNl = ... = 1Vp1 :pk_l. (46)

Note that No + N1 +...+ Np_1 = pF + 1. Let ka2 = f(v)), then equation (4.4)) can be
written as
No— 1+ Niw + ...+ Ny 1Pt 4 pPuht — pFk2 = 0. (4.7)

Merging together similar items on the left side of above equation gives

ao+aw+ ...+ ap_lwp_l =0. (4.8)
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Comparing the sequence of nonnegative integers { Ny, N1, ..., Np—1} and the sequence
of integers {ag,a1,...,ap—1}, we know there are at least p — 3 indices 4 such that
a; = Nj, for 1 <i < p— 1. Therefore, using (/4.6

a0+a1+...—|—ap_1:(N0—1+N1+...+Np_1)ipk—pk:ipk.

Thus ag = a1 = ... = a,—1 = £p*~! since by Eisenstein’s criteria [31], P71 + ... +
z? + x + 1 is irreducible over the rational numbers, and by it is the unique
minimal polynomial of w over the field of rational numbers.

Assume that F(A\) = —wkpk. Then ap = a1 = ... = ap_1 = —p*~1 < 0, which
happens only when p = 3, otherwise there will be a negative IV; and in this case we
must have Ng = 1 —p*~! < 0 and N; = Ny = p* — pF~1, this further happens only
when k = 1.

Assume that F(\) = wkpk. Then ap = a1 = ... = ap—1 = p"~1. By relation of
two sequences we have k1 = ko, otherwise there is some 7 and a; > N; — 1 + p’C >
pF—1>pF 1t andag=No—1,a;, =N;for 1 <i<p—1.Thus Ng—1=N; = ...
Np_1 = pk_l.

In order to find alternative characterization for B = 1 from the equation (4.1f) we
notice that (4.6 implies the following.

Theorem 4.2.1 The function f(z) = Tri (i, a;z" P 1Y) s bent if and only if
F(V) = (Fp)* U {0},

k
Thus, the bent condition is equivalent to requiring that the sequence {g; }?zo defined

k .
by {g;}j— = Tr(>_, a;a”®* =17 is balanced (outputting each of the p values
equally) with a single zero value in excess.

Example 4.2.1 Forp =3 andn = 4 there are a lot of pairs (a,r) such that fq ,(x) =

Tr{‘(a;pk_l + ax’"(pk_l)) with Dillon’s exponents is bent. For instance, the function
fao(x) = Tri(x® + axl®) is a bent function and it holds Ng = 4, Ny = 3, No = 3. The
existence of bent functions of this form was also confirmed by computer simulations
(not only for binomials) for all prime p < 10 and even n < 12.

4.3 Vectorial (generalized) bent functions

We now consider multiple trace functions of the form F(z) = Tri (3 h_, a;a" (pk_l))
where n = 2k and find the necessary and sufficient conditions for F' to be vectorial
(generalized) bent function on .

Theorem 4.3.1 Let F(x) = Tri(3h_, aix”(pk_l)), where a; € Fpn,n = 2k €
N,ri < pF+1. Then, F is a vectorial bent function if and only if

ST WO =1 for all A € F,. (4.9)
veV
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PROOF. Assume that F is bent, and let A € F;k and g € Fyn. The extended Fourier
transform of F' is given by,

Foop = 3 WTHOF@)-Tr )

l‘G]Fpn

= 143 S WTHOF@) T )

veV uelf*,
P

_ 1+ZWT7'11“(/\F(U)) Z war?(;wu). (410)

veV uel*,
P

Especially, .
FA0) =14 —1) ) w0,
veV

Thus, the necessary condition that F' is bent is as follows,

ST WTHOFE) =1 for all A € F,.
veV

To show that the above condition is also sufficient we note that
T (o) = Trd (T (pou)) = Trd (uTrf ().

Then for Tr}}(pv) = 0 we have ZueF*k w=Tri(wvw) — pk 1 and -1 otherwise. Thus,
p

(4.10) can be rewritten as,

Fapu) = 1- Z WTTEOF@) 4 (pk — 1) Z WTTEOF®)
veV,Tri (1v)#0 veV,Tri (uv)=0
- 1— Z WITTAF@) 4 )k Z WTTEOF (@)
veV veV,Tri (puv)=0

But the kernel of the function T'r} is the subfield F,» and thus there is a unique v,
such that pv,, € Fx so we can write the last equation as,

./—"()\, [L) = 1- Z wTT}f(’\F(U)) —l—pkwTT}f(kF(”ﬂ))
veV
_ pkwTrlf()\F(vu))7
where we used (4.9). Thus, the condition given by (4.9) is also sufficient. [

The result of Theorem however does not specify the image set of F' restricted on
V. The following result gives the exact condition for F' to be vectorial bent function.
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Theorem 4.3.2 Let F': Fpn — ]Fpk such that

Z STITAF () 1, forall X e F;;k-
veV

Then there are exactly two values vo € V such that F(vg) = 0, and furthermore
F(V)=F, u{0}.

Proor. Let F*, = K* = {a(pkﬂ)i 4 = 1,...,p% — 1}. For simplicity denote
P
Vo= {v,v9, ., vpe b, K5 = {A1, A2, A1} and Tr¥(AF(v)) = Tr(AF(v)).

Now form a matrix

pk,

Tr(\F(v1)) Tr(AF(v2)) ... Tr(MF(vpry))
Tr(AF(v1)) Tr(XeF(v2)) ... Tr(AaF(vpryq))
Tr(hp 1F(01)) TrOve 1F(v3)) .. TrOve 1F(opes1))

Let us count how many times the element 1 € Z, occurs in the matrix. For a fixed
A; consider the row in the matrix indicated by A;. In the sum

S WTHOFO) 2,

veV

assume that Tr¥(AF(v)) = i for N; values v € V, and for i = 0,1,...,p — 1. Then
No+ Ni+...+ Np_1 = p¥ +1. But then Ny + Njw + Now? + ...+ Np_jwP~ ! =1 and
irreducibility of 1 + = + ... + 2P~! together with sums of IN; implies that Ny — 1 =
Ni=...=Np1 = pF=1. Thus Ny = p*~! and so value 1 occurs in each row pF—!
times and thus in the matrix exactly p*~!(p* — 1) times.

Let us now consider the columns of this matrix. Assume that F'(v;) # 0 for fixed j
and let A passes through K*. Then AF(vj) permutes K* and thus value 1 in the j-th
column is taken p*~! times. If F(v;) = 0 then all values in the j-th column are equal
to the zero. If h is a number of j € {1,2,...,p"+1} such that F(v;) # 0 we have that
1 occurs in the matrix exactly hp®~! times. Comparing this with result above when
we counted this number using rows we have hp*~! = pF=1(pF —1) and thus h = pF —1.
Hence, there are exactly two values v;,v; € V such that F(v;) = F(v;) = 0.

Assume that vy € V such that F(vg) = 0. Then the condition ), .y, wIrtAF (@) =
1, for all A € K* implies
Z WITTAF@) —

veV\{vo}

which actually means that F'(V \ vg) is a permutation of F,x, and thus we have
F(V)=F, u{0}. [ ]

Example 4.3.1 Let p = 3 and n = 4. There are a lot of pairs (a,r) such that, for
instance, F(x) = Try(x® + ax™8) is vectorial bent function. The function F(x) =
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Try(z8 + a*z32) is a vectorial bent function. The existence of bent functions of this
form was also confirmed by computer simulations (not only for binomials) for all
prime p < 10 and even n < 12.

4.4 Secondary constructions of vectorial (generalized) bent
functions

We notice that for p = 2 and n even the maximal dimension of the bent linear subspace
is n/2, see [T7]. That is, linear combinations of weight at most n/2 can be built so

that s1 fi; +...+5,/2fi, , is again a bent function for any (815--+,8p/2) € IF‘S/Z*, where
{fir,--, fin/Q} CA{fi, -, fn} It is well-known that such a bent function is vectorial
bent function. On the other hand, when p # 2 bent functions are closely related to
the concept of planar mappings (perfect nonlinear functions) [34] characterized by
the property that F'(z + a) — F(x) is a permutation for any nonzero a € Fy». Since
F' is planar if and only if all nonzero linear combinations of its coordinate functions
fi :Fpn = Fp, i =1,...,n, planar mappings naturally induce vectorial bent functions
of maximum dimension n.

These mappings are very rare and therefore to construct vectorial bent functions
of smaller dimension appears to be of interest as well. There are two well known
construction methods of designing bent functions. The first one is a direct sum
construction described as follows [54]. Let B, , denote the set of all p-valued bent
functions in n variables, that is,

Theorem 4.4.1 Let m,n be arbitrary positive integers and p be an odd prime. For
arbitrary functions g € By, and h € By, p, the function f(x,y) = g(x) + h(y) is a
p-valued bent function.

Furthermore, an analog of Maiorana-McFarland theorem [66] (related to Boolean bent
functions when p = 2) is also valid:

Theorem 4.4.2 Let n be even and p be an odd prime. Then,

flzyy) =z h(y) +g(y),

is a p-valued bent function, where g is an arbitrary p-valued function of n/2 variables,

and h is an arbitrary permutation of the set FS/Q.

Theorem allows us immediately to construct p-valued vectorial bent functions
F:Fy — IFZ/ % of dimension n/2 as follows.

Theorem 4.4.3 Letn be even and p be an odd prime. Let g; be an arbitrary p-valued
function of n/2 variables, g; Fgﬂ = Fp,i=1,...,n/2. If{a1,..., a2} is a fized
basis of Fn/2 considered as a vector space over Fy, define for x,y € IFZ/Q

hi(y) = aih(y),  filz,y) =x-hi(y) +gi(y), i=1,...,n/2,
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where h is an arbitrary permutation of IF‘;/ 2, and f; : Fy — Fy. Then, the function
F:Fp — FZ/Q defined by F' = (f1,..., fn/2), is a p-valued vectorial bent function.

PROOF. We have to show that s1f1 + ...+ s,/2/,/2 i again a bent function for any

(81,--,8p/2) € IFZ/Q*. Clearly, h;(y) = a;h(y) is a permutation so that f;(x,y) are
p-valued bent functions for i = 1,...,n/2. For any fixed (s1,...,5,/2) € FS/Q* we

have,

sifi+ ...+ spafnpe = si(x-arh(y)) +s191(y) + -+ sppa(T - anph(y)) + 5n/20n2(Y)
n/2

= s1(z-a1h(y)) + ...+ sp2(x - anph(y)) + Z 5i9i(y)
i=1

n/2
= (s101+ ...+ Spp20n2)7 - h(y) + Z sigi(y)-
i=1

Since s = s101 + ... + 8,202 # 0 for any (s1,...,5,/2) € FZ/Q*, then s1f1 + ...+
Sn/2fnja = s(@-h(y)+9'(y)), where ¢'(y) = s~ 1T sigi(y). Thus, F = (fi,..., fus2)
[ |

is a vectorial bent function.

Remark 4.4.4 The above proof can be fairly simplified by letting g; = 0 and defining
a bent function in the Maiorana-McFarland class as f(z,y) = Tr(azh(y)), f: F x
Fpe — Fpe. Since ah(y) is a permutation for any nonzero o € Fpr, this essentially
means that f(x,y) = azxh(y) is a vectorial bent function of dimension k.

The main problem in increasing the bent space lies in the fact that all known
approaches consider the isomorphism of F, x Fjx and F2 which then naturally
yield vectorial bent functions of dimension k. It seems that only planar functions give
rise to bent functions of maximum size n, and this important problem is left open.

Open Problem 4.4.1 Construct a set F = {f1,...,fr}, r > k, of bent functions
fi: szk — ), such that all nonzero linear combinations a1 fi1 + ...+ a, f, are bent.
In addition, the set F must not be extendable to give the components of some known
planar mapping.



Chapter 5

Designing semi-bent, disjoint
spectra and optimal plateaued
functions

Mathematics reveals its secrets only
to those who approach it with pure
love, for its own beauty.

— Archimedes of Syracuse

EVERAL INFINITE classes of semi-bent functions are proposed, where each class is
S characterized by either a different decomposition of such a function with respect
to the Walsh spectrum of its subfunctions, or by the method used for its derivation.
In particular, the exact count of the number of possibilities of decomposing bent func-
tions in a subclass of the Maiorana-McFarland class, whose dual is cubic into four
restrictions to (n — 2)—dimensional subspaces, is given. Due to the close connection
of semi-bent functions with disjoint spectra and bent functions, the former concept
is of particular importance. It is shown that in general disjoint spectra (semi-bent)
functions, commonly used in iterative constructions of cryptographically strong func-
tions, are not rare combinatorial objects. Hence, one can create a multiple branching
tree of the so-called optimal plateaued functions, which depending on the location
of zero values in their Walsh spectrum then give infinite sequences of highly resilient
optimal plateaued or semi-bent functions.

The main results are published in [IJ.

5.1 Introduction

There are a few methods of constructing semi-bent functions that can be found in
the literature. After their introduction [29] semi-bent functions have been partially
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treated in [107, [108] and later in [7, 27]. In [27], the quadratic case of both bent and
semi-bent functions has been addressed. An important contribution [8] to the even
case is the result relating the decomposition of bent functions to (n — 2)-dimensional
subspaces of F5. More precisely, the four restrictions to the cosets of the vector
subspace (a,b)’ are all semi-bent functions in (n — 2)-variables if and only if the
second order derivative DaDy(f) = 0, where f is the dual bent function of f. Some
classes of semi-bent functions were also derived in [I8, 93], but as pointed out in [22]
these methods only cover a small portion of this huge class of functions. Especially,
the method in [22] is particularly interesting since it combines two bent functions g
and h to construct a semi-bent function of the form f = g + h (where g belongs to
the partial spread class PS,, and h comes from the Niho class of bent functions).
It should be noticed that the location of zeros in the spectra of semi-bent functions
determines whether these functions possess some additional cryptographic properties
(such as balancedness, resiliency) or not. More results regarding of constructing semi-
bent functions can be found in [48| 67, [72] [73], [74], [99].

Here we provide several infinite classes of semi-bent functions whose design meth-
ods are essentially different. By employing some sufficient conditions (sometimes also
necessary) we specify explicitly two classes of quadratic and cubic semi-bent func-
tions. The decomposition of bent functions in a subclass of the Maiorana-McFarland
class to four (n — 2)-dimensional subspaces of Fj is also considered, and the exact
count of (n — 2)— dimensional spaces for which this decomposition gives either bent,
semi-bent or 5-valued spectra functions is derived. This result extends the initiative
taken by Canteaut and Charpin in [§] where only the non-existence results concern-
ing the decomposition into four bent functions were given for this class. Moreover,
a generic method of constructing pairs of so-called 5-valued spectra functions whose
concatenation then gives semi-bent functions is given.

In other direction, a simple result that provides a recursive framework of con-
structing disjoint spectra semi-bent functions is proposed. Based on that result,
some infinite classes of resilient Boolean functions, which belong to the class of op-
timal plateaued functions (not necessarily semi-bent due to high resiliency order),
with very high nonlinearity are exhibited. This result also answers an open problem
of finding the explicit form of suitable initial functions in the so-called direct sum
construction [I7]. Some of the functions belonging to these new classes could not be
obtained using the known methods without employing some exceptional instances of
Boolean functions found recently by computer search.

5.2 Constructing semi-bent functions

The well-known Maiorana-McFarland class of bent functions, denoted by M, can be
defined as follows. Let us, for n = 2k, identify F} with F§ x F5. Suppose 7 : F§ — F}
is a permutation and g € Bj. A function f : Fg X IF’QC — Fy defined by

fla,y) =z 7(y) + g(y), for all z,y € F, (5.1)
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is a bent function and it belongs to M, (cf. [36] [66, 85]). On the other hand,
if m: F3™" — F5, where r > n —r, a class of balanced (resilient) functions with
nonlinearity 2"~! — 27! can be derived, cf. for instance [78, 82, [87]. In particular, if
r =n/2+ 1 this construction yields the balanced (resilient) semi-bent functions with
nonlinearity 21 — 2/2. It should be noted that the degree of semi-bent functions
is upper bounded by n/2 for even n, and depending on the choice of 7 a varying
algebraic degree can be obtained (easily including the case deg(f) = n/2).

In what follows, we specify some classes of semi-bent functions derived from a
semi-bent 4-decomposition of bent functions. On the other hand, we also extend
the above observation (related to semi-bent functions in M) by providing a generic
method of constructing semi-bent functions in B,,, for odd n, from two 5-valued
spectra functions in B, _1.

5.2.1 Semi-bent functions from two bent functions

In [93], a sufficient condition on two bent functions g and h used in the construction
of semi-bent functions was given.

Theorem 5.2.1 ([93]) Let n be even, and suppose that f and g are two bent func-
tions in B,,. If there exists an a € FY such that Dyf(x) = Dgg(x) + 1, then the
function h(x) = f(z) + g(z) + Do f(z) + Do f(x)g(z) is a semi-bent function in even
number of variables.

This condition immediately implies the possibility of constructing infinite classes of
semi-bent functions using known classes of quadratic bent functions [27, 93]. Notice
that all quadratic bent functions are affine equivalent to the canonical form given by

Z?ﬁ X2—1T25-
Theorem 5.2.2 Let g € 9B, with n even, be a quadratic bent function of the form
g(z) =31, bixi+21§i<j§n ¢ jxixj, for suitably chosen b;,c; ; € Fo. Define f € B,
as f(z) = g(x) + > 1 | cyx;, where oy € Fo. Then, if a € FY is such that a - o = 1,
the function

h(z) = f(z) + 9(x) + Do f(x) + Do f(x)g(2), (5.2)

s a quadratic semi-bent function in B,.
PROOF. Let I(z) = )" | a;;, then for a = (a1, ..., a,) € FY,
Dy f(x) + Dog(x) = Dyl(z) = ajay + . . . + apay,

and since a - a = 1, then D,f(x) + Dog(x) = 1. It remains to show that h is a
quadratic semi-bent function. Notice that fg(z) = [g(x)+1(z)]g(x) = g(z)+1(z)g(x)
(since in the Boolean ring g(z)g(z) = g(x)). Now, the functions f(z) + g(x) = I(z)
and D, f(x) are affine so the degree of h is given by

deg(Daf(x)g(x)) = deg[Da(g(x)) + Da(l(z)g(x))]-
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It is enough to show that deg[D,(I(z)g(z))] = 2, which is straightforward. |

Another related approach, though without restriction on the degree of a single bent
function used, is given by the following result.

Theorem 5.2.3 Let f € B, n even, be a bent function and define g(x) = f(xr +
a) +a-x, where a-a=1. a,a € Fy. Then,

hz) = f(z) + g(z) + Daf(2) + Do f(z)g(x) (5.3)
s a semi-bent function.
PrOOF. Obviously, g is also a bent function and
gx+a)=flz)+a-z+a-a. (5.4)
We have
Dof(z) + Dag(z) = [f(z)+ flz+a)]+[g9(z) +g(z+a)
l9(x) + f(z + a)] + [f(z) + g(z + a)

a-r+a-r+a-a

= a-a=1.

By Theorem[5.2.1] h(z) = f(z)+g(z)+ Do f(z)+ Dof (x)g(x) is a semi-bent function.
|

Open Problem 5.2.1 Find other examples/classes of bent functions g1, go satisfying
Dagi(z) = Daga(z) + 1.

5.2.2 Semi-bent functions through bent 4-decomposition

The 4-decomposition of a Boolean function f(x) € 9B, is a decomposition of f into four
subfunctions defined on the four cosets of some (n — 2)-dimensional linear subspace
[8]. More precisely, for nonzero a,b € Fy this (n — 2)-dimensional subspace is defined
as (a, b)J-, where the dual of a linear subspace V' C %, denoted by VL, is defined as
Vi={z €Ty :VyecV,z-y=0} Let (f1, fo, f3, f1) be such a decomposition, that is,
f1,-- -, fa are defined on the four cosets 0+(a, b)*, a+{a, b)*, b+{a, b)*, (a+b)+{a, b)*,

respectively. We say that it is a bent 4-decomposition when all f;,© = 1,...,4, are
bent; a semi-bent 4-decomposition when all f;,7 =1,...,4, are semi-bent; a 5-valued
4-decomposition when all f;;i = 1,...,4, are 5-valued spectra functions.

Another approach of deriving semi-bent functions on Fgfz is directly related to
the decomposition of bent functions in B, to (n — 2)-dimensional subspaces of Fj
of the form (a,b)", through the conditio that D,Dpg = 0 for a bent function

!For shortness, we sometimes use the notation D, f instead of more correct D, f(z).
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g € F} and its dual g [8]. Therefore, if ¢ is quadratic then D,Dyg = 0 or 1 since §
is also quadratic, hence it is relatively easy to find a,b so that D,Dpg = 0. Notice
that if D,Dpg = 0 for a = (1,0,0,...,0) and b = (0,1,...,0), we get a standard
decomposition of g as a concatenation of four semi-bent functions fi,..., f1 € IF;_2
defined on the subspaces F3_2 x (€1,€2), for €1,e9 € Fy. Since ¢ is quadratic then
deg(f;) <2, and furthermore each f; must be quadratic.

Nevertheless, a more interesting case arises when non-quadratic bent functions
are regarded, since the degree of their dual bent function is not known in general, see
e.g. [8]. Let us consider a class of bent functions g, : For X For — Fy in M given
by its trace representation

ga,'y(x, y) = Tr(aa;“’y), T,y € F2k7 (55)

where for n = 2k we must necessarily have ged(y,2F — 1) = 1 so that 27 is a permu-
tation of Fqyr, cf. equation . Then, g, is cubic if and only if wt(y) = 2, where
wt(7y) is the Hamming weight of v (using its binary representation). The dual g, of
the bent function g, is [36]

Gar(z,y) = Tr(ﬁ:z:y‘s), for all z,y € Fox, (5.6)

where v§ = 1 (mod (2¥ — 1)) and 8 = a~9. Then, by imposing the condition that
DyDyga = 0, the 4-decomposition gives four semi-bent functions f1,..., f4 defined
on the cosets of V = (a,b)* for some nonzero a,b € Fyr X For; DyDpga~ = 1 gives
the 4-decomposition for which fi,..., f4 are bent; otherwise, if D,Dygq # 0,1, the
decomposition yields four 5-valued spectra functions whose concatenation (of two
functions) then gives a semi-bent function on 95,,_1.

Theorem 5.2.4 Let n = 2k, and g1~ : For X For — Fa in M be given by its trace
representation
gl,’y(xa y) = TT($7y)7 fOT all T,y € Fka (57)

such that § = 2141, where v6 = 1 (mod (2% —1)) and gcd(i, k) = e. Let (a,b), (c,d) €
For x For be two non-zero distinct elements, V- = ((a,b), (¢,d)) and (f1, f2, f3, fa) be
the 4-decomposition of g1, with respect to VL. Then

1) b=d =0 implies (f1, fa, f3, f1) is a semi-bent 4-decomposition.

2) Furthermore, (f1, f2, f3, fa) is a 5-valued 4-decomposition if and only if any one
of the following is true:

(a) a#0,b=0,d#0 and a ¢ d_(2i+1)}F§e;

(b) c#0,d=0,b%#0 and c ¢ b~ Z+VF3, ;

() a#0,b#£0,d#0,b=d and a ¢ dF+VF}.;

(d) a#0,b40,d#0,b+#d and, d ¢ bF. or (ab~'d+c) ¢ b= +DFy.
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PRrROOF. The derivative of the function g; , with respect to the 2-dimensional subspace
V = ((a,b), (c,d)) is

Dvglﬂ(% y) = D(C:d)D(a,b)gly’Y(x’ y) = D(c,d)D(a,b)Tr($y2i+1)
= Tr(((ad + cb) + (ad” + b )* )y ) + Tr((bd” + ")) (5.8)
+Tr(ad? )+ P ) £ Tr((a+ 0 + ).

We have to characterize all the 2-dimensional subspaces of For X Fqr with respect to
which the function g, has either zero or non-constant derivative.
If b =d =0, then D 4 D4p)91+(7,y) = 0 for all z,y € Fox, which corresponds
to a semi-bent 4-decomposition. - _
Ifb=0and d # 0, then D¢ gD (a0 91~ (2, y) = Tr((ad+(ad® )* )y* )+ Tr(ad* 1),
which is not constant if and only if

ad + (ad®)? #0,
i.e., ad+ a2 d*" #£0,
i.e., PRV L # 1, since d # 0 and a # 0,
i.e., (ad2i+1)2i71 # 1,
ie., ad®*! ¢ 5., where ged(i, k) = e.

Therefore, if b = 0 and d # 0, then D, gD, )91, is not constant if and only if
a ¢ d*(2i+1)IF§e. From symmetry, we have if d = 0 and b # 0, then D, 4D q )91,y is
not constant if and only if ¢ ¢ b~ TVF;, .

If b# 0 and d # 0 and b = d, then V = ((a,b), (¢,d)) = ((a,0), (¢,d)). Therefore,
D (¢,0yD(a,p)91,y is not constant if and only if a ¢ d-+DFs,.

Ifa#0,0#0,d#0,b#d, then D(.q)D )91, is not constant if and only if, ei-
ther bd +b2'd # 0 or ad+cb+ (ad® +cb* )2 # 0. Tt is to be noted that bd? +b2'd #£ 0
implies d ¢ bF5.. If bd® + %' d = 0, then there exists p € Fi. such that d = ub. By
[42, Theorem 4] ad + cb + (ad? + cb*)? # 0 if and only if (ap +¢) ¢ b= +DFy. W

Corollary 5.2.1 Let g1 : For x For — Fy be given as in Theorem where
n=2k. Ifb=d=0¢cTF%, anda,c € F5 such thata = (1,0,...,0), c = (0,1,0,...,0),
then the functions g;, i = 1,...,4, defined on the four cosets of V. = {((a,b), (c,d))*
are semi-bent functions g; : Fgﬁ — [Fy.

PRrROOF. The statement follows directly from the proof of Theorem [5.2.4] and using
the isomorphism between the vector space IFIQ€ and the field Fox in the definition of V.
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Open Problem 5.2.2 Specify (a,b), (c,d), using the condition in Theorem m
so that a usual decomposition into four 5-valued spectra functions is obtained, i.e.,
fi,..., f1 should be defined on FSL*? X €1 X €9, for e, €9 € Fo.

Now we specify the exact count of the number of bent, semi-bent and 5-valued 4-
decompositions of the function g;,. This result extends the initiative taken by
Canteaut and Charpin [8, Section VII B], where only the impossibility of bent 4-
decomposition for certain g; , was given. Before proving the main result we first give
one preparatory result.

Lemma 5.2.5 Let n = 2k be even, and define g1,(x,y) = Tr(x"y), where v6 =1
(mod 2% — 1), for § =21 + 1. If ged(i, k) = e, then % is an odd integer.

PROOF. Since ged(i, k) = e, we can write k =k - e, ¢ = i1 - e, where ged(k,71) = 1.
For § = 2! + 1, the condition

(21¢+1)=1 (mod 2F1¢ —1), (5.9)

implies that ged(21¢ 4+ 1,2F¢ — 1) = 1. On the other hand, it is well-known that

ged(20€ 4 1,2F€ — 1) = 1 if and only if W = g is an odd integer. [ |

Theorem 5.2.6 Let n = 2k, and g1 : For X For — Fo in M given by its trace
representation
giy(x,y) =Tr(x"y), for all x,y € For, (5.10)

such that 6 = 2° + 1 where v6 = 1 (mod 2F — 1) and ged(i, k) = e. Let (a,b), (c,d) €
For X For be two non-zero distinct elements, V= ((a,b), (¢,d)) and (f1, f2, f3, f1) be
the 4-decomposition of g1, with respect to VL. Then 91,y has altogether

2k+671(2k _ 1)(2871 _ 1)

ahte=2(2F — 1) + 3

bent 4-decompositions,

(2k _ 1)(2k—1 _ 1) 2k+e—1(2k _ 1)(26—1 _ 1)
3 + 3

2k—l(2k _ 1)(26—1 _ 1) +
semi-bent 4-decompositions and the rest are 5-valued 4-decompositions.

PROOF. As before, the derivative of the function g, = Tr(zy?®) with respect to the
2-dimensional subspace V = ((a, b), (¢,d)) is

Dy g1~(2,y) = Die.ayDapyd1~(,y) = Die.ay Diapy Tr(zy® ™)
=Tr(((ad + cb) + (ad® + cb® )2 )y?) + Tr((bd* +b*d)z)  (5.11)

+ Tr(ad® ! + bt + Tr((a + ¢)(bd® + b2 d)).
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If b=d =0, then D g D)1 (z,y) = 0 for all (z,y) € For X For. The total
number of distinct 2-dimensional subspaces of the form V = ((a,0), (¢, 0)) is

(2F —1)(2F-2) (@2F-1)(@2F1-1)

6 3

This contributes to the count of semi-bent 4-decomposition.
If b=0 and d # 0, then
D(c.ayD(a,0)91~(7,y) = D(c,d)D(a,o)T_T(nyT%l) | (5.12)
=Tr((ad + a* d*" V) + Tr(ad* ).
The second-derivative D q)D(q,0)91,y is constant if and only if ad + a2 ' = 0, that
is, if and only if ad* *! € Fj, where e = gcd(i, k). For ad**! € Fj. and since by
Lemma % is odd, we have

Tr(ad**') = Tr$(TrF(ad®+1))
= Tr§(ad? ' TrE(1)) = Tr§(ad® ! - 1) = Tr§(ad® ).

Thus, there are 2¢~! choices for ad? T € 5. such that Tr¢(ad?+!) =1 and 2¢71 — 1
choices so that Tr¢(ad* 1) = 0.

This implies that given any a € F7, there are 2¢=1 and 2¢7! — 1 choices of d so
that Trf(ainH) is equal to 1 and 0, respectively. The element a € F7, can be chosen
in 28 — 1 ways, ¢ € For can be chosen in 2¥ ways. Therefore, considering the fact
that ((a,0), (¢,d)) = ((a,0), (a+ ¢,d)) for any choice of a, c,d, we infer that the total
number of distinct 2-dimensional subspaces of the form V = ((a,0), (¢,d)) on which
vaqil’»y =1is

2k(2k _ 1)26—1
2
whereas the total number of distinct 2-dimensional subspaces of the form V' = ((«a, 0), (¢, d))
on which Dy g; =0 is

— 2k+€—2(2k‘ _ 1)7

- 1)
2

(2F —1)(2¢7t —1).

Finally, consider the case b # 0, d # 0 and b # d. In this case D . 4)Dq)91.~(7, )
is constant if and only if

(ad + cb) + (ad2i + chi)Qi =0 (5.13)

and , 4
bd* +b*'d = 0. (5.14)
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If bd? +b2'd = 0 then d = db where & € Fj. \ {1}, and the second-derivative takes the
form

Dy gi1~(x,y) = D(e.yDiapy 1 (®,y) = Die.ayDiapyTr(zy* )
= Tr(((ad 4 cb) + (ad® + cb*)?)y?) + Tr(ad* T + cb* ).
Putting d = b in (5.13) and referring to the Proof of [42, Theorem 4] we obtain

(5.15)

5/
C:CL(S—FW, (516)
where &' € Foe. Note that a can be chosen in 2% ways, b in 28 — 1 ways , d in 2¢ — 2
ways and ¢ in 2¢ ways and each 2 dimensional subspace has 6 distinct bases satisfying
the same conditions. Thus the total number of distinct 2-dimensional subspaces on
which the second-derivative is constant is

okte(2k _1)(2¢ - 2)

5.17
- (517)
If the above conditions are satisfied for (a,b), (¢, d), then
DieayDandiy(®,y) = DayDiapTr(zy* )
= Tr(ad** 4 cb* 1)
= Tr(ab®t'5(5+ 1)) + Tr(8). (5.18)

Given any choice of a, b # 0, d # 0 and b # d we have a fixed value of § €
Fi. \ {1}. To choose ¢, we are allowed to vary ¢’ over Fyr. Thus by the
second-derivative D . 4D q )91, is 0 exactly 2¢~! times when c varies over Fo, and
a,b,d are fixed. Referring to , we infer that the the second-derivative is 0 (a
semi-bent 4-decomposition) exactly over 2“871(2]66_1)(26_2) distinct subspaces of di-

mension two. The second derivative is 1 (a bent 4-decomposition) over the remaining
2kte—1(gk_1)(2¢—2)
6

subspaces, and the result follows. [ |

Remark 5.2.7 The special case ged(i, k) = e =1 1in Theorem implies that there
are no bent 4-decompositions, which is actually Corollary 6 in [8] valid for odd k > 5.
Notice that for k = 3 there are bent 4-decompositions as illustrated in Example

Example 5.2.1 Let n = 2k = 6, and consider the case i = 2 so that ged(i, k) =
ged(2,3) = 1. Thus, § = 5 and v = 3, so we consider the j-decomposition of
g13(z,y) = Tr(z3y). In total, there are 651 distinct 2-dimensional subspaces. Then,
in accordance to Theorem[5.2.6}, there are 28 subspaces that gives a bent 4-decomposition,
7 subspaces correspond to semi-bent 4-decomposition and the remaining 616 sub-
spaces correspond to a 5-valued 4-decomposition, which was also confirmed by com-
puter simulations. In particular, the second derivatives Dy g 3(z,y) correspond-
ing to 616 subspaces V' for which Dy gi3(xz,y) # 0,1 are always balanced, that is,
wt(DVal,g) =on-1
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5.2.3 Semi-bent functions from 5-valued spectra functions

We notice that for odd n, semi-bent functions, when viewed as concatenation of two
functions on B,,_1, must be of the following forms:

1. concatenation of two bent functions;
2. concatenation of two disjoint spectra semi-bent functions;
3. concatenation of two functions with 5-valued spectra.

In what follows, we give, for even n, a generic method of constructing pairs of 5-
valued spectra functions in B,,, whose concatenation yields a semi-bent function on
B,+1- This method is a special case of a much wider framework of generalizing the
Maiorana-McFarland class [I03]. A recursive method of constructing pairs of disjoint
spectra semi-bent functions in higher dimensions by using a pair of disjoint spectra
semi-bent functions from a smaller space will be given in the next section.

Theorem 5.2.8 Letn be an even positive integer. Let AUB = Fgm_l with ANB = 0,

|A| = uy and |B| = ug. Let CUD = ]F'g/2 with C N D =0, |C| = us and |D| = uy.

Furthermore, let B' = B x Fy, C' =y x C, and suppose that u1 < ug and 2us = uy.

Let v = (x1,...,xy,) and define two injective mappings ®1 and ®o from A to C'
satisfying,
{@1(x1,.. . wn_y) | (21, 22_y) € FyP71
N@a(1,... .22 1) | (21,...,2_1) € Fy* 7'} =0 (5.19)

Let Wy and Wy be two bijective mapping from B’ to D. We define two n-variable
functions as follows:

gl(x): @1(1'1,...,.7]%_1)'(1’%,-..,33“), if (‘xla"wx%—l) €A (520)
\I/l(l’l,.. .,x%_l,x%) : xg_H,. . .,Z‘n), if (:cl,... ,x%_l) €B
and
QQ(I): <I>2(m1,...,x%_1)-(x%,...,xn), if (.'731,...,I%_1) €A (5.21)
Uy (x1,... ,x%_l,x%) . (m%_ﬂ, cey Ty, if (21, ... ,x%_l) €B

Then, g1,g2 € By, are two 5-valued spectra functions, and furthermore

f@,2n41) = (1 + 2p41)91(2) + Ty 192()

s a semi-bent function on Bpi1.
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PROOF. Let a = (af,ap ;) = (@1,...,a,) € Fy, where o] = (a1,...,0q;) and
af . = (t1,...,05). In the same way we denote x = (24,2 _.). The Walsh

transform of g;(x),i = 1,2 at « is computed as

Wy (a) = Z(_l)gi(:c)—i-a.x

z€Fy
= Y (-pm@rery Nt (Cpm@ter o (599)
mEAXF;NH a:eB’xIF;/Q
Note that
Z (—1)gi(z)+a'$ = Z (—1)@(mi‘b/?*l)'xx/%l*a;/%l'x%/2—1+a§§/2+1‘z§i/2+1
xeAxF;/Q'H xGAXF;/Q'H
= Z (_1)%/2_1'%/2_1 Z (—1)(@i($;1/2—1)+ag/2+1)'$g/2+1
/21 €4 o eFy />t
_ ) E e (a) ) exists (5.23)
0, otherwise '
Similarly,
. -1 .
Z (—1)(@)tas _ +27/2if U (aZ/Q) exists (5.24)
0, otherwise
zeB'xFy/?
Since ANB = and C N D = (), we have
S (e 37 (e g,
a:EAxIE‘;/”l IEB’X]F;/2
Therefore,
W, (a) € {0, £27/2, £27/241, (5.25)

which means that g; are 5-valued spectra functions.
Then, for € € Fy, we have

Wie,e) = Y (=)flmnmtEa) )
(€nt1,2)€FY
= Z (—1)(1+$n+1)'91($)+$n+1‘92(I)+5'xn+1+o¢.x
(xn+1ﬂQ€Fg+1

= Z (_1)91(I)+0¢‘x+(_1)5 Z (_1)92(x)+o¢~a:

mEFS mE]FS”
Tp41=0 Tp41=1

= Wy (@) + (~1 Wy (a). (5.26)
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Since
{®(a! ) | @pja1 € Fo/2 1 0 {®y( ) | Zpja 1 € Fo/2 1y =,

Tn/2-1 Tn/2-1

we must have

Yo (pa@rer. 3T (cpe@ter =g, (5.27)

ceAxF)/>H! ceAxF)/>H!

If W,,(a) = £2"/2F! then Wy, (a) = 0 and if Wy,(a) = +2V/2%! then W, (a) = 0.
Therefore, when OéZ/2+1 € {CI)i(a;L/Z_I) ] a;/2_1 € A, i = 1,2}, implies that

Wy(e, ) = £2M/2HL (5.28)
In a similar way, when oz;;/Q € {\Ifi(oz;l/Q) | 04;/2 € B', i =1,2}, implies that
Wi(e,a) = £2M2 4 (=1)5(£2"/2) € {0, £2"/2*1}. (5.29)

Except for the cases above, we always have Wy(e,a) = 0, which together with the
equations (5.28) and (5.29) proves that f is a semi-bent function. |

Example 5.2.2 Let us consider the construction of a semi-bent function on ]Fg, i.e.,
n = 6. Let A = {(0,0),(0,1)} and B = {(1,0),(1,1)} such that AU B = F% and
ANB=10. Let

¢ = {(0,0,0),(0,0,1),(0,1,0),(1,0,0)},
D = {(0,1,1),(1,0,1),(1,1,0),(1,1,1)},

such that CUD =TF3,CND =0 and |D| = 2|B|. Let B' = B x Fy and C' = Fy x C.
We now specify two injective mappings ®1,®s : A — C in the following way

@1((0,0)) = (LOaOv 1)7 q)l((oa 1)) = (1a 1a0a0)7

and

(I>2((070)) = (1,0,1,0), (I)2((071)) = (1,0,0,0)-
Define two bijective mappings W1, ¥y : B’ — D in the following way

\I’l((LO?O)) = (1307 1)7 \1’1((170> 1)) = (13 130)7
\Ijl((lv 1’0)) = (13 L, 1)7 \Ijl((l’ L, 1)) = (07 L, 1)a

and
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Then g1 can be partially specified as follows

91(0,0,X1) =23 + 26, 91(0,1,X1) =23 + 24, if (z1,22) € A
gl(l,0,0,XQ) = T4 + Z6, gl(l)ov 17X2) = T4 + x5, if (561,.132) S B
91(171507X2) :.’E4+$5+$6, gl(l)l)l)XZ) :$5+$6, if (CC],.’ITQ) S B

where X1 = (x3,24,x5,26) and Xo = (x4, x5, T¢).
Similarly, ga can be partially specified as follows

92(0,0,X1) =23 + x5, 92(0,1,X1) =3, if (w1,20) €A
91(1,0,0,X2) = x4+ x5, ¢1(1,0,1,X9) = x4 + 5 + 26, if (x1,22) € B
91(1,1,0, Xo) = 25 + 26, g1(1,1,1,X0) = 24 + x¢, if (v1,22) € B

The functions gi1,go € Bg are completely specified, and they are 5-valued spectra
functions, i.e., W, (o) = {0,£8,£16}. Consequently, the function f = (1+x7)g1(x)+
x7g2(x) is a semi-bent function on Br.

The above construction gives an explicit method of constructing a large class of
semi-bent functions explicitly. Assuming that |A| = |B| and |C| = |D| in Theo-
rem which stands for the largest portion of the functions in this class, a lower
bound on the cardinality of this class of semi-bent functions is estimated below.

Proposition 5.2.1 The cardinality of this class of semi-bent functions in B, given
mn Theorem denoted by BB, is lower bounded by

#8958 > 9% S x (2271)?

PROOF. Assuming that |[A| = |B| = 2272 and |C| = |D| = 227!, we clearly derive
a lower bound. The first factor counts for gg and g1, and the mid term refers to the
number of possibilities to inject two sets of cardinality 222 into a set of cardinality
2/2 The last term counts for the number of ways of defining two bijective mappings
W, and Wy over the sets of cardinality 251, [ |

5.3 A recursive construction of disjoint spectra functions

Recently, a recursive method for constructing a pair of resilient (n + 4, m + 3,n —
m, 273 — 2m+4) optimal plateaued functions from a pair of (n,m,n —m — 1,271 —
2m+1) disjoint spectra optimal plateaued functions has been proposed in [43]. This it-
erative method generates the functions with relatively large order of resiliency, though
it only gives one infinite sequence of resilient optimal plateaued functions. Notice that
for m = | §] — 1 such an m-resilient function is essentially a semi-bent function. The



64 5.3 A recursive construction of disjoint spectra functions

modified version of Tarannikov’s construction [96], described in [82], proposes a con-
catenation based iterative method for constructing an (n+3, m+2, n—m, 272 —-2m+3)
function in desired form (a function f is in a desired form if it is in the form
f = 1+ z,)f1 + xnf2, where fi, fo are two (n — 1,m,d — 1, —) functions, which
is equivalent to the condition that f; and fo are disjoint spectra functions [82]) from
one (n,m,n —m — 1,271 — 2m+1) function in desired form. Both these construc-
tions have optimal parameters, but due to a relatively large increase of resiliency
these sequences may only give semi-bent functions in the first, respectively in the
first two steps of iteration. Notice that for odd n, if fi, fo € 9,1 are disjoint spectra
semi-bent functions with Wy, € {0, :I:QnTH}, then we have Wy € {0, :EZnTH} as well.

In this section, we consider iterative methods for constructing disjoint spectra
functions. Firstly, we give an infinite sequence of pairs of optimal plateaued disjoint
spectra functions, and then consider a suitable modification in order to generate an
infinite sequence of disjoint spectra semi-bent functions.

5.3.1 Disjoint spectra functions

Our main result of this section given in Theorem m (see bellow), in contrast to
the above methods [43, [82], allows us to generate optimal plateaued functions for
an arbitrary increase of the variable space k£ > 1, and with a controllable increase
of resiliency so that an infinite sequence of semi-bent functions can be generated
iteratively. It is a consequence of the following simple result which allows us to
generate disjoint spectra functions iteratively regardless of the choice of concatenation.

Proposition 5.3.1 Let fy,g0 € B, be a pair of disjoint spectra functions, and let
the functions

Fz,y) = fox) +s(y) and  G(z,y) = go(x) +i(y),

where s,t € By, be arbitrary k-variable Boolean functions. Then, F(x,y) and G(x,y)
are disjoint spectra functions.

PROOF. Let w = (wy,w2) € ]Fg”rk, where w € Fy and wy € ]F”QC Then, we have

Wr(w) = Z (_1)F($7y)+w‘($7y) — Z (_1)f0(9ﬁ)+w1~x Z (_1)8(y)+w2~y

(o.y) €+ = yeFs

= Wyy(w1)Ws(wa).

Similarly, Wg(w) = Wy, (w1)Wi(w2), and thus Wg(w)We(w) = 0, since Wi, (w1) Wy, (w1) =
0 holds for any w; € Fj. [ |
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Theorem 5.3.1 Let fo, g0 be a pair of (n — 1,m,n —m — 2,272 — 2m+1) optimal
plateaued functions with disjoint spectra. Then for any i = 1,...,k, the functions f;
and g; defined by,

fi=xn+fo, fo=a2ni+f1 000y o= Tpgk + ot
g1 =2%p+ 90, 92 =7Tn+1+91, ---, Gk = Tnik + gk—1

are a pair of (n+i—1,m+i,n—m — 2,272 _2m+i+ly ontimal plateaued functions
with disjoint spectra. Moreover, the function h; = (f; + gi)Tn+i + fi is an (n+1i,m +
i,n —m — 1,20t ombitly ontimal plateaued function.

Proor. Note that the functions f; can be written as

fi=xn+fo, fo=2p1+fi =21 tTn+fo,. s fi = Tngic1 FTnpi2+. .2+ fo.

Also, ¢; = Tpti—1 + Tpyi—2 + - .. + Tn + go- The functions f; and g; are two partially
linear functions with order of resiliency m + i [106]. By Proposition fi and g;
are pair of disjoint spectra functions. Obviously, the function h; = (f; + ¢i)Tnti + fi
is an (n +i,m +i,n —m — 1,27+=1 _ 9m+i+1) optimal plateaued function.

The above theorem provides a recursive method so that the number of vari-
ables increases by one in each step. For instance, starting from two (6,2,3,24)
disjoint spectra semi-bent functions, this method generates an infinite sequence of
(T+k,2+k,4,27TF=1 _22+k+1) gptimal plateaued functions, for k > 0, i.e., the func-
tions (7,2,4,56), (8,3,4,112),(9,4,4,224),(10,5,4,448), (11,6,4,896),.... There-
fore, a single infinite sequence of optimal plateaued functions is obtained. Note that
the first two functions in the above sequence are actually semi-bent functions.

Nevertheless, if we would like to increase the degree in the proposed construction,
then we may use the modified version of Tarannikov’s construction in the first step and
proceed with our method so that (10,4, 5,480), (11,5, 5,960), (12,6, 5, 1920), ... opti-
mal plateaued functions are obtained, where the first function is actually semi-bent
function. In the same way our method can be interchanged with the concatenation
method in [43] resulting in functions with slightly different (but again optimal) pa-
rameters due to the recursion specified through (n + 4, m + 3,n — m, 273 — 2m+4),
Indeed, the second function in this sequence [43] is a (15, 8, 6, 15872) function obtained
from (11,5,5,960) (which is in turn obtained from a (7, 2,4, 56) function). If we adopt
the (10,4, 5,480) semi-bent function as initial function, which is a concatenation of
two (9,4,4,224) disjoint spectra functions, then proceeding the iteration with our
method we would get a (15,6, 6, 16128) semi-bent function. This 6-resilient Boolean
function has nonlinearity 16128 and the same degree as the (15,8, 6,15872) function
generated using the method in [43], so that the lower resiliency (but still moderate
and acceptable in most applications) is traded-off against higher nonlinearity.

Consequently, a multiple branching tree of disjoint spectra optimal plateaued func-
tions can be generated from a single pair of disjoint spectra functions.
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5.3.2 Disjoint spectra semi-bent functions

In contrast to the case n is odd, if n is even a semi-bent function on [} cannot be
viewed as a concatenation of two disjoint spectra semi-bent functions.

Proposition 5.3.2 Let n be even and consider any semi-bent function f € B, so
n+2

that W € {0, :|:2%}. Then, f cannot be decomposed into a pair of disjoint spectra

semi-bent functions.

PROOF. Let f = x,(9 + h) + g, where g, h € B,,_1, and let
G={w|W,(w)=0,weFy 1}, H={w|Wy(w)=0weFi '}

Then, if g and h are a pair of disjoint spectra functions, we must have |G|+|H| > 2"~
for Wy(w)Wi,(w) = 0 holds for any w € Fy~!. This implies that either |G| > 2"2 or
|H| > 2""2, and by Parseval’s equation (which claims that ZweF;l* WZ(w) = 22(n=1)

and Ewng—l W2 (w) = 2%"=D) either g or h is not a semi-bent function. |

For the convenience of the reader we recall the so-called modified version of Taran-
nikov’s method [82].

Proposition 5.3.3 ([82]) Let f be an (n,m,d,Ny) function in the desired form,
where f1, fa are both (n — 1,m,d — 1,—) functions. Let F = xp19 + Tpni1 + f and
G = (1+zpio+2nt1) fi+ (@ns2+2ng1) fotwnyota,. Then, H = (14xp43)F4+2,13G
is an (n+ 3,m +2,d + 1,2"" + ANy) function in the desired form.

Theorem 5.3.2 Let F,G € B2 be a pair of (n+2,m+2,n —m — 1,271 — 2m+3)
optimal plateaued functions with disjoint spectra constructed by means of the modified
version of Tarannikov’s method. Then, for x € FZ“ the functions

T(z,Tni3, Tnts) = TpisTpiqa + F(2) (5.30)
R(z,pn43,Tnta) = Tpis3Tpia + G(x) (5.31)

are a pair of (n +4,m + 2,n —m — 1,273 — 2m+4) disjoint spectra functions.

PROOF. 1t is easily verified that the concatenation of the form (1 + z,4+3)F(z) +
Tpi3F(x) = F(z), is an (n + 3,m + 2,n —m — 1,272 — 2m+4) function, and the
concatenation of F' and its complement F is an (n+3,m +3,n —m — 1,272 — 2m+4)
function. Since the ANF of T is x,13T,+4 + F, and the above concatenations are
disjoint spectra functions, the function T is an (n +4,m +2,n —m — 1,2"+3 — 2m+4)
function.

In the same way, we obtain R is an (n 4 4,m + 2,n —m — 1,273 — 2m+4) function.
By Proposition we deduce that T and R are disjoint spectra functions. [ |
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Corollary 5.3.1 Let T, R € By14 be defined as in Theorem[5.3.9. Then the function
H = (T + R)xpy5+T is an (n+5,m + 2,n —m, 2"t — 2m+4) function.

PROOF. Since max, |Wr(w)| = max, [Wg(w)| = 2™, and the two spectra are
disjoint, then max, |Wy(w)| = 25, Thus, Ny = 2""* — 27+ The ANF of H is
(F+G)xnys + F + op 432044, and hence H is an (n +5,m + 2,n —m, 2nT4 — 2m+4)
function. [ |
Another consequence of Theorem is the following corollary that concerns disjoint
spectra semi-bent functions.

Corollary 5.3.2 Let n be even and F,G € B, be a pair of (n,m,n —m — 1,21 —
2m L) disjoint spectra semi-bent functions. Then, for x € F% the functions

T(x, Tni1, Tni2) = Tpni1Tnio + F(2) (5.32)
R(z,Zni1, Tnt2) = Tpp1Zpiz + G(2) (5.33)

are a pair of (n + 2,m,n —m — 1,21 — 2m+2) disjoint spectra semi-bent functions.

Example 5.3.1 Consider a (7,2,4,56) which is a concatenation of two (6,2,3,24)
disjoint spectra semi-bent functions [82]. Using the two (6,2,3,24) functions, by
means of Corollary an infinite sequence of (6 4 4,2,3,2570 — 2L%J), semi-
bent functions, i > 0, can be generated. Notice that for odd n = 6 + i, a semi-
bent function is simply a concatenation of two disjoint spectra semi-bent functions
on Bp_1. On the other hand, Corollary generates an infinite sequence of
(7 4 54,2 + 26,4 + §,27T%1 — 23430y functions, for i > 0. The first function in
this sequence is a (12,4,5,1984) function. The weight divisibility result, i.e., Wy =0
(mod 2m+2+L"—:’;—2J)7 implies that for any (12,4,5, N¢) function f we have Wy(w) =
0 (mod 128) for anyw € FY2. Since our nonlinearity is Ng = 2"~ —1 max,, |[Wg(w)| =
1984 it implies max,, |[Wy(w)| = 128, and the nonlinearity is mazimal. Indeed, due to
Parseval’s inequality max,, |Wp(w)| > 22 = 64 (since f is a resilient function) which
combined with the divisibility result gives max,, |Wr(w)| > 128 for any 4-resilient func-
tion f € F32 of any degree 1 <d<n—t—1=71.

Remark 5.3.3 It is easily verified that the standard Maiorana-McFarland method
(cf. [30,[36]) of concatenating distinct linear (affine) functions is not efficient for
constructing a (12,4,5,1984) function. To attain the same nonlinearity as above 32
distinct linear functions in 7 variables are needed and only linear functions in at least
5 variables may be used (due to resiliency order), but there are only (g) =+ (g) + (;) =29
such functions. Nevertheless, a (12,4,5,1984) function can be easily constructed from

a (9,3,5,240) function which was recently found using advanced search algorithms
[51, 52, [86].

Remark 5.3.4 In addition, a (12,4,5,1984) function cannot be constructed using
the direct sum method. Recall that, if h(z,y) = f(x) + g(y), where f is an n;-
variable, my-resilient (m1 > 0), and g is an ng-variable, ma-resilient (ms > 0),
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then h is an (n1 + ng)- variable, my + mgy + 1-resilient. Moreover, degree of h is
max{deg(f),deg(g)}, and nonlinearity is 2" Ny + 2"2Ny — 2Ny N,. Indeed, the best
one can do is to construct a (12,4,4,1984) function using direct sum of a (7,2,4,56)
and a (5,1,3,12) function, but still having a lower degree than our first function in
the above sequence.

5.3.3 A comparison to indirect sum construction

We relate our results from the previous section to the so-called indirect sum con-
struction proposed by Carlet [I7]. It will be shown that the construction given by
Theorem and Corollary can be embedded in the indirect sum framework,
and the analysis of the ANF of our function essentially specifies the initial functions
to be used in the indirect sum method; thus solving an open problem posed in [I7].
We briefly review this construction technique below.

Theorem 5.3.5 [I7] Let r, s,t and m be positive integers such that t < r and m < s.
Let fi and fo be two r-variable t-resilient functions. Let g1 and gs be two s-variable
m-resilient functions. Then the function

h(z,y) = fi(x) + g1(y) + (f1 + f2)(2) (91 + 92)(y), © € F3,y € F5

is an (r + s)-variable (t + m + 1)-resilient function. If fi + fo and g1 + g2 are non-
constant, then the algebraic degree of h equals max{deg(f1),deg(g1),deg(f1 + f2) +
deg(g1 + g2)}. The value of Walsh transform of h at (a,b) € F5 x F§ equals

1 1
Wh(a’ b) = §Wf1 (a)(ng (b) + W92 (b)) + Esz (a)(ng (b) - W!JZ (b))
This implies
Np > —2rts=l + 2S(‘Nfl + Nfz) + 2T(N91 + NQQ) - (Nfl + Nf2)(N91 + Ngz)'

Moreover, if the Walsh transform of g1 and g have disjoint supports, then, denoting
by f the function f(x,,xr41) = (1 + zr41) fi(2) + Zri1 f2(z), we have

N, > 271N - N in N, .
h = £t f)ien{lig} gs

If, additionally, the Walsh transform of fi and fa have disjoint supports, then

o . +s5—2 -1 -1
Nh = ivaEIl{llI}Q}{QT s + 2" Ngj + 25 Nfi — NfiNgj}

In addition, to represent the function h as a concatenation of two disjoint spectra
functions (so that it can be used in an iterative manner) the functions g1, go must fulfil
some further conditions, see [I7] for further details. Carlet left this issue as an open



Designing semi-bent, disjoint spectra and optimal plateaued functions 69

problem in general and only a few examples of functions satisfying the aforementioned
conditions could be found.

However, we note that our method can be seen in the framework of the in-
direct sum. Let us consider the construction of disjoint spectra functions given
by Theorem and Corollary [5.2.1] The ANF of the function H € B, 45 is
F + (F 4+ G)xpts + Tpi3®nia, and since the ANFs of the functions F,G € B, 4o
are known [82], i.e.,

F = fo+ (fo+ g90)xn + Tnt1 + Tni2, (5.34)

and
G = fO + (fO + 90)(113n+1 + xn+2) + Tn + Tn+2, (535)

we have H = fo + (fo + 90)(Zn + TnTpis + Tni1Tnis + Tny2Tnys) + Tng1 + Tpio +
TnTnts + Tnt1Tnts + TnisTnid, where fo,go € B,_1. Then the function H can be
written as

H = fo+ (@n41 + Tpt2 + Tn@ngs + Tnt1Tnts + TniaTnia) +
+(fo +90)(Tnr1 + Tny2 + TnTnas + Tny1Tnas + Try3Teta) +
+Zp 4+ Tng1 + Tnt2 + Tt 2Tnts + Tnt3Tntd),

so that the corresponding relationship to the function h above is given by

i = Jfo, f2 = 9o,
g1 = Tpyl+ Tpt2 + TnTpts + Tpt1Tnts5 + Tnr3Tnrd,
g2 = Tpt+ Tpil+ Tpao+ Tpi2Tpis + Tpi3Tnig.

One can check that the functions g1, g2 are two (6, 1,2, 24) disjoint spectra functions,
and the g + g2 is a non-constant function, thus satisfying the set of conditions for the
use in the indirect sum method. In the language of indirect sum our functions fy, go
have the form (n — 1,¢,n —t — 2,272 — 2!T1) whereas for the quadratic functions
g1, g2 the above parameters are s = 6 and m = 1. This case corresponds to the case
m < s — 5 that was left as an open problem by Carlet in [17].

We emphasize that our method, given by Theorem[5.3.1] only requires two optimal
plateaued disjoint spectra functions whose any kind of concatenation again yields a
pair of optimal plateaued disjoint spectra functions.

5.3.4 Algebraic immunity related to the proposed construction

The bounds on algebraic immunity of a Boolean function can be derived from the
algebraic immunities of its restrictions to a given hyperplane and to its complement
[33]. For instance, if f(z1,...,2n) = (1 + xn) fi(x1, ..., 2n—1) + znfo(z1, ..., Tn1),
we have,

it AI(f) # AI(f2),  then AI(f) = min{AI(f), AI(f2)} + 1,
it AICf) = AI(f2),  then AI(f1) < AI(f) < AI(f1) + 1.



70 5.3 A recursive construction of disjoint spectra functions

Some bounds on the algebraic immunities of some classical constructions, such as the
Maiorana-McFarland, can be found in [33, [68], [79].

A trivial bound on algebraic immunity for the functions in our construction can
be derived in the following way. Suppose that there are annihilators of functions
fo and gg, some functions a and b such that deg(a) = deg(b) = d, and d is the
minimal degree of all annihilators of functions fy and go. If we define the function
(14 2n)(1 + zpt1 + Tpt2) (1 + zpt3)a(z) = k(x) of degree d 4 3, then by multiplying
the equation by the function k, proves that T'(x) - k(x) = 0 and shows that
k(x) is a nonzero annihilator of T'(x) of degree d 4+ 3. Note, however, that we could
have defined the function (1 4 =, + zp+2)(1 + Tpy1 + Tny2)(1 + 2pg3)a(x) = I(z) of
degree d + 3, and [ is a nonzero annihilator of G of degree d + 3.

This upper bound is obviously loose and the actual algebraic immunity of these
functions was checked by computer simulations. For instance, the function (12,4, 5,1984)
mentioned previously has a slightly suboptimal algebraic immunity equal to 5, hence
there is no severe deterioration of the algebraic properties due to the simplicity of
this construction.



Chapter 6

On cross-correlation properties
of S-boxes and their design using
semi-bent functions

Lots of people working in
cryptography have no deep concern
with real application issues. They
are trying to discover things clever
enough to write papers about.

— Whitfield Diffie

EVERAL DIFFERENT methods of employing semi-bent functions for constructing
S substitution boxes (S-boxes) with good cross-correlation properties have been
proposed. Most notably, a correct estimate of the cross-correlation absolute indica-
tor of two bent functions is given and the design of vectorial semi-bent functions is
introduced. The propagation properties of the design approaches taken here can be
further optimized through a careful selection of the input functions.

The main results are published in [81].

6.1 Introduction

A useful characterization of some important classes of cryptographic Boolean func-
tions in terms of their cross-correlation properties was established in [88] and cer-
tain weaknesses of commonly used S-boxes were also identified. The analysis of a
given S-box was performed by measuring the cross-correlation between the compo-
nent functions of the S-box. Nevertheless, a further generalization of these criteria
was considered in [110] by introducing two additional indicators (as in the case of
autocorrelation) the sum-of-squares indicator oy, and the absolute indicator Ay ,.
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A rather loose lower bound on o¢, was also given in [I10], which turned out not
to be applicable to balanced functions giving a negative-valued bound. This bound
was later improved in [44] for the case of balanced functions f and g, and recently
a further refinement of the lower bound, including both the balanced and unbal-
anced case, was presented in [I11]. The bounds on the sum-of-squares indicator oy g,
reflecting the cross-correlation properties, was essentially given in terms of the sum-of-
squares indicators of individual functions f and g. More precisely, it was shown that
0<opy < 2 ;09 , thus relating the autocorrelation properties of the considered func-
tions to their cross-correlation value. Some further results, relating cross-correlation
properties and other cryptographic criteria, were given recently in [I12]. The upper
bound on oy, was further improved in [I09], the above arithmetic mean has been
replaced by the geometric mean value, thus 0 <oy, < /o7 0y.

While the above mentioned works mainly address the issues of tightening the
bounds on the two indicators, less attention was devoted to the design of S-boxes
with overall good cryptographic properties. Some attempts, regarding the design of
balanced Boolean functions satisfying SAC and having a lower (better) values of the
absolute indicator (referring to autocorrelation properties of a single function) than
previously known classes of functions, have been made in [I11I]. Also, an analysis of
the propagation properties of the inverse function, used as the S-box in the Advanced
Encryption Standard (AES), was given in [28]. From a practical point of view, having
in mind that global avalanche characteristics mainly concern the design of secure S-
boxes used in block ciphers, the main challenge that remains is the design of vectorial
mappings F'(z) = (fi1(z),..., fm(z)), where I : F — 3", so that the indicators oy, f;
and Ay, r, attain their lowest possible values for all 1 <i < j <m.

This chapter proposes several construction methods of highly nonlinear S-boxes
whose cross-correlation properties of their component functions are very good. For
this purpose, some of the well-known classes of functions such as bent and semi-
bent functions are utilized. Our first initiative considers a theoretical investigation
related to the lower bound on the absolute indicator Ay, in the case f and g are
bent functions. We derive a sufficient condition which ensures that Ay, attains its
lowest possible value 272, which indicates an erroneous conclusion in a recent article
of Zhou et al. [I12]. More precisely, in [I12, Corollary 4.2] it was claimed that if f is
an n-variable bent function (thus n is even), then Ay, > 2"/2 for any function g and
Apg= 2/2 if and only if ¢ is an affine function, which is not true. It is shown that a
sufficient condition that the absolute indicator Ay, attains its lowest possible value
2/2 is that f + ¢ is also a bent function. Thus, a class of vectorial bent functions is
characterized by this property since by definition all nonzero linear combinations of its
component functions are again bent. This important result has also been confirmed
by computer simulations. Furthermore, a class of vectorial semi-bent functions with
very good cross-correlation properties is proposed. In addition, a practical method of
constructing perfectly uncorrelated S-boxes, for an even number of input variables, is
given. Such a mapping F': F§ — F5* necessarily satisfies that m < 4, and we give an



On cross-correlation properties of S-boxes and their design using semi-bent
functions 73

example of a perfectly uncorrelated S-box of size 4 x 4. All the classes proposed in this
chapter (apart from perfectly uncorrelated S-boxes) can be further optimized with
respect to their propagation characteristics. Nevertheless, a theoretical framework
for this optimization appears to be difficult due to a complicated dependency on the
input functions used. The main challenge in the design of S-boxes whose component
functions are semi-bent functions roughly corresponds to the problem of finding a set
of semi-bent functions whose Walsh spectra is pairwise disjoint at as many positions
as possible.

6.2 S-boxes with good cross-correlation properties

Several construction techniques related to the design of S-boxes with good cross-
correlation properties are presented in this section. Since bent functions achieve
the highest possible nonlinearity it is natural to investigate their cross-correlation
properties in due detail. We show that vectorial bent functions naturally induce a class
of bent functions whose cross-correlation absolute indicator attains the lowest possible
value 2"/2. On the other hand, it turns out that a careful selection of a set of semi-
bent functions might provide S-boxes with (sub)optimal cross-correlation properties.
In difference to bent functions, which can be turned into balanced functions if suitably
modified, the use of semi-bent functions may immediately give rise to balanced S-
boxes satisfying most of the relevant cryptographic criteria.

6.2.1 The absolute indicator value of bent functions

The use of vectorial bent functions in the design of S-boxes was first suggested by
Nyberg [77], and later Carlet [I5] also argued that the unbalancedness and relatively
low degree of this functions (upper bounded by n/2) are not decisive factors to exclude
this class of functions for their use in certain cryptographic applications. Nevertheless,
even though many classes of bent functions and their construction methods have been
proposed (see survey on bent functions by Carlet in [I5]), there are essentially a few
attempts [77, 102] that deals with vectorial bent functions.

It is well-known [104], that 0 < Ay < 2™ and 22n < o < 237 for any f € B,
where the lower bound for both indicators is achieved by bent functions only. In [112]
Theorem 4.1], it was claimed that if f € 9B, is bent and g € B,, is arbitrary, then
Ofg = 227 and A fg = 27/2 Furthermore, it was claimed that A fg = 27/2 if and
only if ¢ is an affine function [112], Corollary 4.2]. This statement appears not to be
completely correct, since if g is bent as well, then Ay, can attain its lowest value on/2
as shown below. There is an error in the proof of [I12] Corollary 4.2], since it is not
necessary that g is affine.

Theorem 6.2.1 Let f, g € B, be two bent functions and define the function h € B,
as,

1
(1)) = ZF(f + 0u)Flg+ pu), forallw € F.
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Then, Ay g = 2% if and only if h is a bent function. In particular, if f+ g is a bent
function, then Ay = 27,

PROOF. According to the cross-correlation theorem [8§],

2"[Ct,g(0), ..., Crg(2"=1)] = [F(f+0) F(g+wo); - - s F(f+pan_1)F(g+pan_1)|Hy,

where H,, is the Hadamard matrix of order 2" defined recursively as H; = ( 1 _11 > ,

and H, = Hy ® H,—1 for n > 1. Here, ® denotes the Kronecker product of two
matrices and the decimal representation of « is used to denote Cf4(cr). Notice that
ofg = 22" and since Ayy = maxaery | Crgla) [> 27/2 [112], it implies that |
Cjgla) |= 272 for any o € Fy if Ay, = 2%. Replacing 5= F(f + ¢u)F(g + ¢u) with
(—1)"«), the above equation yields,

[Cf79(0)7 trt Cf,g(2n - 1)] = [(_1)h(0)7 tee (_1)h(2n_1)]Hna

and therefore | Oy 4(a) |= 22 for any « € F3, if and only if % is a bent function.

In particular, for the dual bent functions f and g defined by (—1)f(“’) =2 "2 F(f+
@,) and (—1)9@) = 27"/2F (g 4 ), we have:

PV 1
(=TI = ZF(f + 9u) Flg + 9u),
which implies that if f + g is bent then Ay, = 27/2 On the other hand, it is well-
known that the Walsh spectra of f +g and of f + g attain the same values (see Carlet
[15, pp. 66]). Thus, if f + g is bent then so is f + g, and consequently Af, = 22. N

In the next section, we employ this result to provide the evidence concerning the
existence of vectorial bent (n,n/2) S-boxes whose cross-correlation absolute indicator
attains its minimum value Ay, = 27/2 for any two component bent functions f and
g of such an S-box.

6.2.2 S-boxes from vectorial bent functions in the PS,, class

Even though many classes of bent functions and their construction methods have
been proposed (see survey on bent functions by Carlet in [15]), there are essentially
a few attempts [77, [102] that deals with the design of vectorial bent functions. In a
recent articleﬂ [75], vectorial bent functions (that stem from the partial spread class
PS class introduced by Dillon [36]) were characterized in terms of the properties of
the cyclic group U of (2F 4 1)th roots of unity, that is, U = {u € Fon : w2 = 1}.

I The result is given in reduced form since there is one more equivalence originally in [75] which is
not needed here.
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Theorem 6.2.2 [75] Let n = 2k, and define F(x) = Tr}(P(x)), where P(x) =
Zle aia:mkfl) and t < 2%. Then the following conditions are equivalent:

1. F is a vectorial bent function of dimension k.

3. There are two values u € U such that F(u) =0, and furthermore if F(ug) =0,
then F' is one-to-one and onto from Uy = U \ ug to For.

Employing Theorem and noting that any (nonzero) linear combination of
the component functions of a vectorial bent function is again bent, we immediately
have the following result.

Theorem 6.2.3 Let F(x) be defined as in Theorem for a suitable choice of
a; € Fon so that F' is a vectorial bent function. Then, for each o, € F5,, a # 3,
the linear combinations fo(x) and fg(x) of the component functions of F(z), given
by Tri(aF (x)) and Tr(BF(x)) respectively, satisfy

z 2
Afaafﬂ = 22’ O-favgﬁ =2 n'

Example 6.2.1 The component functions (and all their pairwise distinct linear com-
binations) of a vectorial bent function given by F(z) = Tr(z" + o*'2*!) have the
property that Ay, ¢, = 23 = 8, where f; and fj denote any two distinct nonzero linear
combinations of the component functions and « is a primitive element in Fos.

Notice that such an S-box, viewed as a mapping F': F§ — F;/ 2, has many desirable
properties: its algebraic degree is n/2, the nonlinearity is maximal Np = 2"~ 1 —
227!, each linear combination of its component functions satisfy PC(n), and its cross-
correlation properties are relatively good.

6.2.3 Perfectly uncorrelated S-boxes from semi-bent functions

Since highly nonlinear perfectly uncorrelated S-boxes are strongly related to disjoint
spectra semi-bent functions (cf. [I12]), we investigate the possibilities of providing
some theoretical framework for designing such S-boxes. We notice that the spectra
of any semi-bent function f € 9B, contains exactly 2”2 nonzero values and 3 - 272
zero values, which easily follows from the Parseval equality > acky - 2(f + pa) = 22"
This observation immediately leads to the following result.

Proposition 6.2.1 Let F : F} — F3 for even n, where for F = (fi,..., fm) each
fi + Fy — Fo is a semi-bent Boolean function. If F s perfectly uncorrelated with
respect to its component functions so that Ay, ;= oy, = 0, for fi # f;, then
m < 4. Furthermore, if m = 4 then F' is not balanced.
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PRrOOF. Any two functions f;, f; are perfectly uncorrelated if and only if F(f; +
©a)F(fj + o) = 0, thus f; and f; are disjoint spectra functions. Since #{a € Fy :
F(fi + ¢a) = 0} = 3-2"72 then if any f; and f; are disjoint spectra functions for

1 <i<j<m,itimplies m = 4. Also, if m =4 and f1,..., fq are pairwise disjoint
spectra functions there exists f;, 1 < i < 4, such that F(f; + pq) # 0, thus F is not
balanced. [ |

To demonstrate the possibility of designing perfectly uncorrelated S-boxes of size
4 x 4, we use the so-called 4-decomposition of bent functions described in [§]. More
precisely, given a bent function g € 98, the four functions fi,..., f1 € B, defined
on the cosets of V = (a,b)* (for some nonzero a,b € F%) are pairwise disjoint spectra
semi-bent functions if and only if D, Dyg(x) = 0, where g is the dual bent function of
g. For simplicity, we utilize a recent result in [I], where a subclass of bent functions in
the Maiorana-McFarland class, denoted by M, were characterized in terms of those
4-decompositions that explicitly give a decomposition into four semi-bent functions.

Theorem 6.2.4 [1] Let n = 2k, and ga : For X For — Fo in M given by its trace
representation
gl,v(‘ra y) = Tr(wfyy% fOT all T,y € Fka (61)

such that 6 = 2' + 1, where v = 1 (mod (2 — 1)). Let (a,b),(c,d) € For x Foi

be two non-zero distinct elements, V. = ((a,b),(c,d)) and (f1, fa, f3, fa) be the 4-
decomposition of g1~ with respect to VL. Then,

b=d=0 implies (f1, f2, f3, f1) is a semi-bent 4-decomposition.

For convenience of the reader we repeat the proof of this result.

PRrROOF. The derivative of the function g; , with respect to the 2-dimensional subspace
V = ((a,b),(c,d)) is

Dy gi~(2,y) = DicayDiap) 91~ (%,y) = D(c.gyDiapTr(zy” )
= Tr(((ad + ¢b) + (ad® + cb® )2 )y?) + Tr((bd* + bv*'d)x) (6.2)
+ Tr(ad? ™ + b ) + Tr((a + ¢)(bd + b* d)).

It is not difficult to see, that if b = d = 0, then D(.4)D(4)91~(2,y) = 0 for all
x,y € For, which corresponds to a semi-bent decomposition. [ |

This result gives us a possibility of finding semi-bent 4-decompositions explicitly
(using a standard representation in terms of concatenation) and to construct perfectly
uncorrelated S-boxes. If b = d = 0 € F4, and a = (1,0,...,0), ¢ = (0,1,0,...,0)
(where a,c € F%), then the functions f; : FQ*Q — Fo,i=1,...,4, defined as restric-
tions of g to the four cosets of V = ((a,b), (c,d))* are semi-bent functions.
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Example 6.2.2 Let n = 2k = 6 and consider the case i = 2, so that ged(k,i) =
ged(3,2) = 1. Thus, 6 = 5 and v = 3, so we consider the j-decomposition of
g13(z,y) = Tr(z3y). Letb=d =0 € F3, and a = (1,0,0), ¢ = (0,1,0). Then,
the four functions f; : T3 — Fy in the 4-decomposition of the function g1 3(w,y) can be
written as f1 = g(0,0,x3,y1,Y2,y3), fo = 9(0, 1, x3,y1, 92, y3), f3 = 9(1,0, 23, y1, Y2, y3)
and fy = g(1,1,23,y1,y2,y3). The truth tables of the function g (computed using the
Magma software) is given by,

g = [0000000001100011001101010101011001111000000110110100110100101110],

where ordering of the vectors is as follows

g =19(0,0,...,0),9(1,0,...,0),...,9(1,1,...,1)].
Then, the semi-bent functions f; are given as bellow.

f1 =0000000010101010;  f2 = 0010011110001101;
f3=10011100110010011; f4 = 0001111010110100;

Notice that f1, for instance, is specified on those values of g whose two first input
coordinates are zeros, thus the truth table of f1 is obtained by taking the first, the fifth,
and so on, value from the truth table of g. Since g is bent then F(g+vq) = £8, for any
a € FS. The component functions f; being semi-bent has their spectra values in the set
{0,4£8}. Thus, any f; and f;, 1 <i# j <4, are disjoint spectra semi-bent functions,
otherwise g is not bent. Therefore, the S-box defined via its component functions
fi,---, fa (hence a mapping F : Fs — F3) satisfies Ay, 5, = 0 and consequently
op.; =0, forall1 <i#j <4

6.2.4 S-boxes from vectorial semi-bent functions

A class of vectorial semi-bent functions by combining vectorial bent functions from
the partial spread class and Niho class are deduced. It is demonstrated that this
class of functions has slightly better cross-correlation properties compared to the in-
verse function, and further improvements are possible by selecting the input vectorial
functions in an optimal way.

In a recent article [22], a new class of semi-bent functions, obtained by adding
up two bent functions from different families, was derived. For n = 2k, a spread is a
collection {F;,i = 1,...,2¥ + 1} of k-dimensional disjoint linear subspaces F; C F}
such that E; N E; = {0} for i # j, and U?iJ{lEi = [F}. The standard example of
spread, through the identification of For and F, is {uFyr : u € U} (where U is the
cyclic group mentioned earlier).

Theorem 6.2.5 [22] Let k > 2 and n = 2k. Let {E;,;i =1,...,2¥ + 1} be a spread
in 4 and h a Boolean function whose restriction to every E; is linear (possibly null).
Let S be any subset of {1,...,28 + 1} and g = > ,.g 1, (mod 2) where 1p, is the
indicator of E;. Then g+ h € B, is semi-bent if and only if g and h are bent.
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As remarked by Carlet in [22], the spread {uFy: : w € U} is the only known spread
up to linear equivalence. Notice that nonlinear Boolean functions whose restriction
to any vector space ulFyx are linear, are sums of Niho power functions (see [22]), that
is, of functions of the form:

Tr’f(asx(gk_l)sﬂ) or Tr]f(asx(2k_1)s+1), 1<s<2% a,€Fon, (6.3)

where the letter case applies when s = 281 4 1, that is, (2 — 1)s + 1 and 2* + 1 are
conjugates in this case. Then, taking g to be a bent function in Dillon’s PS class [36]
(a union of either 281 or 281 4 1 disjoint subspaces E;) and h to be a Niho bent
function, several classes of semi-bent functions could be deduced in [22].

In [80], a simple condition for extending Boolean bent functions to vectorial bent
functions was given. Namely, assuming that f(x) = Trf(Az?), A € Fan, is a Boolean
bent function in B, then if 2% is not a permutation of Fon but 2% permutes Fom,
where m | n, then F(z) = Tr" (Ax?) is a vectorial bent function, F : Fon — Fom. In
particular, this is true for a Niho bent function h(x) = Tr¥ (akaH), a € Fyr. Indeed,
in the case n = 2k, we have ged(2” — 1,28 + 1) = 28 + 1 and ged(2¥ — 1,28 4+ 1) =
1. Therefore, the function H(x) = T rZ(aka“) is a vectorial bent function and
moreover all the linear combinations of its component Boolean functions of the form
Tri(yH(z)) = Tr’f(’yTrZ(a:L‘QkH)) = Tr"(yaz?'*+1), where v € ., are Niho bent
functions which are linear on any E; = ulFyx.

Thus, for even n = 2k, there is a possibility of constructing vectorial semi-bent
functions by combining vectorial bent functions of Dillon and Niho type.

Theorem 6.2.6 Let for n = 2k the function F(x) = Tri(3h_, a;zi D) ¢ < 2k,
be vectorial bent for suitably chosen a;, and let G(x) = Trg(am2k+1) be a vectorial
Niho type bent function. Then,

¢
H(z) = F(x)+ G(z) = TT?(Z aixi(gk_n I aka_,’_l)’
i=1

1 a vectorial semi-bent function. Furthermore, if

— n . , _ A _ okt1
€= lgr?g?;k#{a € F3 : [F(hi + ¢a)l |]:(h] + @a)| =21,

then Ap, p; < 4e and op, p; < 16€2", for 1 <i < j <k.

PrROOF. We have to show that T75(yH(x)) is a Boolean semi-bent function for any
7 € F3,, which is true since both Tr¥(yF(z)) and Tr¥(yG(x)) satisfy the conditions of
Theorem Then, any « € F% such that |F(h; + ¢a)| = |[F(h; + ¢a)| = 281 £ 0,

1 <i < j <k, gives a nonzero value on the right hand side of the equation,

2"[Chyn;(0), oy Chy oy (2" =1)] = [F(hitwo) F(hj+¢o), - - -, F(hitpan—1)F (hj+pan 1) Hp,
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which implies that max, |Ch, n, ()] < eAVT29="n — fe.
On the other hand, using the definition of e and defining

A={a €F: |F(hi + ¢a)l = |F(hj + ¢a)| = 2571},

we have
1
Ohihy = on Z ]:2(hi +90a)]:2(hj + ¢a)
acFy
1 1
= 5o 2 F i+ 0a) P2+ 9a) + o0 D FAhi+ 0a) F2(hy + ¢a)
acA a€lFZ\A
1
< e T2ont2 — 1662,

2n
|

The cross-correlation properties of this class have been checked by computer simu-
lations. For instance, for the two vectorial semi-bent functions Hi(z) = Tr$(75(z7 +
a1 2?2l + a229%)) for n = 6, and Ha(z) = Tri(y(2?*® + a'®2120 + 226290 4 az!7))
for n = 8, the following values of the absolute and the sum-of-squares indicator are
obtained (cf. Table and Table . Notice that for n = 6 each h; is balanced
function of degree 3 with algebraic immunity 3 and nonlinearity 24. The functions h;
and ho have resiliency order 0, whereas hs has resiliency order 1. Similarly, for n = 8
each h; is balanced function of degree 4 with algebraic immunity 4 and nonlinearity
112. The functions hi, hs and hy have resiliency order 0, whereas ho has resiliency
order 1.

Table 6.1: Vectorial semi-bent function Hi(z)

’ Hy(z) = Tr§(y%(z" + a®12?t + o%2%)), n=6,k =3 ‘

€ Ahlth/O-hlth Ahl,h:s/ahl,hs Ahz,hs/ahmhs
6 8/21 g/2M 16/212

Remark 6.2.7 The values of the cross-correlation indicators for functions Hi and
Hy in Table and Table[6.3 have not been optimized, hence there might exist better
choices for F' and G in Theorem providing even betler values of op, p; and
Ap; n;- We leave the issue of finding these optimal choices of input instances as an
interesting research problem.

The cross-correlation properties of the semi-bent functions Hj(x) and Hs(x) can be
compared to some known classes of functions with good propagation properties, which
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Table 6.2: Vectorial semi-bent function Ha(z)

’ Hy(z) = Tri(v (@ + a0 4 o225,90 ¢ 0Ty, n=8,k=4

€ Ah17h2 /Uhhhz Ah1,h3/ah1,h3 Ahl,h4/ah1,h4
16 40/49152 40/65536 48/65536
€ Ah%’m /O'h2,h3 Ah27h4/0h2,h4 Ah37h4/0h3,h4
16 40/57344 32/40960 40/49152

Table 6.3: Comparison of the cross-correlation indicators for different designs

Reference ‘ n even ‘ Ny ‘ Ap, Ohih;
2~ !, Charpin et al. [28] n>4 | 2n-1—9n/2 [ 20n42)/2 [ 92n+1 4 gn+3
Zhou et al. [111] n>6 | 2n-l_on/2 2n=3 22n+2
Bent S-box in Th. [6.2.3] [ n>6 [27-1—2n/2"1 | 2n/2 22"
Semi-bent H(z) in Th.[6.2.6(| n>6 | 2" 1—2"2 | <de < 16e2”

is summarized in Table Notice that Construction 1, proposed by Zhou et al. in
[T11], concerns the design of a single Boolean function. Thus, the values in the second
row of Table rather refer to autocorrelation properties, though an upper bound
on o4 can be deduced using 0 < o5, < /07 04. In the worst case, our sum-
of-squares indicator attains the value oy, 5, = 22n (cf. Table and Table ,
which is better than the value 22"*1 4 273 of the inverse function. The results in
[28], however, establish the autocorrelation properties of linear combinations of the
component functions of 7!, whereas in our case we consider pairwise cross-correlation
properties of the component functions. On the other hand, the cross-correlation
properties of the component functions of 2~ appear to be slightly worse compared to
our vectorial semi-bent functions. Indeed, it may be checked that taking for instance
hi(z) = Tri(az™t) and ho(z) = Tri(a?x~1), where « is a primitive element in Fon
(using the convention 0~! = 0), the values of the two indicators (for n = 6,8) are
given as in Table Thus, op, h, is larger than the maximum value in Table for
n = 8.

Table 6.4: Cross-correlation properties of hy(z) = Tr(ax™1), ha(z) = Tr(a?z™1)

Two component functions of z=1 | n | Ap, 4,

6| 16

Ohy,ho
4096
66560
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6.3 Further design of S-boxes based on semi-bent func-
tions

In difference to the previous section, where the design of vectorial mappings was
based on the use of relative trace function, we attempt here to design the component
functions individually. The exact analysis of the cryptographic criteria becomes rather
difficult in this case and therefore we mostly rely on computer simulations performed
for small sized S-boxes.

In a recent work [I], a generic method of constructing semi-bent functions was
proposed. The result is strongly related to the properties of the first order derivatives
of bent functions derived in [93].

Theorem 6.3.1 ([93]) Let n be even, and suppose that f and g are two bent func-
tions in B,,. If there exists an a € FY such that Dyf(x) = Dgg(z) + 1, then the
function h(z) = f(z) + g(z) + Dof(x) + Do fg(z) is a semi-bent function in B, P

For convenience of the reader, we also give the proof of the result related to the
construction of semi-bent functions in [I].

Theorem 6.3.2 ([1]) Let n be even and f € B, a bent function. Define g(z) =
f(x+a)+ a-z, where a-a = 1. Then,

h(z) = f(x) + g(x) + Daf(x) + Dafg(x) (6.4)
s a semi-bent function.

PROOF. Obviously, g is also a bent function and g(z + a) = f(z) + a2z + « - a.
Therefore,

Dof(x) + Dag(z) = [f(2)+ f(z+a)] + [9(z) + g(z + a)]
l9(x) + f(z +a)] + [f(z) + 9(z + a)]
= a-rz4+a-rzt+a-a=a-a=1.

By Theorem h(z) = f(x) + g(x) + Dof (z) + Dofg(x) is a semi-bent function.
|

This result enables us to construct, for even n, an infinite sequence of semi-bent
functions from bent functions, thus there is a possibility of designing F': F§ — F3* in
a similar manner.

Notice that the standard derivation rule for multiplication does not apply for our
definition of derivatives. Indeed, the derivative D, fg(x) = f(z+a)g(z+a)+ f(z)g(x)

2For shortness we use the notation D,fg(x) to avoid more accurate but lengthy notation
D, f(z)g(z), the former being especially preferred when f and g depend on more than one vari-
able.
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is different from g(z) D f(z)+ f(x)Dag(z) = f(x+a)g(z)+f(x)g(x+a). Furthermore,
using the fact that D,D,f(x) = 0 for any f € 9B,, we have D,h(z) = D,f(x) +
D,g(z) = a-a = 1. Thus, the element a is always a linear structure of h(z).
Nevertheless, we show that (under certain conditions) a is the only linear structure
of h(z).

Theorem 6.3.3 Let h be defined as in Theorem[6.3.4, and assume that a bent func-
tion f € By, is such that deg(Dgf(x)) > 1, for any f € Fy*. Then h has a single
linear structure, that is, Dgh(x) = h(x) + h(z + B) is a constant function only for

B =a.
PRrROOF. By definition of f and g we have,
Dgf(x)+ Dpg(z) = [f(z)+ flz+B)]+ [9(x) + g(z + B)]

= @)+ fa+pl+fle+a)+a-z+flzt+atB)+a-(z+P)
= DBDaf(x)+a'/87

where DgD, f(x) = f(x) + f(x +a) + f(x + 8) + f(x + a + 3), and therefore
Dgh(z) = DgDqof(x) + - f+ DgDyf(x) + DgDqofg(x) = DgDofg(x) + - B.
Hence, Dgh(x) is constant if and only if DgD, fg(x) is constant. But,
DgDafg(x) = Dglf(z+a)g(x+a)+ f(z)g(z)]
= Dglf(x+a)(f(x) +a-(z+a))+ f2)(f(z+a)+a- )
= Dsl(f(z +a) + f(2))(a-2) + f(z +a)(a-a)]
= Dsl(f(z+a)+ f(2))(a-z) + f(z +a)]

= (a-2)DgDf(x) + (- B)(f(z+ B) + f(z +a+B))
+f(x+a)+ f(x+a+pB).

Thus, if o f = 0, then Dgh(x) is constant if and only if
(a-)DsDaf(x) = f(z+a)+ f(z+a+B),
ie.,

(a-z)[f(z)+ flz+a)+ flz+B)+ fle+a+ )= f$+a)+f(iv+a+5)
(a-z+D)[f(z+a)+ flz+a+ B+ (- 2)[f(z) + fz+P)] =
(a-z+1)Dgf(x+a)+ (o )Dﬁf()—

(a-2)Dgf(x+a)+ (a-x)Dgf(x)+ Dgf(x+a)=0

There are four possible cases:

1. (a-z)Dgf(x+a) = (a-2)Dgf(x) = Dgf(x +a) =0, ie.,
Dgf(r+a)=0« f(r+a) = f(r+a+ ) = =0. A contradiction.
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2. (a- a:)Dgf(x—F ):(a-m)Dﬁf(x)zl AN Dgf(x+a)=0,ie.,
Dgf(z+a) = = 0. A contradiction.
3. (a-x2)Dgf(xr+a)=0 A (a-2)Dgf(x) =Dsf(r+a) =1, 1ie.,
Dgf(x+a)=0= 6 0. A contradiction.
4. (a-x2)Dgf(x+a)=Dgf(x+a)=1 N (a-z)Dgf(x)=0,ie,

Dgf(x) =0=  =0. A contradiction.

On the other hand, if a- 8 = 1, then Dgh(x) is constant if and only if

(a-z)DgDaf(x) = f(z +a) + f(z + ),

i.e.,

(a-2)[f(x)+ fz+a)+ fle+8)+ flz+at B = flz+a)+ flz+5),

so that

(a-z+)[f(z+a)+ flz+0)]+ (- 2)[f(2) + flx+a+P)] =

It is obvious that f(z +a) = f(x + () is equivalent to f(z) = f(z +a+ 3). Thus, the
above equation is constant (for all = € F%) if and only if f(x + a) = f(z + ), which
implies that a = 8. The sufficiency of this condition is obvious. For the necessity, we
first observe that for a # 8 the functions f(x+a)+ f(x+ ) and f(x)+ f(z+a+5),
being derivatives of a bent function f, are both nonconstant (and more precisely
balanced functions). Then, assuming that

DgDaf(z) = f(x+a)+ f(z+ )+ f(2) + f(x+a+ B) =0,

would imply that f(x+a)+ f(x+ /) is constant, a contradiction. On the other hand,
the function (a-2)Dg D, f(x) cannot be balanced, unless DgD, f(x) = a-x. Due to the
assumption that deg(f(z+a)+ f(xz+3)) > 1 and therefore cannot be equal to o-z. i

Remark 6.3.4 The condition in Theorem that deg(Dgf(x)) > 1 is sufficient
but may not be necessary.

Remark 6.3.5 An analysis of other cryptographic criteria appears to be difficult due
to the dependency of h on the choice of a bent function f and the use of the derivative
D, fg(z) in its definition, which is illustrated in Example for the simplest case
when f is a quadratic bent function in the Maiorana-McFarland class.

Example 6.3.1 Let n be even and f(x,y) = x -y, where x,y € F5. Thus, f is a
bent function and belongs to the Maiorana-McFarland class. Then, defining g(z,y) =
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fx+a,y+b)+ (o, B)- (2,y) for a nonzero (a,b) € F5 x F& such that (a, B) - (a,b) = 1
we have
gz, y)=x-y+ (a+b)-z+(a+p)-y+a-b,

which is clearly a bent function obtained by adding an affine function to f. Similarly,
Dy f(z,y) =z-b+a-y+a-b, so that

f(@,y) + 9(x,y) + Dy f(z,y) =a-z+ B -y.

Then, using the idempotent property of Boolean ring,

fo(z,y) = [z-yllr-y+(a+b)-z+(a+B)-y+a-b]
= (I+a-d)(z-y)+[(a+d)-z+(atp) yl(z-y)

Note that the first term is a quadratic function and the second term is cubic. After
some simplifications we have

Dpfo(z,y) =z-y+(b-v+a-y+a-b)-(1+a-bt+a-v+a-a+b-x+a-b
+a-y+a-b+p-y+p5-b)
(a-z+b-x+a-y+p-y+a-b+p-b)
- (

(a+b)-z+(B+a)-y+a-b+5-b).

=z-y+(b-z+a-y+a-b)
=z-y+(b-z+a-y+a-b)

Finally,

h(z,y) = f(z,y)+9(x,y) + Daf(x,y) + Dafg(z,y)
= z-y+(a-z+6-y)-b-z+a-y+a-b+1)
+b-xz4+a-y+a-b)-(1+p8-0).

The existence of a single linear structure a does not exclude the possibility of
designing semi-bent functions with good propagation and cross-correlation properties.
Indeed, since the only condition in Theorem [6.3.2] imposed on function g, is that
a-a =1, we can select a to have the highest possible Hamming weight wt(a) = n
thus allowing h to possibly satisfy PC of high order.

Theorem 6.3.6 Let n be even and f € B, a bent function. Define g;(x) = f(x +
a)—l—a(i) -x, where a,a € F§ are given by a = (1,1,...,1) and o) = 0,...,1,...,0)
so that ozgl) =0 forj #1i, 1 <i < n (the only nonzero value of a® s at the i-th
position). Then,

hi(z) = f(x) + gi(z) + Daf(x) + Dqfgi(z) (6.5)

are semi-bent functions for 1 < i < n, having a single linear structure at a =
(1,1,...,1).
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PrOOF. Clearly, a'? - a = 1 for all 1 < i < n, thus, by Theorem hi(x) is a
semi-bent function. The existence of a single linear structure at a, for any h;, follows
from Theorem [6.3.3 [ |

Example 6.3.2 Let us again consider the function h(x,y) in Ezample in view
of the above result. Using the same notation as in Theorem[6.3.6} in the context of Ex-
ample we have that (a,b) € F5 x F% is given as (a,b) = (1,...,1). Furthermore,
for a®, 30 F5 we can define,

hiC,y) = 2o+ (@024 5O y) (bt ay+a bt 1)+ (ba+ay+ab) (14+50.0),

where ‘
oAV =1ej=iand1<i<t,

BV=1ej=iandk+1<i<n.

For instance, assuming that k is even we get,
hi(x,y)=z-y+x1(z1+ ...+ +n1+... v+ +o1+...+ e +v1+ ... + Ys,
which is a semi-bent function. In the same way h; can be computed for all 1 < i < n.

Nevertheless, the main problem with this approach is a lack of understanding of the
cryptographic properties of linear combinations of these functions and their cross-
correlation properties. For instance, even though we know that the nonlinearity of
any h; is given by Aj, = 2771 — 27/2 it is hard to estimate the nonlinearity of their
linear combinations.

In the following table the properties of the cross-correlation for semi-bent functions
of the form h;(z,y), hj(x,y),1 <i# j <n, as in Example are derived. Notice
that all semi-bent functions h;(z,y) in Table are quadratic.

Table 6.5: Semi-bent functions h;(z,y) as in Example

| neven | An, [ ony | Dpony(izi) | ThinsG#i) |
6 26 214 25 213
;) 28 218 27 217

The nonlinearity of the functions h; + hy is Np, 1n;(jzi) = on—1 _ 9n/2+1  while
the nonlinearity of the functions h; + h; + hy, is Nh#hﬁhk(i#’#k,#m =on—1 _9n/2
(which means that h; + h; + hy is a semi-bent function again). Most notably, the
linear combinations consisting of an odd number of h; result in functions which are
semi-bent again, whereas for an even number of h; the nonlinearity appears to be
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on—1 _ 9n/2+1 Notice that in Example the function f(z,y) = x - y is quadratic
and its derivative is an affine function. Therefore, the condition of Theorem [6.3.3| is
not satisfied and h; can have more than one linear structure. It was also confirmed
by computer simulations and the dimension of the space of linear structures of h; in
Example [6.3.2] equals to two. That is, four different linear structures could be found
including the all zero vector being a trivial linear structure.

We leave the analysis of cryptographic properties (including the cross-correlation
properties) of this class of functions as an interesting research problem. The cross-
correlation and nonlinearity values of these functions as given above may be somehow
misleading due to the choice of quadratic bent functions in the analysis. Therefore,
it might be of interest to investigate the propagation properties of nonquadratic bent
functions in the Maiorana-McFarland class.



Chapter 7

Conclusions

Science mever solves a problem
without creating ten more.

— G. B. Shaw

The major part of this thesis deals with the possibilities of obtaining vectorial
bent functions for both binary and nonbinary alphabets. The necessary and suffi-
cient conditions for certain classes of these functions, represented in a multiple trace
form, are derived. These results enabled an explicit specification of the coefficients of

T r,%k(z%io aixi@k*l)) and the exact number of vectorial bent functions in this form
[76]. Since for nonbinary alphabet bent functions are closely related to the concept
of planar mappings, our results contain a construction method for vectorial (gen-
eralized) bent functions in dimension n/2 though planar mappings induce vectorial
(generalized) bent functions of maximum dimension n. This important problem is
left open.

The PhD Thesis contains several different methods for constructing infinite se-
quences of disjoint spectra, optimal plateaued and semi-bent functions. In particular,
the design of vectorial semi-bent functions by combining suitable vectorial bent func-
tions from the partial spread and Niho class is given. The approaches taken here can
be further optimized with respect to the propagation properties of obtained S-boxes
through a careful selection of the input functions. This problem is however left as an
interesting research topic.
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Povzetek v slovenskem jeziku

O NEKATERIH KONSTRUKCIJAH
KRIPTOGRAFSKO POMEMBNIH BOOLOVIH
FUNKCILJ

Nekatere vrste (vektorskih) Boolovih funkcij, npr. zlomljene funkcije, imajo po-
membno vlogo v kriptografiji simetri¢nih klju¢ev. Ceprav se zdi popolna klasifikacija
zlomljenih funkcij tezko dosegljiva, je vsaka na novo odkrita metoda za konstru-
kcijo teh funkcij izjemnega pomena. Enako velja za sorodne funkcije, kot so vek-
torske zlomljene funkcije, zlomljene in vektorske zlomljene funkcije nad liho karakte-
ristiko ter planotske funkcije z disjunktnim spektrom. Poglavitni cilj v disertaciji
bo poiskati nove primere tovrstnih funkcij s skrbno izbrano algebrai¢no strukturo in
dolo¢itev mnozice pogojev, ki bodo zagotovili zlomljenost funkcij. Algebraicne la-
stnosti dolo¢enih razredov Boolovih funkcij, ki morebiti vsebujejo zlomljene funkcije,
bodo podvrzene podrobni analizi. Poleg tega je namen disertacije razviti nove ko-
nstrukcijske metode za nekatere kriptografsko pomembne funkcije.

V posebnem disertacija vsebuje popolno karakterizacijo za dolocene razrede ve-
ktorskih zlomljenih funkcij, ki so v multinomni sledni obliki. Preucevana je tako
zlomljenost funkcij, ki slikajo v obseg lihe karakteristike, kot tudi njihovih vektorskih
analogov, pri ¢emer so funkcije predstavljene kot multinomne sledne funkcije z Dillo-
nivimi eksponenti. Poleg tega je v disertaciji podanih ve¢ neskonc¢nih razredov semi-
zlomljenih funkcij, kjer so razredi okarakterizirani bodisi z raznovrstnimi dekompo-
zicijami tovrstnih funkcij ali njihovih podfunkcij glede na Walshov spekter bodisi z
metodo, ki je uporabljena za njihovo konstrukcijo. Podana sta tudi dva razreda visoko
nelinearnih semi-zlomljenih vektorskih funkcij z zelo dobrimi navzkrizno-korelacijskimi
lastnostmi.
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Opis raziskave

Kriptografija je grska beseda, ki pomeni ,,skrito”. V glagolski obliki pomeni tako
,,pisati”, kot tudi preucevati skrita sporocila napisanega. Drugace povedano, kripto-
grafija je znanost oz. umetnost skrivnega pisanja. Danes je kriptografija podrocje
informacijske teorije, ki z matemati¢nim pristopom preucuje prenos informacije iz
enega v drug kraj, pri ¢emer so pri prenosu lahko navzoci nasprotniki. Prepleta tako
uporabno kot teoreticno matematiko, pomembno vlogo pa ima tudi v informacijski
tehnologiji ter pri kontroli dostopa in avtentikacije. V moderni druzbi je ucinkovita,
zanesljiva in varna izmenjava ter hramba podatkov bistvenega pomena. Kriptologija
zaobjame med sabo povezana podrocja kriptografije in kriptoanalize. Kriptografske
kode ali Sifre se uporabljajo pri zasciti pred prisluskovanjem, nepooblaséenimi spre-
membami podatkov ter ostalimi zlorabami. Kriptoanalitiki preucujejo Sibke tocke
gifer. Varen pretok informacij bo kljuénega pomena za popoln razcvet internetne in
mobilne komunikacije na podroc¢jih kot so npr. placilni sistemi, mobilna in e-trgovina
ter zdravstveni sistemi, saj je tam zascita obcutljivih informacij izjemnega pomena.
Marsikatera aplikacija bo potrebovala avtentikacijski sistem. Kriptologija postaja
tako vse pomembnejSa v poslu, industriji ter tudi v druzbi na splosno.

Resitve raznovrstnih kriptografskih problemov podajajo kriptografski gradniki.
Skonstruirani so za specificne namene, zadostovati pa morajo Stevilnim varnostnim
pogojem. Stiri pomembnejsi varnostni cilji so:

(i) zaupnost - preprecuje, da bi se nepooblaséena oseba dokopala do vsebine info-
rmacij. Sopomenska izraza sta tudi tajnost in zasebnost.

(ii) integriteta podatkov - preprecuje, da bi nepooblaséena oseba spremenila po-
datke.

(iii) avtentikacija - omogoca identifikacijo. Pomeni, da se komunicirajoc¢a sogovornika
lahko prepoznata.

(iv) nezatajljivost - preprecuje subjektu, da bi zavrnil predhodno dogovorjene obveze.

Za boljse razumevanje bomo prikazali preprost primer kriptosistemskega modela, ki
zagotavlja zaupnost. Tovrstni kriptografski gradnik, poznan tudi kot kriptogafija
simetriénih kljucev, je skiciran na sliki Transformacija ¢istopisa (sporocila) v
Sifropis imenujemo Sifriranje. Desifriranje nam iz Sifropisa povrne ¢istopis, pri tem pa
potrebuje poseben klju¢. Kriptografija simetri¢nih kljucev zajema dve veliki skupini
kriptografskih gradnikov, tj. blo¢ne in tokovne Sifre. Omenjena dvojica predstavlja
nepogresljiv del v moderni kriptografiji, saj omogoca bistveno hitrejSo enkripcijo, kot
jo dobimo pri kriptografiji javnega kljuc¢a. Kljub temu nam gradniki v simetriéni kri-
ptografiji (enako velja za kriptografijo javnega klju¢a) nudijo le t.i. ra¢unsko varnost,
saj matemati¢na redukcija na kak znan racunsko tezek problem, ki bi potrdil t.i.
dokazljivo varnost, ni poznana. Sifre v kriptografiji simetri¢nih klju¢ev uporabljajo
hevristicno strukturo, ki temelji na nekaterih dobro sprejetih dizajnerskih pravilih,
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napadl
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Figure 7.1: Model klasi¢nega kriptosistema

podprtih s prakso in odpornostjo pred kriptoanalizo danasnjega ¢asa. Pri blo¢nih
sifrah je uporaba psevdo naklju¢ne permutacije, ki temelji bodisi na Feistelovem bo-
disi na SP omrezju, u¢inkovita in dobro preu¢ena dizajnerska metoda. Na njeni osnovi
so bile razvite nekatere mocne sheme kot so Data Encryption Standard (DES), Inter-
national Data Encryption Algorithm (IDEA), Advanced Encryption Standard (AES)
(trenutni enkripcijski standard), itd. Pri tokovnih &ifrah je zadeva precej drugacna.
Razen nekaj izjem kot je RC4, ve¢ina predlogov, vkluéno s predlogi eSTREAM pro-
jekta za standardizacijo tokovnih Sifer, ni zagotovila zZelene varnosti, saj so podlegli
kriptoanalizi v zelo kratkem ¢asu. Kljub temu je varnost obeh vrst shem moc¢no
odvisna od robustnosti nekaterih kriptografskih gradnikov, imenovanih S-Skatle. Sle-
dnje sestavlja posamezna ali mnozica Boolovih funkcij, izbira katerih je odvisna od
uporabe oz. dizajna.

Koncept kriptografije javnega kljuca se je razvil zaradi problema distribucije
kljucev in razvoja digitalnih podpisov. Uporablja nesimetricen par kljucev: javni
klju¢ in zasebni klju¢. Javni klju¢ se uporablja za Sifriranje ¢istopisa ali za preverbo
digitalnega podpisa, medtem ko se zasebni klju¢ uporablja za deSifriranje Sifropisa
ali za generiranje digitalnega podpisa. Efektivnost poznanih kriptosistemov javnega
kljuca je bistveno nizja od simetri¢nih kriptosistemov. Njihova podatkovna propu-
stnost je precej nizja, saj potrebujejo precej veC Casa za Sifriranje dolgih sporo¢il,
potrebujejo pa tudi daljSe kljuce za dosego enakega nivoja varnosti. Zaradi superi-
ornih lastnosti pri hitrosti Sifriranja (v primerjavi s kriptografijo javnih kljucev) so
gradniki kriptografije simetri¢nih kljuc¢ev nepogresljivi v moderni kriptografiji.

Obstajajo §tiri glavne vrste napadov na kriptosistem, ki se razlikujejo glede na
znane podatke:

(i) poznan je le sifropis - kriptoanalitik poskusa pridobiti sifrirni klju¢ oz. del kljuca
ali del ¢istopisa, pri cemer mu je poznan le Sifropis;

(ii) poznan ¢istopis - kriptoanalitik poskusa pridobiti Sifrirni kljuc¢ ali del kljuca, pri
¢emer ima na voljo del ¢istopisa in pripadajoci del Sifropisa;

(iii) izbran ¢istopis - cilj napada je pridobiti klju¢ ali desifrirati dolocen ¢istopis. V
tem primeru lahko kriptoanalitik Sifrira katerikoli izbran Cistopis.



102

(iv) izbran Sifropis - ta primer je podoben prejsnjemu. Glavna razlika je v tem, da
ima tukaj nasprotnik na voljo desifrirno napravo in lahko desifrira katerikoli
Sifropis. Cilj napada je pridobiti klju¢, ki je lahko varno shranjen v napravi.

Differenéna kriptoanaliza je postala mocéno kriptoanalitsko orodje za napad na ite-
rativne blocne Sifre. Ta kriptoanalitska disciplina ima svoje korenine v prebojnem
¢lanku avtorjev Eli Biham in Adi Shamir [6] iz leta 1990. V osnovi je differenc¢na
kriptoanaliza napad tipa ,,izbran ¢istopis”, ki pa se lahko modificira v napad tipa
,,poznan ¢istopis”, Ce je na voljo dovolj ¢istopisov. Differenéna kriptoanaliza v grobem
analizira nastalo razliko v Sifropisu, pri opravljeni spremembi v ¢istopisu. Biham in
Shamir sta pokazala, da lahko s tovrstno tehniko hitreje razbijemo do 15 rund DES
(od 16), kot bi to opravili s preverbo vseh moznosti. Pri skrajsani DES verziji pa
lahko v nekaj minutah razbijemo do 8 rund. Tovrstna tehnika se je kasneje razvila v
bolj napredne napade kot so diferencno-linearna analiza avtorjev Susan K. Langford
in Martina E. Hellmana [55] ter skrajSana diferenéna analiza in diferenéna analiza
vi§jega reda avtorjev Larsa Knudsena in Thomasa Jakobsena [53, [49].

Linearno kriptoanalizo je uvedel Mitsuru Matsui [63] in velja do danes za enega
najboljsih napadov na DES. V takem napadu kriptoanalist preucuje linearno relacijo
med nekaj biti Cistopisa, Sifropisa in kljuca. Matsui je pokazal, da v kolikor relacija
ne velja natanko polkrat (razdalja med Boolovo funkcijo v neki S-gkatli in neko li-
nearno funkcijo je majhna), potem lahko informacijo o klu¢u pridobimo z uporabo
Stevilnih znanih parov Cistopisa in Sifropisa. Efektivnost tovrstnega napada je najbo-
lje prikazana v Matsuijevem ¢lanku, kjer je bilo 12 rund DES razbitih v samo 50
urah, pri éemer je bilo poznanih 23! parov Eistopisa in sifropisa.

Boolove funkcije (tj., funkcije, ki slikajo iz n-razseznega binarnega vektorskega
prostora F} v obseg Fa z dvema elementoma) imajo pomembno vlogo pri konstrukei-
jah simetri¢nih Sifer. Pogosto se jih uporablja kot nelinearne kombinirajoc¢e funkcije
v tokovnih §ifrah, ki bazirajo na LFSR (prikazano na sliki . Simetri¢na kriptogra-

LFSR 1

tok kljuc g i
LFSR 2 f Ok kljucev @ Sifropis

LFSRn |———>3

Figure 7.2: LFSR~osnovna tokovna §ifra

3

Cistopis
—>

fija predstavlja atraktivno podrocje raziskovanja s Stevilnimi aplikacijami pri GSM
telefonih, Bluetooth in WLAN omrezju, ter pri RFID-shemah. Gradniki teh kri-
ptosistemov pogosto uporabljajo tako Boolove funkcije, kot tudi vektorske Boolove
funkcije, imenovane tudi S-skatle (tj. preslikave oblike F' : Fy — F3'). Potreben
pogoj za brezpogojno varnost pri Sifrirni shemi simetriénih kljucev je to, da je dolzina
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sifrirnega kljuca dolga vsaj toliko, kot je sporocilo. Shannon [90] je vpeljal dva zelo
pomembna pojma, ki ju pogosto sre¢amo pri konstrukciji modernih Sifer. To sta
zmeda in razprsitev. Namera zmede je prikriti kakr$nokoli algebrai¢no strukturo v
sistemu. Tesno je povezana z zahtevnostjo vpletenih Boolovih funkcij. Razprsitev
predstavlja Siritev majhne modifikacije vhodnih podatkov ali klju¢a po vseh izhodnih
podatkih. Da so §ifre dovolj robustne pred znanimi kriptoanalitskimi orodji, morajo
Boolove funkcije zadoscati dolo¢enim kriptografskim kriterijem:

(i) visoka algebrai¢na stopnja - vsi kriptosistemi, ki uporabljajo Boolove funkcije
za zmedo, niso zasciteni, Ce je stopnja funkcij nizka;

(ii) visoka nelinearnost - kriptografske funkcije morajo biti dovolj stran (dovolj ra-
zlicne) od vseh afinih funkeij;

(iii) uravnotezenost - kriptografske funkcije morajo biti uravnotezene (izhodni stolpec
v pravilnostni tabeli mora imeti enako stevilo enk in nicel) zato, da med vhod-
nimi in izhodnimi podatki ni statisti¢ne odvisnosti;

(iv) visoka algebrai¢na imunost reda m - izhoden podatek Boolove funkcije mora biti
statisti¢no neodvisen od katerekoli kombinacije m vhodnih podatkov;

(v) zascita pred diferenéno kriptoanalizo - funkcija mora imeti dobre diferencéne
lastnosti;

(vi) efektivna izrac¢unljivost in kompatibilnost.

Najvecja ovira pri iskanju dobrih kriptografskih funkcij je dejstvo, da morajo biti
zgornji kriteriji zados¢eni simultano. Poleg tega je Boolovih funkcij, ki binarne n-
terice slikajo v 0 oz. 1, ogromno, tj. 22". Kar pomeni, da je ra¢unalniska preverba
vseh funkcij, ki bi morebiti imele Zelene lastnosti, nemogoca ze za n = 6. Spo-
dnja tabela prikazuje Stevilo Boolovih funkcij za 4 < n < 8. Zlomljene funkcije,

Table 7.1: Prostor Boolovih funkcij

n |4 ]5]6| 7 |8 |
27| 216 | 237 | 95T | g1 [ 2750 |

kot posebna vrsta Boolovih funkcij, so ekstremni kombinatori¢ni objekti s tevilnimi
podrocji uporabe, kot so npr. teorija kodiranja, teorija MLS, kriptografija, teorija
diferen¢nih mnozic itd. Pojem zlomljene funkcije je prvi vpeljal Rothaus [85], in
kasneje sta jih Maiorana-McFarland [66] in Dillon [36] posplosil. Med vsemi ekvivale-
ntnimi Kkriteriji za karakterizacijo zlomljenih funkcij je najpogosteje uporabljen tisti,
ki jih opige kot Boolove funkcije z ravnim Walshevim spektrom. Slednje pomeni, da
je vsaka zlomljena funkcija v n spremenljivkah na konstantni Hammingovi razdalji do
vseh afinih funkcij, vkljuéno z funkcijama, ki vse slikata v 0 oz. 1.
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En tovrsten razred predstavljajo funkcije, za katere velja f(x,y) = = - 7(y) ®
g(y) for all z,y € IF';L/Q, kjer je 7(y) permutacija na Fg/Q in g je Boolova funkcija na

Fg/ 2, Tukaj & pomeni seStevanje po modulu 2 in ”-” je notranji produkt v Fg/ 2, Enega
prvih rezultatov o zlomljenih funkcijah je tudi predstavil Dillon [36], ki je analiziral
t.i. PS razred zlomljenih funkcij. Preuceval je tudi PS,, podrazred, pri katerem
je funkcije lahko eksplicitno opisal s polinomi v dveh spremenljivkah nad konénimi
obsegi. Leta 1994 je Carlet [19] predstavil dva nova razreda zlomljenih funkcij. Ceprav
so bili ti kombinatori¢ni objekti preucevani Se v Stevilnih drugih ¢lankih (glej npr.
[T1L 20}, 39]), se njihova celovita klasifikacija trenutno ne zdi mogoca.

Iz kriptografskega stalis¢a sta stopnja in nelinearnost Boolove funkcije na ve-
ktorskem prostoru F§ njena glavna podatka [32), [70, 92]. Ker zlomljene funkcije
dosezejo maksimalno stopnjo nelinearnosti, zagotovijo najboljso zas¢ito pri linearnih
napadih [63], ¢e jih uporabimo pri takih algoritmih za generiranje toka kljucev, kot sta
filtrirni generator in kombinirni generator. Poleg tega so vektorske zlomljene funkcije
primerne kot S-8katle pri konstrukeiji blo¢nih Sifer, saj so dobri gradniki osnova za
katerokoli varno kriptografsko shemo.

V teoriji kodiranja [62] lahko vsako kodo dolzine 2" interpretiramo kot Boolovo
funkcijo. Zlomljene funkcije so v tem pogledu tesno povezane z Reed-Mullerjivimi
in Kerdockovimi kodami [15]. Ta karakterizacija je Se posebej pomembna zato, ker
poda nelinerane kode, ki imajo boljse parametre od linearnih kod. Reed-Mullerjevo
kodo prvega reda sestavljajo vse afine funkcije na prostoru [Fs. Ce je n sod, potem
so zlomljene funkcije ravno tiste funkcije, ki imajo maksimalno mozno razdaljo do
besed v Reed-Mullerjevi kodi prvega reda. Kerdockovo kodo lahko interpretiramo kot
mnozico kvadratnih zlomljenih funkcij.

V kombinatoriki so zlomljene funkcije ekvivalentne diferenénim mnozicam v ele-
mentarnih abelovih 2-grupah [35][64]. Boolovo funkcijo f na mnozici F lahko opisemo
z njenim nosilcem, tj. z mnozico S = {z € Fy : f(xr) = 1}. Dobro je znano, da
je mnozica S netrivialna diferenéna mnozica v prostoru Fj natanko tedaj, ko je f
zlomljena funkcija [83]. Zato je karakterizacija vseh netrivialnih differe¢nih mnozic v
grupi (F%,+) ekvivalentna karakterizaciji vseh zlomljenih funkcij. Delne diferencne
mnozice so kombinatori¢ni objekti, ki ustrezajo krepko-regularnim grafom [60]. Za
vsako Boolovo funkcijo f : F§ — [F5 lahko skonstruiramo Cayleyev graf G ¢, ki ima [
za mnozico tock, mnozica povezav pa je podana kot Ey = {(u,v) € Fy xF3 : f(udv) =
1}, kjer je @ sestevanje vektorjev po modulu 2. V ¢lankih [4l 5] je pokazano, da je
f zlomljena funkcija natanko tedaj, ko je za poljuben par vozlis¢ u, v Stevilo vozlisc,
ki so sosedna tako u kot v, konstantno, graf Gy pa je krepko-regularen. Zato lahko
zlomljene funkcije uporabljamo tudi pri konstrukeiji krepko-regularnih grafov [94].
Konstrukcija zlomljenih funkcij je tako zelo zanimiv in obSirno preucevan problem.

Posebno druzino zlomljenih funkcij tvorijo monomske zlomljene funkcije, tj. Boolove
funkcije (vsaka Boolova funkcija je oblike f(x) = T'r(F(x)), kjer je F preslikava ob-
like F : Fan + Fon, Tr : Fon — Fy pa je absolutna sled), ki so oblike = +— Tr(az?)
za nek eksponent d in fiksni skalar a € Faon. Omenjen razred zlomljenih funkcij je
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pomemben zato, ker poda edini poznan primer nenormalnih zlomljenih funkcij [12].
Boolove funkcije oblike T} (ax?) so bile preucevane v stevilnih delih [9, 26, 38, 56].
Kolikor nam je znano, so funkcije, ki so podane v teh delih, edini poznan razred zloml-
jenih funkcij take oblike (do afine ekvivalence natanéno). Natan¢na karakterizacija
eksponentov d in skalarjev a, pri katerih je dana Boolova funkcija zlomljena, je tezek
problem.

Drug poseben razred predstavljajo binomske zlomljene funkcije, tj. Boolove funkcije,
ki so skonstruirane s pomocjo linearne kombinacije dveh potenc¢nih funkcij. Binomske
(oz. multinomske) sledne funkcije je tezje analizirati. Le nekaj takih zlomljenih
funkcij je poznanin [25], [39]. Rezultat Dobbertina in Leandera [39], ki je soroden s
t.i. linearnimi Nihovimi eksponenti (tj. zozitev funkcije z% na Fyn/2 je linearna), je
bil kasneje posplosen v ¢lanku [57], kjer so pokazali obstoj zlomljenih slednih funkcij
z 2" Nihovimi eksponenti. V ¢lanku [25] so zlomljene Boolove funkcije klasificirali v
kontekstu Dicksonovih polinomov in Kloostermanovih vsot. Nekaj dodatnih razredov
binomskih hiperzlomljenih (glej [21], 102]) slednih funkcij, kjer je en monom kombini-
ran z absolutno sledjo, drug pa z relativno sledjo, je bilo odkritih v delih [71] [95].

Zlomljene Boolove funkcije lahko posplosimo do vektorskih preslikav F' : F§ — F5?,
¢e zahtevamo, da vse nenicelne linearne kombinacije komponent preslikave F' tudi
tvorijo zlomljeno funkcijo, tj. funkcija Tr*(AF(z)) je zlomljena za vse A € F.n,
x € Fon. Prvo konstrukcijo takih vektorskih zlomljenih funkcij je odkrila Nyberg [77].
V ¢lanku [77] je bilo pokazano, da vektorske zlomljene funkcije lahko obstajajo le, ¢e
velja m < n/2. Nekaj njihovih konstrukcij je bilo dobljenih s pomocjo Maiorana-
McFarlandovega razreda zlomljenih funkcij [36 B7, 85] ter s pomoéjo Dillonovega
razreda [I5, B6, B7]. Rezultate podobnih tipov najdemo tudi v delih [39, 40} R0
100]. Vsi ti rezultati temeljijo na konstrukeiji takih m Boolovih zlomljenih funkcij,
katerih linearna kombinacija ostane zlomljena. V ¢lanku [80] je bilo pokazano, da
je vektorska funkcija F(z) = Tr}(ax?),n = 2k zlomljena, ¢e je f(x) = Tr}(ax?)
zlomljena funkcija, 2¢ pa je permutacija obsega For. Slednji pogoj o permuaticiji je
bil le zadosten in ne nujno tudi potreben. Prav tako je bil polinom v sledi le monom,
medtem ko funkcije z bolj splosnim polinomom niso bile obravnavane. Potrebni in
zadostni pogoji za zlomljenost multinomne sledne funkcije so podani v razdelku
(glej izrek [3.3.1)).

Po drugi strani lahko zlomljenost vektorske funkcije F' opiSemo tudi s koeficienti
elementarnih simetri¢nih polinomov[59], ki so povezani z vrednostmi preslikave F' na
U. Zaradi tezavnosti izracuna vrednosti teh simetri¢nih polinomov pri multinom-
ski sledni funkciji, se nasa analiza omeji na binomski primer, kjer dobimo le nekaj
potrebnih pogojev za zlomljenost. Ti pogoji so v prvi vrsti koristni za izloCevanje
koeficientov v, z, pri katerih vektorska funkcija F(x) = Tr}(x + ~v22" "= ne more
biti zlomljena (glej razdelek . V razdelku je pokazano, da Tr,’g()\ﬂ@k_l)) ni

nikoli vektorska zlomljena funkcija z maksimalno dimenzijo k.

Posplositev zlomljenih funkcij na konéne obsege lihe karakteristike so prvi obrav-
navali Kumar, Scholtz in Welch [54]. Razred p-arnih zlomljenih funkcij Se ni bil
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preucevan v zadovoljivem obsegu. Kolikor nam je znano, so bili pogoji za zlomlje-
nost preucevani le za nekaj razredov binomskih slednih funkcij [46] 68|, 10T 105]. V
poglavju [4] je pokazano, da so pogoji iz rezultata [I05] veljavni tudi v primeru multi-
nomnih slednih funkcij f : Fpn — Fp; f(z) = Tri(>_, aix”(pk_l)) z Dillonivimi
eksponenti (d = p¥ —1). Za zlomljenost bodo morali koeficienti a; € F pr in 1 € N Se
vedno ustrezati dolo¢enim pogojem. Le ti bodo direktno povezani s sliko funkcije na
mnozici V = {1,a,a?,... ,ozpk}, kjer je o primitiven element obsega Fyn (glej izrek
. Kompletna klasifikacija posplosenih zlomljenih funkcij je seveda precej tezji
problem, kot je klasifikacija v binarnem primeru.

Konstrukcije proznih Boolovih funkcij z visoko stopnjo, visoko nelinearnostjo in
dobro imunostjo pred algebrai¢nimi napadi so pomembne zaradi aplikacij v tokovnih
sifrah, kjer uporabimo kombiniran model. Pomembnost teh funkcij ponazori tudi
obsezna literatura [14} 17, 24) 50, [B11 [65] 78 [82] 86, 87, 89, 96, O7], ki jih obravnava.
Konstrukcija Boolovih funkcij z vnaprej danimi omenjenimi parametri je $e vedno
odprt problem . Izkaze se, da vsi parametri ne morejo hkrati zavzeti maksimalnih
vrednosti. Siegenthaler je pokazal, da za uravnotezeno funkcijo n spremenljivk, ki je
stopnje d in reda pronosti m, velja m+d < n—1, ¢e je m < n—2 [91]. Kompromisne
meje med redom korelacijske imunosti, nelinearnostjo in stopnjo so bile preucevane
tudi v ¢lankih [16], 87, 97, 106]. Rekurzivna metoda za konstrukcijo optimalnih pla-
notskih funkcij z relativno velikim redom proznosti je preucevana v ¢lanku [43]. V
poglavju ol ki preucuje funkcije disjunktnega spektra, je pokazano, da s katerokoli
konkatenacijo 2* funkcij iz mnozice {f,1+ f} oz. {g,1 + g} dobimo spet par funkcij
disjunktnega spektra v (n + k) spremenljivkah. To velja za poljuben k > 0 (glej
trditev . Omenjeno bo omogocalo kontrolo nad nelinearnostjo in proznostjo teh
funkcij, ¢e bomo uporabili pravilno konfiguracijo funkcije in njenega komplementa.
S posplositvijo tega postopka smo razvili iterativno metodo za konstrukcijo funkcij
disjunktnega spektra, ki nam poda veckratno razvejitveno drevo neskonénega za-
poredja optimalnih planotskih funkeij (glej razdelek . Par funkcij disjunktnega
spektra v (n + k) spremenljivkah predstavlja t.i. semi-zlomljene Boolove funkcije
[29]. (Semi-zlomljene) funkcije disjunktnega spektra, ki se uporabljajo pri iterativnih
konstrukcijah kriptografsko moé¢nih funkcij, v sploSnem niso redek kombinatori¢en
objekt. Konstrukcijska metoda semi-zlomljenih funkcij je podana v razdelku

V ¢lanku [I04] sta Zhang in Zheng vpeljala pojem globalne plazovne karakter-
istike (GAC), da bi odpravila pomanjkljivosti v kriteriju razsirjanja in v strogem
plazovnem kriteriju, ter tako razumela vse karakteristike razSirjanja kriptografske
funkcije. V njunem ¢lanku je bilo pokazano tudi, da so karakteristike razSirjanja
katerihkoli Boolovih funkcij v povezavi z doloc¢enimi lastnostmi njihovih odvodov.

Motivacija za karakterizacijo z navzkrizno-korelacijskimi lastnostmi izhaja iz info-
rmacijsko teoreti¢nih aspektov varnosti, kot sta fundamentalna koncepta zmede in
razgprsitve, ki ju je vpeljal Shannon. Da bi Boolove funkcije v §ifri zagotavljale do-
volj$njo mero zmede in razprsitve, morajo med sabo imeti nizko navzkrizno-korelacijo,
kar sta predlagala Sarkar in Maitra [88]. S pomo¢jo navzkrizno-korelacijskih lastnosti
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je bila v ¢lanku [88] podana tudi uporabna karakterizacija nekaterih razredov kripto-
grafskih Boolovih funkcij, prikazane pa so bile tudi nekatere pomanjkljivosti pogosto
uporabljenih S-8katel. Analiza dane S-Skatle je bila opravljena z meritvijo navzkrizne-
korelacije med komponentnimi funkcijami fi,..., f,, S-Skatle. S-Skatla je bila tako
upodobljena kot vektorska Boolova preslikava F' : F§ — F5* [88].

Nadaljnja posplositev teh kriterijev je bila obravnavana v ¢lanku [110], kjer sta
bila vpeljana dva nova indikatorja, za meritev navzkrizne-korelacije dveh Boolovih
funkcij (tudi za meritev autokorelacije).

V poglavju [0] so podane Stevilne metode za konstrukcijo visoko nelinearnih S-
skatel, katerih komponentne funkcije imajo zelo dobre navzkrizno-korelacijske lastno-
sti. V razdelku[6.2]je prikazano, da je zlomljenost funkcije f+ ¢ zadosten pogoj, da ab-
solutni indikator zavzame minimalno mozno vrednost 2*/2. Opisana je tudi praktiéna
metoda za konstrukcijo perfektno nekoreliranih S-gkatel z sodo mnogo vhodnimi spre-

menljivkami (glej [6.2.2)).

Zakljucek

Glavni del disertacije obravnava moznosti za konstrukcijo vektorskih zlomljenih
funkcij nad kon¢nim obsegom karakteristike 2 in konénim obsegom lihe karakteris-
tike. Podani so potrebni in zadostni pogoji za dolo¢ene vrste funkcij, ki so v multi-
nomni sledni obliki. Ti rezultati so omogo¢cili eksplicitno doloc¢itev koeficientov funkcij
tipa Tr,%k(zlzio aixi(2k_1)) in natan¢no stevilo vektorskih zlomljenih funkcij v tej ob-
liki [76]. Ker so zlomljene funkcije nad kon¢nim obsegom lihe karakteristike tesno
povezane z ravninskim preslikavam, na$i rezultati vesbujejo konstrukcijsko metodo
vektorske (posplosene) zlomljene funkcije dimenzije n/2 ¢eprav ravninske preslikave
inducirajo vektorske (posplosene) zlomljene funkcije maksimalne dimenzije n. Ta
pomemben problem je ostal odprt.

V doktorski disertaciji je podano vec razliénih na¢inov za konstrukcijo neskonénega
zaporedja disjunktnega spektra, optimalnih planotskih in semi-zlomljenih funkcij. V
posebnem je opisano dizajniranje vektorskih semi-zlomljenih funkcij s kombiniranjem
vektorskih zlomljenih funkcij iz Nihovega razreda in razreda PS. Predvidevamo, da
bo s skrbnim izborom komponentnih fukcij iz S-8katel mogoce pristop iz disertacije
izboljsati tako, da bodo lastnosti razSirjanja S-Skatel optimizirane. Slednje ostaja
odprt problem in izziv za nadaljnje raziskovanje.
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