Installation on Windows server 2008
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1. 1IIS

1. Click on Start -> Administrative Tools -> Server Manager
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2. In Server Manager scroll down to Roles Summary, and click on Add Roles
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3. The Add Roles Wizard starts at this point and warns you that if you are going to add a role to make sure:



4. Click Next to go the Add Server Role page. Place a checkmark next to Web Server (IIS) and then click on
the button Next



5. The next page will give you some basic information on IIS Web Servers and a few links with extra information
if needed. Click on the button Next to continue



1[5 servertanager

6. The next window is the Select Role Services. This very important screen will allow you to add only the
modules necessary for your planned installation of IIS.

When you choose a module in this screen in the upper right corner you will get more information about what the
module is for. For our example we are going to load the following modules:



7. Click Next to get to the Confirm Installation Selections screen to verify your chosen settings.
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8. Click Install and installation will start



ﬁ Installation Progress

9. After installation you should see the Installation Results page. Click Close to finish the process.



10. In the Server Manager window, under Roles Summary, you should now see Web Server (IIS)
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11. Let’'s go ahead and open IIS Manager by going to Start -> Administrative Tools -> Internet Information
Services (IIS) Manager
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12. Once IIS Manager opens, expand out the web server and then expand the Sites folder. Right click on sites
and then click on Add Web Site
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You have now installed IIS 7 and configured a static website. Just place your html files in the directory you
specified when creating the site and you are good to go.
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2. PHP

How to Install FastCGl on Server 2008

1. Open Server Manager.
2. In the left pane expand Roles and click Web Server (IIS), then in the center pane scroll down and click Add

Role Services.
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3. Next on the Select Role Services screen select CGI, under Application Development, then click Next.
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4. Confirm Installation Selections by reviewing the options you picked and then click Install.
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5. You should see Installation Succeeded on the Installation Results screen; go ahead and clickClose.



6. You will now see the CGl role service under the IIS panel.
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3. How to Install PHP on IIS 7

1. Left click on the PHP Installer Binary.
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2. You will now see the PHP Setup Wizard window, go ahead and click Next.
i PHP 5.2.6 Setup - 0] x|

Welcome to the PHP 5.2.6 Setup Wizard

The Setup Wizard will install PHP 5.2.6 on your computer,

Click Mext to continue or Cancel to exit the Setup Wizard.

Flease disable any virus detection software you may have
running during this installation.

HYPERTEXT
PREPROCESSOR

Barh Mext Cancel

3. On the End-User License Agreement, go ahead and place a check in the box accepting the terms in the
License Agreement and then click Next.
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End-User License Agreement
Flease read the following license agreement carefully
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reserved.
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[¥ Iaccept the terms in the License Agreement

Back Mext Cancel |

4. Now select a destination folder, for our example | am going to use C:\PHP5\, type or navigate to where
you want to install it and click Next.

5.
ji5 PHP 5.2.6 Setup

Destination Folder
Click Mext to install to the default folder or dick Browse to choose anather.

Install PHP 5.2.6 to:

|c: Pl

Browse. .. |

Back I NEE‘:: I Cancel

5. Now select IIS FastCGI as the web server and click Next.
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6. The Choose Items to Install screen is next. | am going to stick with the default, as adding extensions that you
don’t need increases your vulnerability profile.
If you have need of an additional Extension just open up the drop down and choose it, then clickNext.
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7. Here comes the big moment! Click Install and watch the magic happen.




{5 PHP 5.2.6 Setup

Ready to install PHP 5.2.6

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back I Install [*_:I I Cancel

8. You should see the Setup Completion screen now. Go ahead and click Finish.

i PHP 5.2.6 Setup _|=] =
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Completed the PHP 5.2.6 Setup Wizard

Click the Finish button to exit the Setup Wizard.,
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9. Ok, now we will have to make a few modifications to the way PHP handles itself so we are going to modify
the php.ini file.
First navigate to the place you installed PHP and open php.ini in notepad.
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10. First let's modify fastcgi.impersonate and set it to 1. Remember you are going to have to uncomment these
first and then change the value, and also CTRL+F is your friend!
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File Edit Format View Help

to use SCRIPT_FILENAME rather than PATH_TRANSLATED. Al
cgi.fix_pathinfo=1

FastCGI under IIS (on WINNT based 0S) sugﬁorts the ability to imperso
security tokens of the calling client. is allows IIS to define the
security context that the request runs under. mod_fastcgi under Apacl
does not currently support this feature (03/17/2002)

Set to 1 if running under IIs. Default is zero.
astcgi.impersonate = 1

e | e ]

Disable logging through FastCGI connection
fastcgi.logging = 0 —

cgi.rfc2616_headers configuration option tells PHP what type of heade
use when sending HTTP response code. If it's set 0 PHP sends Status: |
is supported by Apache. when this option is set to 1 PHP will send
RFC2616 compliant header.

pefault is zero.

;€gi.rfc2616_headers = 0

; Whether to allow HTTP file uploads. =
< | AW

11. Now find cgi.fix_pathinfo and set it to 1 also, remember to uncomment by removing ;

SI=E

File Edit Format View Help

FY
i if cgi.force_redirect is turned on, and you are not running under Apa
i (iPlanet) web servers, you MAY need to set an environment variable na
; will Took for to know it is OK To continue execution. Setting this w
i Cause security issues, KNOW WHAT YOU ARE DOING FIRST.
i cgi.redirect_status_env = ;

i cgi.fix_pathinfo provides *real® PATH_INFO/PATH_TRANSLATED support fol

; previous behaviour was To set PATH_TRANSLATED to SCRIPT_FILENAME, and

; what PATH_INFO is. For more information on PATH_INFO, see the cgi sp

i this to 1 will cause PHP CGI to fix it's paths to conform to the spec

; of zero causes FHP To behave as before. Default is 1. vou should fi_
v Lo use SCRIPT_FILEMAME rather than PATH_TRANSLATED.

legi.fix_pathinfo=1

i FastCGI under IIS (on WINNT based 05) supports the ability to imperso
; security tokens of the calling client. TEiS allows IIS to define the
i security context jthat the request runs under. mod_fastcgi under Apac
! does not current support this feature (03/17,/2002)

; Set to 1 if running under II5. Default is zero.

fastcgi.impersonate = 1

; Disable Togging through FastCGI connection
; fastcgi.logging = 0

i cgi.rfc2ele_headers configuration option tells PHP what type of headel
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12. Next up is cgi.force_redirect and we are going to set this to 0, and uncomment.
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; The directory under which PHP opens the script using /~username used ia|
i 1 nonempty.

user_dir =

i Directory in which the loadable extensions (modules) reside.
extension_dir = ". /"

: Whether or not to enable the d1({) function. The d1{) function does Nt
i properly in multithreaded servers, such as IIS or Zeus, and is automa
: disabled on them.

enable_dl = on

==
i cgi.force_redirect is necessary to provide security running PHP as a ¢
; most web servers. Left undefined, FHP turns this on by default. You
; turn 1t off here AT YOUR OWN RISK
i **You CAN safely turn this off for II5, in fact, you MUST.**
cgi.force_redirect = Q
; if cgi.nph is enabled it will force cgi to always sent Status: 200 wi
; every request.
i cgi.nph =1
i if cgi.force_redirect is turned on, and you are not running under Apa
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; will Took for to know it is OK To continue execution. Setting this w
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13. Then let’s set open_basedir to the root level of our website content directory, which | will use the
default C:\inetpub

B php - Notepad =10l =]
File =N Format View Help

: This directive contains a comma-delimited Tist of environment wariabl «
: the end user won't be able to change using putenv(). These variables

i protected even if safe_mode_allowed_env_vars is set to allow to chang
sate_mode_protected_env_vars = LD_LIBRARY_PATH

; open_basedir, if set, 1limits all file operations to the defined direc
i and below. This directive makes most sense if used in a per-director:
i or per-virtualhost web server configuration file. This directive is

i *NOT* affected by whether Safe Mode is turned on or off.

open_basedir = C:\inetpub “S

; This directive allows ¥nu to disable certain functions for security r
; It receives a comma-delimited 1ist of function names. This directive

i *NOT* affected by whether sSafe Mode is turned on or off.
disable_functions =

; This directive allows wou to disable certain classes for security rea
; IT receives a comma—de%imited 1ist of class names. This directive is

i *NOT*® affected by whether safe Mode is turned on or off.
disable_classes =

; Colors for syntax Highlighting mode. Anything that's acceptable in
i <span style="color: 7777777"> would work.

ihighlight.string = #DDO00O

;highlight. comment = #FF9900

ihighlight. keyword = #007700

4| | 4P




14. Now save your changes to php.ini
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Save As...
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Page Setup... directive makes most sense if used in a per-director
Print. . cirlep At web server configuration file. This directive is

¢y whether safe Mode is turned on or off.
Exit inetpub

; This directive allows you to disable certain functions for security ri
; IT receives a comma—de%imited Tist of function names. This directive

i *NOT*® affected by whether safe Mode is turned on or off.
disable_functions =

; This directive allows wou to disable certain classes for security rea
; IT receives a cumma—de%imited 1ist of class names. This directive 1is

i *NOT® affected by whether safe Mode is turned on or off.
disable_classes =

; Colors for syntax Highlighting mode. Anything that's acceptable in
; <span style="color: 7777777"> would work.

;highlight.string = #DD0O000O
;highlight. comment = #FF9900
ihighlight. keyword = #007700

al |

1. How to Configure IIS7 to use PHP

[IS7 can be configured to handle PHP mappings at server or site levels, but for this example we are going to set
the configuration at the server level. This just basically tells the server how to handle files with .php type
extensions.

1. Open IS Manager and select the server in the left pane and then click on Handler Mappingsin the center
pane.
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2. Inthe right Action

" Intemet Information Services (11S) Manager

pane select Add Module Mapping...
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3. Fill out the following information and click OK:
Request Path: *.php

Module: FastCgiModule

Executable: {path to your PHP install}\php-cgi.exe
Name: Whatever you want

Add Module Mapping

el B
Request path:

|*.php
Example: *.bas, wsvc.axd

Module:
IFastEgiMuduIE -

Executable {optional):
IC:‘I,F'HF' S\php-cgi.exe

Marne:
IFastl:GI PHP|

Fequest Restrictions... |

Ok L\QJ Cancel

4. You will get a popup asking if you want to create a FastCGI application, go ahead and clickYes.
x|

& Do you want to create a FastCGI application for this executable?
/.' Click ™fes" to add the entry to the FastCGI collection and to
enable this executable to run as a FastCGI application.

Yes Mo Cancel

5. You will now see your enabled handler in the list.
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6. MSSQL



B Microsoft SQL Server 2005 Setup r;a

End User License Agreement

NICROSOFT SOFTVARE LICENSE TERMS PN
NICROSOFT SQL SERVER 2005 DEVELOPER EDITION
These license teras are an agreesment between
Hicrosoft Corporation (or based on vhere you
live, one of its affiliates) and you. PFPlease
read them. They apply to the software named
above. which includes the media on vhich you
received it, i1f any. The terms also apply to any
Nicrosoft
* updates.
* suppleaents,
# Internet-based services. and

* Support services

¥ 1 gccept the bcenting terms and condivond
Pt I Next >
Microsoft SQL Server 2005 Setup

System Configuration Check

Carcel_|

SQU Server Setup Is scanning your computer’s configuration. ..

P¥ Microsoft SQL Server 2005 Setup :

Installing Prerequisites
lsn;lah software components required pro! to netaling SOL
ves

1SQL Server Component Update will install the folowing components
required for SQL Server Setup:

¥ Mcrosoft SQU Server 2005 Setup Support Fles
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18! Microsoft SQL Server 2005 Setup m

» Welcome to the Microsoft SQL
Server Installation Wizard
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SOL Server. To continue. click Next
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System Configuration Check
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|;:' Microsoft SQL Server 2005 Setup

Registration Information
The followng information wil personalize your installation.

The Name field must be filed In prior to proceeding. The Company Field is optional.
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|:‘ Microsoft SQL Server 2005 Setup

Service Account
Service accounts define which accounts to bg in,
ol

[CIgustomize for each service account

(D Use the bult-in System account! Local system
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|
|
|
Start services at the end of cehup
st server [ Repgrtig Services
[[J5QU Server Agent [7] sQu Browser
[¥] analysis Services
[ <ook J[ Bet> J[ comce ]

The next screen prompts you to select service account details, You have to select local system account .
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Authentication Mode Collation Settings
The authentication mode speciies the security used when Collation settings define the sorting behavior for your server.
connecting to 5QL Server, £ )
Select the authentication mode to use For this installstion. ) Qustomze for each service account
O windows Authentication Mode
[Jenary - code point
[TIKana - sensitive
Speciy the salogon password below: [ Accent - sensitive [Iwadth - sensitive
Enter password: O 54 collations (used For compatibiity with previous versions of SQL Server)
'ooo“ooooo -
Confm password: | £
[rrvaeeies |Osctionsry order; caseimerstive, for use with 1252 Character Set.______ I}
3 2
B I vt | . .
i Microsoft SQL Server 2005 Setup r)a
Error and Usage Report Settings Ready to Install
Heb Mcrosoft improve some of the SQL Server 2005 components Setup & ready to begn instalation,
el e i

Butomaticaly send Error reports for SQU Server 2005 to Microsoft or your corporate error |
reporting server, Error reports inchude information regarding the condtion of SQL Server
2005 when an error occurred, your hardware configuration and other data. Error reports
Inay unntentionally inchude personal nformation, which will not be used by Mirosoft.

&

Automatically send Feature Usage data for SQU Server 2005 to Microsoft, Usage data
[Vl inchudes anonymous information sbout your hardware configuration and how you use our
software and services.

For more information on the error reporting feature and the type of information sent, cick
Help.

Setup has enough information to start copying the program files. To procead, cick Inszal. To
change any of your installation settings, dlick Back. To exit setup, dick Cancel.

The following components will be installed: Lo

*  SOL Server Database Services
(Database Services, Replication, Full-Text Search)
*  Analysis Services

*  Reporting Services

(Reporting Saryices, Report Manager)

The following components that you selected will not be
*  Notification Services

* Integration Services
*  Client Comoonents »

Thet>> | |

[ <ok J[ tect> J[ comd ] T |
B Microsoft SQL Server 2005 Setup X B Microsoft SQL Server 2005 Setup f§|
Setup Progress Completing Microsoft SQL Server 2005 Setup
The selected components are beng configured Setup has finished configuration of Microsolt SQL Server 2005
L L
Refer to the setup error bgs for nformation describing any fallure(s) that occurred during
satup. Chck Firich to exit the installation wizard.
Product Status ~ Summary Log
o 204 Setup Support Files Satup finhed
SO Native Chent Setup finished romg:madnmd%t&w%s::fm«&mn e
b, disabled 'or new installations. To configure ace aes Server, use
o QL VSS Writer Setup finiched
SO Server Database Services Setup finished
X Analysis Services ~
3&“.“ Setup firsshed W Analysis Services was upgraded from SOL Server 2000, all cubes,
Beoortng Services Setup finished ¥ dimensions, and mining models must be reprocessed using SQL Server

Management Studic

Repomng Services
The Reporting Services instaliation options you specified in Setup
determine whether further corfiguration is required before you can
access the report server, if you installed the default configuration, the
report server can be used immediately. If you nstalled justthe program
files. vou mustrun the Reoorting 8 Confy ton tool to deolov the

e |

v




Connect to the database engine of SQL server using SQL Server Management Studio.

¢® Connect to Server @

Microsoft N‘f’ Wmmaows Server System

SQL Server 2005

Server type: l Database Enagine v '
Server name: | SOLSERVERO v l
Authentication: | SOL Server Authentication v ’
Loagin: I sa v ]

[ AARRXXX:
Password: I |

[] Remember password

Lgonnect ][ Cancel ][ Help ][ Options >> ]

Server name => Instance



7. ODBC

@ Accessibility Options
@3 Add/Remove Hardware
% Add/Remove Programs SI Tracinql About I

Administrative Tools 4 “ﬁ] Component Services

Automatic Updates @ Computer Management

&
%
'3] Date/[Time
L
5

'_';EE? Data Sources (ODBC)
Display E] Event Viewer
Folder Options @ Local Security Policy
(4] Fonts » B Performance
@ Garming Options uﬁ] Server Extensions Administrator
i Hummingbird Inetd % Services

Create New Data Source

Select a driver for which you want to set up a data source.

Name I Version | Company

Microsoft Access Driver (*mdhb) 350360200 Microsoft Corp
Microsoft dBase Driver (*dbf)  3.50.360200 Microsoft Corp
Microsoft Excel Driver (*xls) 3.50.360200 Microsoft Corp
Microsoft FoxPro Driver (*.dbf) 350360200 Microsoft Corp
Microsoft Paradox Driver (*.db) 350360200 Microsoft Corp
Microsoft Text Driver (*ixt *.cev) 3.50.360200 Microsoft Corp
S0L Server 2.65.0252 Microsoft Corp

al | i3

< HaEk Finish Cancel

|
Gl




UserDSN  System DSN IFiIe DSNl Dtivetsl Tracingl Connection Poolingl About l '

~ -~

c .
M Create a New Data Source to SQL Server

connect to SOL Server.
‘What name do you want to use to refer to the data source?

x|

This wizard will help you create an DDBC data source that you can use to

Name: lBDG

How do you want to describe the data source?

Description: |BDG

Which SOL Server do you want to connect to?

Server. |SOLSTICE

| Finish I MNest > Cancel

Help

Server => MsSQL instance name

Create a New Data Source to SOL Server )

How should SOL Server verify the authenticity of the login ID?

o With Windows NT authentication using the network login 1D.

With SOL Server authentication using a login ID and password
entered by the user.

To change the network library used to communicate with SQL Server,
click Client Configuration.

Client Configuration...

Connect to SOL Server to obtain default settings for the
v ot G 2
additional configuration options.

LognlD; lreikcu

FPassword. I

< Back I Next > I Cancel Help

Select: With SQL server authentication.

Where default user name is »sa«.




Create a New Data Source to SQL Server

V' Change the default database to:
{BOG ~|
[~ Attach database filename:

v Create temporarny stored procedures for prepared SHL statements
and drop the stored procedures:

& [nly when you disconnect.

when vou disconnect and as appropriate while you are
connected.

IV Use &NS| quoted identifiers.
IV Use &NSI nulls, paddings and wamings.

se the failover SEL Serverif the primary SEL Serveris not
¥ et
available;

X

< Back I Next > I Cancel Help




8. configure.php

Example: connection_string=Driver={SQL Server};Server=WIN-7DE6QS9UCCC\SQLEXPRESS;
Database=wtt_php; UID=sa; PWD=Express_12

Hostname: WIN-7DE6QS9UCCC
Instance: SQLEXPRESS
Database: database name

UID: MsSQL username

PWD: MsSQL password



